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In  response  to  Executive  Order  (E.O.)  12472  and  National  Security 
Decision  Directive  97  (NSDD-97),  the  Office  of  the  Manager,  National 
Communications  System  (OMNCS)  has  begun  an  electromagnetic  pulse  (EMP) 
mitigation  program.  The  objective  of  this  program  Is  the  removal  of 
EMP  as  a  significant  Impediment  to  timely  re-establishment  of  regional 
and  national  telecommunications  following  an  attack  against  the  United 
States  that  Includes  high  altitude  nuclear  detonations.  The  methodolo¬ 
gy  for  developing  an  EMP  mitigation  program  plan  was  described  In  the 
NCS  report  "Electromagnetic  Pulse  Mitigation  Program  Approach"  of  July 
1982.  The  program  approach  Involves  estimating  the  effects  of  EMP  on 
telecommunications  capabilities,  assessing  the  Impact  of  available  EMP 
mitigation  alternatives,  and  developing  a  comprehensive  plan  for  Imple¬ 
menting  mitigation  alternatives. 
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The  approach  to  the  NCS  EMP  mitigation  program  Is  Illustrated  In 
Exhibit  ES-1.  This  approach  Is  composed  of  the  following  activities: 

Identifying  critical  telecommunications  assets 

.  Evaluating  the  effects  of  EMP  on  selected  network  elements 

.  Evaluating  the  effects  of  EMP  on  selected  telecommunications 

networks 

.  Assessing  alternative  strategies  for  mitigating  the  effects  of 
EMP. 

The  second  activity  Is  the  subject  of  current  efforts.  The  other 
three  activities  are  addressed  In  current  and  future  efforts. 

The  first  activity  Is  the  Identification  of  critical 
telecommunications  assets  based  on  postulated  National  Security  and 
Emergency  Preparedness  (NSEP)  telecommunications  requirements.  These 
requirements  result  from  consideration  of  the  evolving  NSEP  Telecommunl 
cations  Architecture  and  National  Security  Telecommunications  Policy 
(NSTP)  Initiatives  such  as  the  Nationwide  Emergency  Telecommunications 
System  (NETS).  Focusing  on  these  requirements  will  emphasize  the  as¬ 
sets  of  greatest  concern  to  NCS  efforts,  bound  the  effort  required  in 
this  assessment,  and  preclude  analysis  of  nonessential  equipment. 


Ky 
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The  second  activity  Is  the  estimation  of  the  EMP  effects  on  selected 


network  elements.  In  this  activity,  each  selected  asset  Is  character¬ 
ized  from  an  EMP  perspective.  Applicable  EMP  test  data  and  the  stan¬ 
dards  and  practices  used  by  the  telecommunications  Industry  are  ana¬ 
lyzed.  The  results  of  this  activity  are  estimates  of  the  EMP  responses 
of  the  selected  network  elements  to  EM?  and  recommendations  for  further 
analysis  and  testing  to  resolve  remaining  Issues. 

The  third  activity  will  evaluate  the  effects  of  EMP  on 
telecommunications  networks.  Design  approaches  of  Interest  to  current 
NSTP  Initiatives  and  NSEP  architectural  analyses  are  reflected  In  the 
topologies  of  the  networks  evaluated;  the  results  of  the  second  activ¬ 
ity  are  used  to  determine  the  EMP  responses  of  the  nodes  and  links  of 
the  networks  evaluated.  The  results  of  this  activity  will  be  estimates 
of  the  responses  of  selected  telecommunications  networks  to  EMP,  Indica¬ 
tions  of  the  Inherent  survivability  of  network  topologies  of  Interest 
to  NSEP  telecommunications  planners,  and  further  guidance  to  EMP  test 
planners. 

The  fourth  activity  will  assess  alternative  EMP  mitigation 
strategies.  Various  alternatives  for  mitigating  the  effects  of  EMP  on 
national  telecommunications  capabilities  can  be  Identified  for  consider¬ 
ation  in  the  assessment  process.  Based  on  the  results  of  the  network- 
level  EMP  evaluations  and  Inputs  from  the  National  Security  Telecommuni¬ 
cations  Advisory  Committee,  the  costs,  benefits,  and  risks  of  Implemen¬ 
tation  of  each  of  the  Identified  mitigation  alternatives  will  be  deter¬ 
mined.  This  activity  will  result  In  a  recommended  composite  strategy 
for  the  mitigation  of  the  effects  of  EMP  on  regional  and  national  tele¬ 
communications  capabilities. 

SCOPE  Qf  REPJQ&I 

This  report  focuses  on  the  estimation  of  the  effects  of  EMP  on 
selected  telecommunications  assets.  The  list  of  critical  assets  Identi¬ 
fied  in  previous  reports  is  refined  to  reflect  the  proposed  NETS  net¬ 
work  designs.  The  threat  considered  for  the  EMP  effects  evaluation  Is 
the  50  kV/m  double  exponential  description  of  the  early  time  portion  of 
the  high  altitude  EMP  (HEMP)*  pulse  (Ref.  1)  which  represents  the  most 
significant  EMP  threat  to  telecommunications  assets.  Intermediate  time 
EMP  and  magnetohydrodynamic  EMP  (MHD  EMP)  effects  are  not  explicitly 
evaluated  In  this  report.  This  report  Is  also  limited  to  typical  In¬ 
stallations  of  the  selected  assets;  although  versions  of  some  equipment 
that  have  been  explicitly  hardened  against  EMP  effects  exist,  these  ver¬ 
sions  are  not  considered  for  this  analysis. 

CRITICAL  ASSET  IDENTIFICATION 


designs.  Assets  are  chosen  from  that  list  of  assets  for  Inclusion  in 
this  report  based  on  currently  available  test  data  and  theoretical  ana¬ 
lyses;  the  remaining  assets  will  be  evaluated  as  data  become  available. 
The  switching  systems  evaluated  In  this  report  are  the  4ESS™and 
5ESS™systems.  The  transmission  facilities  evaluated  In  this  report 
are  the  T1  and  FT3C  carrier  systems,  the  L4  and  15  coaxial  cable  sys¬ 
tems,  and  the  TD-2  microwave  system.  Network  signaling  and  synchronisa¬ 
tion  are  also  evaluated  based  on  their  system  designs  and  their  depen¬ 
dence  on  the  other  assets  evaluated. 

EVALUATION  OF  EMP  EFFECTS 

The  evaluation  of  the  effects  of  EMP  cn  the  selected  assets 
requires  the  electromagnetic  coupling  characterization  of  each  asset 
ana  then  the  Identification  of  significant  parameters  affecting  EMP  re¬ 
sponses  of  telecommunications  assets  along  with  determination  of  typi¬ 
cal  stress  levels.  The  HEMP  threat  Is  described,  Including  Its  origin 
and  the  characteristics  of  the  electromagnetic  field.  Various  EMP  ef¬ 
fects  are  characterized,  Including  direct  Illumination  effects,  cou¬ 
pling  to  aerial  and  burled  cables,  and  coupling  to  vertical  structures. 
The  mitigating  effects  of  typical  construction  and  Installation  prac¬ 
tices  on  EMP-lnduced  stress  levels  1$  evaluated,  Including  the  effec¬ 
tiveness  of  the  shielding  provided  by  building  walls  and  cable  sheaths, 
of  grounding  and  bonding  practices,  and  the  use  of  surgel Imltlng  and 
filtering  devices.  Both  good  and  bad  practices  are  discussed  for  use 
In  the  subsequent  analyses  of  the  selected  assets. 

The  evaluation  of  the  effects  of  EMP  on  the  selected  assets  uses 
available  test  data,  theoretical  analyses,  stress  level  calculations, 
and  the  standards  and  practices  of  the  telecommunication  Industry. 

Test  reports  and  analyses  are  analyzed  to  verify  approach,  results  and 
conclusions.  The  EMP  threat  description  used  Is  compared  to  the 
50  kV/m  double  exponential  pulse  description  and  measured  or  predicted 
stress  levels  are  compared  to  those  predicted  In  this  report.  The 
equipment  configurations  are  compared  to  typical  Installations  of  the 
selected  assets.  Based  on  these  comparisons,  the  results  of  the  tests 
and  theoretical  analyses  are  used  to  draw  conclusions  about  typical 
configurations  of  the  assets. 

The  standards  and  practices  used  by  the  telecommunications  industry 
are  used  where  available  test  data  and  theoretical  analyses  are  Insuffi¬ 
cient  to  draw  conclusions.  The  standards  and  practices  define  typical 
Installation  procedures,  operational  limits,  required  electromagnetic 
protection,  and  typical  noise  and  transient  l.vels.  These  standards 
and  practices  do  not  typically  deal  with  EMP;  however,  lightning  In¬ 
duced  transients  and  electromagnetic  Interference  are  frequently  ad¬ 
dressed.  Each  applicable  standard  or  practice  Is  analyzed  to  determine 
the  effect  Its  Implementation  has  on  the  EMP  response  of  the  selected 
network  elements.  The  results  of  the  evaluation  of  standards  and  prac¬ 
tices  are  combined  with  available  test  data  and  theoretical  analyses  to 
arrive  at  the  conclusions  presented  In  this  report. 
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The  conclusions  concerning  the  effects  of  EMP  on  selected  network 
elements  follow: 
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of  HEMP.  T1  system  elements  have  been  exposed  to  simulated 
low-level  HEMP  fields;  the  results  were  then  analytically 
extrapolated  to  full  threat  values.  Lightning  protected 
repeaters  were  not  damaged;  test  results  for  repeaters  without 
lightning  protection  are  Inconclusive.  04  channel  banks 
suffered  significant  damage  during  testing  at  transient  stress 
levels  that  could  occur  In  the  central  office  environment; 
however,  further  tests  and  analyses  are  required  to  determine 


however,  rurtner  tests  and  analyses  are  required  to  determine 
the  applicability  of  these  results  to  typical  04  In¬ 
stallations.  A  hardened  T1  carrier  system,  Including  EMP- 
protected  04  channel  banks  and  repeaters,  was  tested  at  field 
strengths  up  to  80  kV/m  and  proved  robust  to  the  effects  of 
HEMP. 


HEMP.  Threat-level  fields  and  Injected  currents  did  nox 
produce  any  signal  disruptions  or  service-affecting  hardware 
damage  during  testing  of  the  optical  cable  and  splice  case; 
both  elements  appear  to  be  survlvable  to  the  effects  of  HEMP. 
Available  test  data  on  the  survivability  of  CO  and  LRS 
equipment  are  Inconclusive,  since  threat-level  currents  were 
not  Injected  Into  all  subsystems.  Unmodified  power  converters 
were  shown  to  be  vulnerable  to  threat-level  transients.  Power 
converters  Incorporating  several  hardware  modifications  proved 
robust,  although  the  test  configurations  using  modified  power 
converters  were  not  typical  of  most  LRSs  and  Cos.  The 
modified  power  converters,  therefore,  can  not  be  considered 
survlvable  to  EMP  based  on  available  test  data.  Because  both 
line  repeater  station  (LRS)  and  central  office  (CO)  equipment 
rely  upon  the  power  converters  to  power  them,  the  entire  FT3C 
system  must  be  considered  vulnerable. 

The.  L4  and  L5  systems  are  robust  to  HEMP  effects.  These 
systems  are  designed  for  survival  In  a  nuclear  environment; 
all  cable  Is  burled  and  repeaters  are  well  bonded  and  well 
grounded.  Detailed  computer  analyses  and  HEMP  simulation 
tests  Indicate  that  although  some  temporary  system  outages 
will  occur,  no  equipment  will  be  damaged  as  a  result  of  HEMP. 


effects.  Threat  level,  free- t 1  el d  HEMP  simulation  testing  has 
produced  upsets  such  as  the  activation  of  protection  switching 
and  frequency  shifting,  but  has  produced  no  failures.  Low- 
level  current-injection  tests  caused  no  failures;  high-level 
testing  has  not  been  done.  However,  comparison  of  predicted 
HEMP-Induced  currents  to  expected  lightning-induced  transients 
on  microwave  towers  Indicates  that  TD-2  systems  are  also  sur¬ 
vlvable  against  conducted  transients. 
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ardware  failures  occur# 


_  •viral  lervlce- effecting 

und#r  exposure  to  threat4levil  fields.  With  s#v#r«1  hardware 
modifications  In  pi  act,  tha  hardened  5ESS  switch  suf farad  no 
parmtnant  hardware  damage,  although  a  significant  number  of 
calls  were  dropped  and  call  processing  capability  was  reduced. 
Manual  recovery  was  required  to  restore  call  processing  effi¬ 
ciency  to  greater  than  99%;  however,  most  central  offices  hous¬ 
ing  5ESS  switches  are  not  stiffed  and  the  survivability  of  re¬ 
mote  links  has  not  been  demonstrated.  To  ensure  the  surviva¬ 
bility  of  a  particular  SESS  system  requires  verification  that 
the  Identified  hardware  modifications  have  been  installed  and 
verification  that  either  the  site  will  be  staffed  or  that  a 
survivable  remote  link  has  been  established. 


insufficient  to  assess  Its  vulnerability,  to  HEMP.  No  tests  or 
theoretical  analysis  of  the  HEMP  response  of  the  4ESS  system 
exist;  the  results  of  the  5ESS  system  assessment  cannot  be  ap¬ 
plied  to  the  4ESS  system.  In  the  absence  of  test  data,  no  def¬ 
inite  conclusions  can  be  drawn. 


The  recommendations  concerning  future  efforts  In  this  program 
follow: 


sessad  should  Include  typical  1 
approprlatel v  placed  lightning 
lengths  of  the  Peripheral  Unit 
Included. 


lysis. The  configuration  as- 
ine  termination  equipment  and 
protection  devices.  Typical 
Bus  (PUB)  should  also  be 


The  NCS  has  developed  a  model  to  predict  the  effects  of  HEMP- 
Induced  equipment  failures  on  telecommunications  networks. 
Current  efforts  Include  a  study  to  determine  the  sensitivity 
of  predicted  network  performance  to  Input  data.  The  telecom¬ 
munications  equipment  critical  to  the  NSEP  capabilities  of  the 
NCS  should  be  Identified  and  prioritized  based  on  the  results 
of  the  sensitivity  study.  This  prioritization  should  be  used 
as  a  basis  for  allocating  resources  for  future  tests  and  ana¬ 
lysis  of  telecommunications  equipment  In  support  of  this  pro¬ 
gram. 


resolved  by  testing  and  analysis.  The  survivability  of  remote 
links  to  5ESS  sites  should  be  determined.  Further  testing  of 
existing  5ESS  power  system  rectifiers  Is  needed  to  verify 
their  survivability.  Several  new  models  of  rectifiers  are 
planned  for  use  In  future  5ESS  power  systems;  these  rectifiers 
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must  be  thoroughly  tested  before  any  system  In  which  these  are 
used  cm  be  considered. survlvable  to  IMP. 


resolved  bv  tasting  and  analvslT Threat-level  currents 
should  be  Injected  Into  all  CO  and  LRS  equipment  subsystems, 
so  that  their  survivability  can  be  determined.  Further  test¬ 
ing  of  EMP-hardened  power  converters  using  test  configurations 
typical  of  most  LRSs  and  COs  Is  needed  to  verify  their  surviva¬ 
bility  to  EMP.  Slnala-moda  fiber  ootlc  systems  should  be 
tested  to  assess  their  survivability  to  EMP,  and  a  comparison 
should  be  made  to  the  results  of  the  FT3C  multi -mode  system 
assessment. 


evaluated  through  te7t  and  analysis.  The  TD-2  microwave  sys- 
tern  Is  based  on  vacuum  tube  technology;  the  TD-3  system  Is  a 
solid  state  replacement  for  the  TD-2  system.  So1  Id  state  com¬ 
ponents  tend  to  be  less  survlvable  than  their  vacuum  tube 
equivalents.  This  evaluation  Is  required  to  determine  If  the 
TD-3  system  Is  as  robust  as  the  TD-2  system. 


raialvad  bv  tasting  and  analysis. Typical  T1  line  repeaters 
that  do  not  have  lightning  protection  need  to  be  tested  since 
not  all  repeaters  In  the  PSN  will  have  lightning  protection. 

In  addition,  typical  splice  case  configurations  need  to  be 
tested  with  current  Injection  on  the  sheath,  as  coupling  to 
signal  wires  from  bond  straps  can  be  a  significant  part  of  the 
threat  to  T1  line  and  office  equipment. 


sults-fflr  gna.s.ystflULto.  the  smlyabllRy  of  Another-  Various 
vendors  manufacture  similar  equipment  for  the  telecommunica¬ 
tions  Industry,  e.g.,  Tl  line  termination  equipment,  channel 
banks,  and  local,  digital  switching  systems.  The  ability  to 
relate  the  survivability  of  similar  pieces  of  equipment  would 
minimize  the  amount  of  testing  required  to  assess  the  effects 
of  HEMP  on  telecommunications  networks. 


Department  flf.Qefsnsa  approve  .HEMP  ,ttir.fla.t  .(BsL.  21-  The 
analysis  should  Include  the  early  time,  mid-time,  and  late 
time  (MHD  EMP)  effects.  The  faster  rise  time  of  the  new 
threat  can  create  higher  peak  level  transients  on  cables  and 
antenna  leads.  The  MHD  EMP  can  create  large  transients  on 
very  long  cables.  These  effects  may  create  additional  EMP 
vulnerabilities  In  telecommunications  assets. 
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In  response  to  Executive  Order  (E.O.)  12472  and  National  Security 
Decision  Directive  97  (NSDD-97),  tha  Office  of  the  Manager,  National  ' 
Communications  System  (OMNCS)  has  begun  an  electromagnetic  pulse  (EMP) 
mitigation  program.  Tne  objective  of  this  program  Is  the  removal  of 
EMP  as  a  significant  Impediment  to  timely  reestablishment  of  regional 
and  national  telecommunications  following  an  attack  against  the  United 
States  that  Includes  high  altitude  nuclear  detonations.  The  methodol¬ 
ogy  for  developing  an  EMP  mitigation  program  plan  was  described  In  the 
NCS  report  "Electromagetlc  Pulse  Mitigation  Program  Approach"  of  July 
1982.  In  that  document,  essential  program  steps  were  defined  as: 
Identification  of  Public  Switched  Network  (PSN)  assets  critical  for 
reconstitution,  estimation  of  the  effects  of  EMP  on  these  assets  and 
the  networks  In  which  they  are  embedded,  assessment  of  the  Impact  of 
available  EMP  mitigation  alternatives,  and  development  of  a  comprehen¬ 
sive  plan  for  Implementing  mitigation  alternatives. 

1.1  EUREflSE 

The  purpose  of  this  report  Is  to  present  the  results  of  analyses 
of  the  effects  of  EMP  on  selected  elements  within  the  nation’s  telecom¬ 
munications  networks.  These  results  are  required  for  the  next  step  In 
the  EMP  mitigation  program,  In  which  the  network-level  effects  of  EMP 
on  selected  telecommunications  networks  are  to  be  evaluated.  This  re¬ 
port  also  provides  guidance  for  future  EMP  testing  and  analysis  of  tele¬ 
communications  network  elements. 

1.2  SCOPE 

This  report  focuses  on  the  estimation  of  the  effects  of  EMP  on 
selected  telecommunications  assets.  The  list  of  critical  assets  Identi¬ 
fied  In  previous  reports  Is  refined  to  reflect  evolving  NSEP  telecommun¬ 
ications  capabilities,  especially  proposed  NETS  network  designs.  The 
threat  considered  for  the  EMP  effects  evaluation  Is  the  50  kV/m  double 
exponential  description  of  the  early  time  portion  of  the  high  altitude 
EMP  (HEMP)*  pulse  (Ref.  1).  Because  Intermediate  time  EMP  and  magneto¬ 
hydrodynamic  EMP  (MHDEMP)  affect  fewer  types  of  telecommunications 
equipment,  equipment  responses  to  these  EMP  components  are  not  evaluat¬ 
ed.  The  discussions  In  this  report  are  also  limited  to  typical  Instal¬ 
lations  of  the  selected  assets;  although  versions  of  some  equipment 
that  have  been  explicitly  hardened  against  EMP  effects  exist,  these  ver¬ 
sions  are  not  considered  for  this  analysis. 

*  Throughout  this  report,  the  terms  EMP  and  HEMP  are  both  used  to 
refer  to  this  double  exponential  pulse  description  of  the  early  time 
portion  of  the  HEMP  threat. 
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1.3  ORGANIZATION 


Chapter  2.0  describee  the  context  of  the  current  analysis  and 
provides  details  on  the  approach  for  evaluating  network  elements.  The 
unique  feature  of  the  approach  Is  that  design  and  construction  stan¬ 
dards  and  practices  are  used  In  conjunction  with  EMP  test  data  to  draw 
conclusions  about  specific  types  of  telecommunications  equipment.  This 
obviates  the  requirement  for  a  costly,  alte-by-slte  EMP  assessment. 

Chapter  3.0  Identifies  telecommunications  assets  critical  to 
continued  connectivity  within  the  PSN  and  lists  the  specific  equipment 
types  evaluated  In  this  analysis.  Equipment  Is  Identified  In  four  cate¬ 
gories:  switching,  transmission,  synchronization,  and  signaling. 

Chapter  4.0  characterizes  the  electrical  transients  Induced  by 
HEMP  on  telecommunications  assets.  The  estimated  transient  levels  are 
based  on  EMP  simulator  test  data  supplemented  by  analysis.  Significant 
physical  parameters  affecting  these  transients  and  the  standards  and 
practices  used  to  mitigate  conventional  transients  (l.e.,  lightning, 

RFI,  power  faults)  are  also  discussed.  Good  EMP  protection  practices 
are  presented  for  comparison  with  conventional  protection  techniques 
and  for  reference  In  the  assessments  presented  In  Chapters  S.O  and  6.0. 

In  Chapter  5.0,  transmission  facilities  are  evaluated  to  estimate 
HEMP  responses:  switching  systems  are  evaluated  In  Chapter  6.0.  In 
each  chapter,  the  Important  HEMP  coupling  modes  and  paths  are  defined 
and  HEMP  Induced  stress  levels  are  estimated:  these  stress  levels  are 
compared  to  equipment  susceptibility  levels  to  assess  HEMP  effects. 

These  assessments  Incorporate  results  of  HEMP  simulation  test  proqrams, 
results  of  previous  theoretical  analyses,  and  standards  and  practices 
used  i*,y  the  telecommunications  Industry. 

Conclusions  and  recommendations  are  presented  In  Chapter  7.0. 


The  estimated  effects  of  EMP  on  the  selected  network  assets 
presented  In  this  report  are  part  of  a  more  comprehensive  analysis  of 
EMP  effects  of  concern  to  NSEP  telecommunications  planners.  This  over¬ 
all  analysis  Is  actually  composed  of  four  distinct  but  Interrelated  ac¬ 
tivities: 

Identification  of  critical  telecommunications  assets 

.  Evaluation  of  the  effects  of  EMP  on  selected  network  elements 

.  Evaluation  of  the  effects  of  EMP  on  networks  of  Interest  to 

NSEP  telecommunications  planners 

Assessment  of  alternative  strategies  for  mitigating  the 
effects  of  EMP. 

Each  activity  Is  described  In  this  chapter.  Particular  attention  is 
given  to  the  methodology  used  In  the  current  evaluation  of  selected 
network  elements.  Exhibit  2-1  Illustrates  the  overall  approach  to 
evaluating  the  effects  of  EMP  on  telecommunications  systems  and  their 
network  elements. 

2.1  IDENHF-1  CATION  QF  CRITICAL  ASSETS 

The  first  step  In  the  overall  assessment  of  the  effects  of  EMP  Is 
to  Identify  generic  types  of  equipment,  1.e.»  critical  assets,  based  on 
postulated  NSEP  telecommunications  capabilities  within  the  PSN.  These 
capabilities  result  from  consideration  of  the  ovolvlng  NSEP  Telecommuni¬ 
cations  Architecture,  and  National  Security  Telecommunications  Policy 
(NSTP)  Initiatives  such  as  the  Nationwide  Emergency  Telecommunications 
System  (NETS).  Detailed  assessment  of  the  effects  of  EMP  Is  limited  to 
those  assets  considered  critical  to  the  reconstitution  of  nationwide 
telecommunications  connectivity.  Focusing  on  these  critical  assets  em¬ 
phasizes  the  assets  of  major  concern  to  NCS  efforts,  sets  limits  on  the 
required  effort,  and  precludes  the  analysis  of  nonessentlal  equipment. 

Critical  telecommunications  assets  were  Identified  In  a  previous 
study  (Ref.  3).  That  list  has  been  updated  to  reflect  new  Information 
on  the  functions  and  structure  of  the  PSN,  and  the  requirements  for 
current  NCS  technical  Initiatives.  The  critical  assets  used  for  this 
assessment  are  presented  In  Chapter  3.0. 


CURAfNT  NCS  £MP  MTICATtOH 
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EXHIBIT  2-1.  EMP  Mitigat  ion  Program  Approach 


2.2  EVALUATION  OF  THE  EFFECTS  OF  EMP  ON  NETWORK  ELEMENTS 


The  second  step  in  the  overall  evaluation,  and  the  main  subject  of 
this  report,  is  an  evaluation  of  the  effects  of  EMP  on  selected  telecom 
munications  assets  used  by  the  nation’s  local  and  interexchange  car¬ 
riers.  Proceeding  from  the  identification  of  critical  assets,  the  eval 
uation  approach  used  in  this  analysis  consists  of  the  following  basic 
elements: 


Characterization  of  assets  from  an  EMP  perspective 
Identification  of  engineering  standards  and  practices 
Evaluation  of  EMP  effects  on  selected  assets. 

The  approach  is  shown  in  Exhibit  2-2. 
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EXHIBIT  2-2.  Approach  To  The  Assessment  Of 

EMP  Effects  On  Network  Elements. 


The  result  of  this  analysis  is  an  estimate  of  the  HEMP-induced 
effects  on  specific  types  of  equipment  (e.g.,  4ESS  or  5ESS  switches, 
microwave  transmission  systems)  for  use  in  system-level  analyses  of 
telecommunications  network  responses  to  EMP.  Information  shortfalls 
are  identified  along  with  recommendations  for  further  analysis  and 
testing  to  resolve  remaining  issues.  Information  shortfalls  include 
those  cases  where  testing  has  not  been  conducted  and  where  standards 
and  practices  are  inadequate  for  relating  untested  equipment  to  avail¬ 
able  test  results  with  confidence. 
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The  evaluations  of  network  elements  will  be  used  as  guidance  for 
planning  Government-sponsored  EMP  testing.  These  evaluations  will  also 
be  used  In  analyses  of  the  network-level  effects  of  EMP  on  selected 
telecommunications  networks. 

2.2.1  EMP  Characterization  of  Selected  Assets 

The  determination  of  the  EMP  characteristics  of  selected  assets 
begins  with  the  definition  of  EMP  stress  levels.  The  determination  is 
based  on  the  following  factors: 

.  EMP  threat  characterization 
Coupling  characterization 
Engineering  standards  and  practices. 

A  brief  description  of  the  EMP  threat  provides  the  basis  for 
describing  coupling  characteristics.  The  coupling  characteristics 
treated  here  are  cable  coupling  and  direct  Illumination  effects.  For 
each  type  of  telecommunications  asset  studied »  a  generic  model  Is  devel 
oped  based  on  the  physical  characteristics  of  typical  configurations. 
All  of  the  characteristics  that  are  Important  to  the  analysis  of  the  ef 
facts  of  EMP  on  the  particular  asset  are  Included. 

The  model  uses  the  zone  and  boundary  model  of  typical  EMP  analyses 
(see  Exhibit  2-3}.  As  used  here,  boundary  Is  Identified  as  an  electro¬ 
magnetic  barrier,  which  Is  usually  a  physical  surface  such  as  a  wall, 
an  equipment  rack,  a  cabinet,  or  a  cable  sheath.  Some  boundaries  pro¬ 
vide  little  or  no  electrical  protection,  whereas  others  may  be  highly 
effective  metallic  shields.  Zones  are  the  volumes  defined  by  the  boun¬ 
daries.  Analysis  of  the  EMP  stress  Is  performed  at  oach  boundary.  The 
stress  at  boundary  1  Includes  the  Incident  electric  field  and  the  tran¬ 
sients  that  are  coupled  Into  external  conductors.  The  stress  at  boun¬ 
dary  2  Includes  the  electric  field  In  zone  1,  the  portion  of  the  con¬ 
ducted  transients  that  have  penetrated  boundary  1,  and  the  transients 
that  are  coupled  Into  the  conductors  within  zone  1. 

2-2.2  Identification  of  Applicable  Data 

The  next  step  Is  to  identify  EMP  test  data  and  the  standards  and 
practices  that  apply  to  the  design  and  construction  of  the  selected 
telecommunications  assets  under  study.  Of  critical  Interest  are  thB 
methods  used  to  conduct  tests,  the  EMP  simulator  field  levels,  the  con¬ 
figuration  of  the  equipment  being  tested,  and  the  relationship  between 
the  equipment  tested  and  typical  equipment  as  defined  by  standards  and 
practices.  For  this  report,  the  primary  sources  of  data  on  typical 
equipment  are  published  standards  and  Internal  AT&T  standards  and  prac¬ 
tices. 

2.2.3  Evaluation _of -the...  Effect  s.of  EMP. .on  Selected  Assets 

The  final  step  Is  to  estimate  the  EMP  responses  for  each  of  the 
chosen  network  elements.  For  each  of  the  Identified  assets,  all  avail¬ 
able  data  are  analyzed  along  with  the  estimated  stress  levels.  This 


analysis  Is  used  to  estimate  the  effects  of  EMP  on  the  particular  asset 
and  to  Identify  unique  vulnerabilities. 
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EXHIBIT  2-3.  Zone-Boundary  Model. 


2.3  EVALUATION  OF  NETWORK- LEVEL  EMP  EFFECTS 

One  of  the  objectives  of  evaluating  the  effects  of  EMP  on 
particular  network  elements  Is  to  provide  data  for  evaluations  of  the 
network-level  effects  of  EMP.  The  proposed  approach  to  network-level 
evaluations  Is  Introduced  In  this  report  to  Indicate  a  particular  use 
for  the  results  of  analyses  of  network  elements.  The  results  of 
network-level  studies  will  be  the  subject  of  future  reports. 

Exhibit  2-4  illustrates  the  approach  to  be  followed  during 
network-level  evaluations.  The  major  Inputs  come  from  the  results  of 
evaluations  of  particular  network  elements,  and  from  NSTP  Initiatives 
and  NSEP  architectural  analyses.  The  results  of  the  evaluation  of  net¬ 
work  elements  will  provide  the  data  for  estimating  failure  probability 
distributions  of  network  components  as  a  function  of  tested  EMP  stress 
levels.  NCS  technical  Initiatives  will  be  used  to  determine  the  nature 
of  the  telecommunications  networks  to  be  evaluated  for  the  network- 
level  effects  of  EMP.  At  first,  network-level  evaluations  will  focus 
on  NETS,  using  the  most  current  description  of  a  NETS  system  topology 
available  from  AT&T.  A  network  connectivity  analysis  model  will  be 
used  to  estimate  EMP  effects  on  network  physical  connectivity. 
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EXHIBIT  2-4.  Approach  To  The  Assessment 
Of  EMP  Effects  On  Networks. 


The  ability  to  avaluate  tha  network-1  aval  effects  of  EMP  will 
allow  planners  to  assess  the  efficacy  of  alternative  strategies  for 
mitigating  the  ef'  ts  of  EMP.  Network  element  EMP  mitigation  strat¬ 
egies,  which  woulu  affect  tha  estimated  failure  probability  distribu¬ 
tions,  will  be  evaluated  based  on  their  expected  contribution  to  the 
maintenance  of  physical  connectivity.  Likewise,  system  topological  de¬ 
sign  approaches  will  be  evaluated  based  on  overall  expected  connectiv¬ 
ity  performance  In  the  face  of  EMP  stress.  Finally,  network- level  anal¬ 
yses  will  be  used  to  provide  further  guidance  to  EMP  test  planners  by 
Identifying  additional  network  elements  critical  to  the  maintenance  of 
connectivity. 
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CRITICAL  ASSET  IDENTIFICATION 


3.0  CRITICAL  ASSET  IDENTIFICATION 


The  first  step  in  the  EMP  evaluation  approach  described  in 
Chapter  2.0  is  to  identify  critical  assets  within  the  PSN.  This  chap¬ 
ter  describes  the  rationale  behind  the  critical  assets  identification 
process,  and  indicates  those  particular  equipment  types  that  are  being 
considered  in  the  current  EMP  effects  evaluation. 

3.1  ASSET  IDENTIFICATION  RATIONALE 

The  purpose  of  identifying  critical  assets  of  the  PSN  is  to  focus 
EMP  analyses  on  those-  telecommunications  assets  that  can  contribute 
most  toward  the  development  of  a  capability  to  reconstitute  communica¬ 
tions  in  an  emergency.  This  ensures  that  the  EMP  evaluations  remain 
focused  on  those  telecommunications  assets  that  can  provide  the  great¬ 
est  contribution  to  critical  'network  operations  and  reconstitutabil ity. 
Such  NCS  initiatives  as  Commercial  Satellite  Survivability  (CSS),  NETS, 
Carrier  Interconnect,  and  the  NSEP  Telecommunications  Architecture  con¬ 
tribute  to  network  connectivity  in  a  stressed  environment  and  enhance 
the  reconstitution  of  critical  communications.  The  value  of  these  ini¬ 
tiatives  is  directly  proportional  to  the  survivability  of  particular 
classes  of  network  facilities  including: 

Switching 

Transmission 

Signaling 

Synchronization. 

The  objective  of  the  critical  asset  identification  process  is  to 
determine  which  specific  types  of  equipment  within  these  individual 
classes  are  particularly  important  to  the  overall  NCS  objective  of 
achieving  survivable  and  reconstitutabl e  telecommunications  capabili¬ 
ties.  This  importance  may  be  due  to  the  prevalence,  capacity,  or  func¬ 
tional  criticality  of  particular  equipment  types.  Earlier  approaches 
used  in  the  identification  process  are  described  in  NCS  EMP  Mitigation 
Program:  Identification  of  Critical  Telecommunications  Facilities  and 
an  Approach  for  their  EMP  Evaluation.  National  Communications  System, 
June  1983.  That  reference  also  presents  the  results  of  the  initial 
critical  asset  identification  using  the  described  methodology.  A  more 
refined  set  of  critical  assets  is  given  in  NCS  EMP  Mitigation  Program: 
Evaluation  of  Facility  EMP  Vulnerabilities  -  Interim  Report.  National 
Communications  System,  February  1984. 

In  this  report,  the  results  of  the  previous  critical  asset  analyses 
are  further  refined  to  include  considerations  of  the  NCS  initiatives 
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which  rely  on  certain  P$N  equipment  typo*.  The  NETS  project  is  the  prl - 
miry  Influence  on  critical  asset  Identification.  In  the  remainder  of 
this  section,  the  switching,  transmission,  signaling,  and  synchrenlza- 
tlon  needs  of  NETS  are  emphasized,  and  the  equipment  types  that  are  use¬ 
ful  to  NETS  objectives  are  Identified.  In  addition,  the  subset  of 
these  assets  that  are  evaluated  In  subsequent  sections  of  this  report 
are  noted.  This  subset  represents  those  assets  for  which  test  data  and 
analysis  results  are  currently  available.  The  remaining  critical  as¬ 
sets  will  be  evaluated  as  test  data  become  available. 

3.2  micmim 

Based  on  proposed  NETS  configurations  within  the  AT&T  network,  the 
two  switches  of  primary  Importance  to  NETS  are  the  Western  Electric 
4ESS  switch  and  5ESS  switch.  Switches  In  other  networks  that  provide 
significant  opportunities  for  supporting  NETS  Include: 

Western  Electric  1AESS  and  1ESS  switches 

Northern  Telecom  QMS  280,  QMS  200,  QMS  100/200,  and  DMS  100 
switches 

.  Automatic  Electric  3EAX,  5EAX,  and  1EAX  switches 

.  Western  Electric  No.  5  Crossbar  switch. 

Switching  systems  Included  In  the  current  EMP  analysis  are: 

4ESS 

SESS. 

These  switch  types  are  Included  In  the  present  EMP  analysis  because 
of  their  importance  In  the  carrier  networks,  their  support  of  NCS  tech¬ 
nical  Initiatives  (particularly,  NETS),  the  evolutionary  prevalence  of 
their  technologies,  and  the  availability  of  applicable  test  data  and 
analyses.  ESS  systems  are  of  particular  Interest  In  this  report  be¬ 
cause  they  are  based  on  semiconductor  components,  which  are  more  suscep¬ 
tible  to  electrical  overstress  than  electromechanical  components.  The 
electromechanical  predecessors  to  ESSs,  such  as  stepby-step,  panel,  and 
cross-bar  systems,  are  based  on  technologies  that  are  generally  con¬ 
sidered  to  be  robust  to  the  effects  of  EMP. 

The  4ESS  switch  Is  a  large,  solid  state  toll  system.  Its  design 
Includes  the  extensive  use  of  large-scale  Integrated  circuits.  The 
BESS  switch  Is  a  modern,  entirely  solid  state  system  Intended  primarily 
for  local  switching  applications.  Its  design  also  uses  large-scale  In¬ 
tegrated  circuits  and  Incorporates  fiber  optic  cables  for  Interbay  con¬ 
nections.  Although  the  4ESS  switch  has  yet  to  be  tested,  an  engineer¬ 
ing  analysis  of  Its  survivability  Is  Included  because  of  the  prevalence 
of  the  4ESS  In  the  PSN.  The  5ESS  switch  has  been  the  subject  of  exhaus¬ 
tive  test  and  analysis;  this  report  Includes  an  analysis  of  the  results 
of  that  test  program. 


3.3  TRANSMISSION 

In  NETS  network  designs,  little  emphasis  has  been  placed  on  Identi¬ 
fying  the  specific  types  of  transmission  facilities  that  will  be  used 
to  support  the  system.  In  general,  however,  the  Intertoll  facilities 
of  Interest  to  tne  NETS  network  are: 

Microwave  systems  (especially  TD-2  and  TD-3) 

.  L  carrier  sytems  (particularly  L4  and  LS) 

.  Fiber  optic  systems 
T2  carrier  systems. 

Given  technological  trends  In  the  short-haul  transmission  arena,  the 
following  systems  should  also  have  some  Importance  In  an  overall  NETS 
network: 


.  T1  carrier  systems 

.  ON  carrier  systems  (ONI  and  ON2) 

N  carrier  systems 
.  Fiber  optic  systems 

.  Short-haul  microwave  systems. 

The  critical  transmission  facilities  considered  In  the  EMP  effects 
analysis  reported  herein  are: 

.  T1  carrier  system 

.  FT3C  multi -mode  optical  fiber  system 
14  and  L5  analog  coaxial  cable  system 
.  TD-2  microwave  system. 

These  transmission  facilities  are  Included  In  the  present  EMP  analysis 
because  of  their  prevalence  In  the  PSN  and  the  availability  of  applic¬ 
able  test  data.  The  digital  T1  carrier  system  has  been  tested  exten¬ 
sively  for  EMP  effects,  and  Is  representative  of  the  T  carrier  tech¬ 
nology  used  for  exchange  area  transmission.  The  digital  FT3C  system 
has  also  been  tested  for  EMP  effects,  and  Is  typical  of  the  fiber  optic 
technology  used  for  trunk  transmission.  L  carrier  systems  are  used 
widely  as  Intertoll  facilities,  and  have  been  tested  for  EMP  vulnerabll 
Ity.  Microwave  systems  are  applied  to  both  Intertoll  and  short-haul 
transmission  constituting  approximately  60  percent  of  all  transmission 
capability  In  the  existing  public  networks. 

3.4  Simififi 

Operation  of  a  network  of  switches  and  underlying  transmission 
facilities  requires  the  use  of  control  signals  to  Indicate  the  status 
of  particular  circuits  and  to  pass  call  Information.  Without  signaling 
capabilities,  effective  use  of  surviving  switching  systems  and  transmls 
slon  facilities  would  be  Impossible.  In  the  present  commercial  net¬ 
works,  two  kinds  of  Interswitch  signaling  are  predominantly  used: 
per-trunk  signaling  and  common  channel  signaling.  The  Impact  of  each 
Is  discussed  below. 
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3.4.1  Per-Trunk  Signaling 

Par-trunk  signaling  uiai  at  the  signaling  medium  the  facllltlas 
ov«r  Which  vole*  Is  passad.  Both  tha  sanding  and  ractlving  of  call 
control  Information  ara  parformad  by  the  switches  at  either  and  of  the 
circuit.  Tha  survivability  of  par-trunk  signaling  Is  In  direct  rela¬ 
tion  to  the  survivability  of  the  switches  and  trunks  used  for  voice 
messages.  In  general,  whenever  a  usable  voice  path  that  depends  on 
par-trunk  signaling  Is  present,  the  requisite  signaling  capability  will 
be  present  as  well.  At  present,  the  local  exchange  plant  relies  pre¬ 
dominantly  on  par-trunk  signaling.  Many  smaller  Interexchange  carriers 
also  use  this  signaling  scheme. 

3.4.2  common  fluantl -SlantHna 

Common  channel  signaling  (CCS)  uses  data  links  that  may  or  may  not 
be  physically  associated  with  actual  voice  paths.  In  the  AT&T  version 
of  CCS,  known  as  Common  Channel  Interoffice  Signaling  (CCIS),  the  sig¬ 
naling  paths  are  quite  distinct  from  the  voice  paths  they  control.  The 
result  Is  that  working  voice  paths  may  not  be  usable  due  to  the  loss  of 
the  required  CCS.  This  situation  Is  exacerbated  by  the  distribution  of 
signaling  control  for  CCIS  In  only  a  few  Signal  Transfer  Points  (STPs). 
By  the  mid-1990s,  practically  all  routes  within  the  AT&T  toll  network 
will  be  under  the  control  of  CCIS.  Other  Interexchange  carriers,  how¬ 
ever,  will  likely  remain  with  per-trunk  signaling  schemes  until  econom¬ 
ic  factors  force  the  consideration  of  CCS. 

CCIS  uses  dedicated  data  links  as  well  as  existing  transmission 
facilities  to  carry  signaling  Information.  Therefore,  the  survivabil¬ 
ity  of  the  links  In  the  CCIS  network  Is  similar  to  that  of  voice  trans¬ 
mission  facilities  and  the  accompanying  data  links.  The  survivability 
of  the  CCIS  system  also  depends  on  the  survivability  of  the  STPs, 
which  are  the  nodes  of  the  CCIS  network.  The  STPs  use  electromechani¬ 
cal  and  Integrated  circuit  technologies  similar  to  those  of  the  switch¬ 
ing  systems  used  for  voice  message  traffic.  Therefore,  In  many  re¬ 
spects,  the  vulnerability  of  the  STPs  Is  similar  to  that  of  the  switch¬ 
ing  systems  described  In  Chapter  6.0. 

3.5  mtumiiMM 

Synchronization  Is  necessary  to  maintain  reliable  transmission  over 
digital  facilities.  Within  the  AT&T  network,  the  Bell  System  Reference 
Frequency  (BSRF)  Is  distributed  to  switching  systems  supporting  digital 
transmission  based  on  a  hierarchical  plan.  The  reference  frequency  Is 
generated  by  three  extremely  stable  oscillators  operating  In  parallel 
In  an  underground  site  In  Hillsboro,  Missouri. 

The  transmission  network  for  the  reference  frequency  uses  the  same 
transmission  facilities  that  are  used  for  transmitting  voice  signals; 
no  transmission  facilities  are  dedicated  to  synchronization.  There¬ 
fore,  the  EMP  vulnerability  of  the  synchronization  network  transmission 
facilities  Is  the  same  as  that  of  the  voice  network.  Extensive  redun¬ 
dancy  Is  used  to  preclude  loss  of  synchronization  due  to  the  loss  of  a 
few  links  In  network.  Loss  of  a  particular  transmission  facility  can 


be  covered  by  using  other  facilities  that  normally  carry  voice  sig¬ 
nals  Operationally,  nodes  In  the  synchronization  network  use  the  refer¬ 
ence  frequency  they  receive  (mister)  to  synchronize  their  own  oscilla¬ 
tors  (slaves).  The  output  or  the  slave  oscillators  Is  then  sent  to  the 
next  level  In  the  network.  If  a  node  receives  no  reference  frequency, 
the  slave  oscillators  maintain  operation,  thus  acting  as  frequency  ref¬ 
erences  themselves.  All  transmissions  that  use  only  facilities  that  ob¬ 
tain  their  synchronization  from  slave  oscillators  (directly  or  Indirect¬ 
ly)  are  unaffected  by  the  loss  of  the  BSRF.  The  oscillators  presently 
used  can  operate  many  weeks  without  an  update  from  their  masters  and 
still  support  communications  without  significant  message  loss.  Each  of 
these  factors  contributes  to  the  survivability  of  synchronization  func¬ 
tions. 


An  Important  stap  In  tha  characterization  of  critical  assets  from 
an  EMP  parspactlva  Is  tha  datarml nation  of  EMP  Inducad  strass  levels. 
This  chaptar  Idantlflas  significant  paramatars  affactlng  EMP  responses 
of  talacommunlcatlons  assats  and  summarlzas  tha  axpactad  strass  1  avals. 

In  tha  approach  takan  hara,  tha  assats  and  tha  EMP  thraat  ara 
dascrlbad  generlcally,  with  amphasls  on  tha  axtarnal  anvlronmant  and 
Its  coupling  to  and  through  axtarnal  aqulpmants  Into  a  building.  For 
convanlanca,  tha  assats  ara  associated  with  a  sat  of  zones  and  bound¬ 
aries  as  shown  In  Exhibit  4-1. 


This  zone-boundary  model  Is  a  representation  of  a 
telecommunications  site  from  an  EMP  analysis  perspective.  The  impor¬ 
tant  features  of  the  model  relate  to  RHP  coupling  and  attenuation  as 
depicted  In  Exhibit  4-2.  Note  that  one  set  of  features  shows  conven¬ 
tional  electromagnetic  protection  considerations;  the  other  three  sets 
are  penetrations,  shielding,  and  apertures. 

The  penetrations  shown  In  Exhibit  4-2(a)  are  commonly  found  In  PSN 
buildings.  The  power  lines,  communications  cables,  and  microwave  anten¬ 
nas  are  efficient  electrical  connections  for  conducting  EMP  Into  buil¬ 
dings.  However,  EMP  ean  also  couple  significant  energy  through  water 
pipes,  gas  pipes,  and  even  sewer  pipes.  Since  electrical  surge  effects 
from  lightning,  for  example,  are  considered  In  the  basic  design  of  most 
telecommunications  buildings,  the  analysis  of  these  EMP  penetrators 
must  Include  the  effectiveness  of  conventional  protection. 

The  physical  structures  define  an  electromagnetic  barrier. 

Exhibit  4-2(b)  shows  the  various  possible  structural  elements  that 
could  shield  out  EMP.  Larger  AT&T  buildings  typically  have  a  steel 
I-beam  frame.  In  cases  where  poured  concrete  construction  Is  used, 
steel  wire  mesh  or  steel  reinforcement  bars  (rebar)  are  often  used.  In 
the  case  of  concrete  block  construction  without  the  benefit  of  such  re¬ 
inforcement  shielding,  screens  may  be  Installed  on  the  Interior  side  of 
the  walls.  These  Items  may  be  present  as  part  of  a  radio  frequency  In¬ 
terference  (RFI)  shield.  Another  possibility  Is  that  certain  rooms 
within  the  building  may  have  shielding  for  Interference  protection. 

Once  a  picture  of  each  structure's  characteristics  Is  developed,  the 
EMP  shielding  of  the  structure  Is  estimated. 

In  order  to  complete  the  description  of  EMP  effects  on  a 
structure,  the  apertures,  which  are  holes  In  the  outer  boundary,  are 
Identified.  In  Exhibit  4-2 (c)  the  types  of  apertures  normally  encoun¬ 
tered  are  shown.  Doors,  windows,  and  service  access  panels  are  obvious 
openings  In  the  outer  boundary.  Vents  and  roof  drains  provldi  addition¬ 
al  possible  openings.  There  may  also  be  holes  from  construction  or 
changes  and  replacement  of  equipment. 

The  conventional  EM  protection  perspective  Is  represented  In 
Exhibit  4-2 (d) .  Conventional  EM  sources  Include  surges  (e.g.,  due  to 
1 ightnlng)  on  Incoming  lines  or  unwanted  EM  fields  (e.g.,  from  radar) 
penetrating  the  building.  The  analogy  with  EMP  Is  clear,  and  the  con¬ 
ventional  protection  schemes  used  to  counter  these  threats  must  be  In¬ 
cluded  In  a  representative  model  In  order  to  perform  the  EMP  evaluation 
of  both  the  protection  scheme  and  the  facility  response. 

The  remainder  of  this  chapter  contains  a  brief  description  of  the 
EMP  threat,  estimates  (stress  levels)  of  the  external  coupling  (bound¬ 
ary  1)  to  facilities,  and  the  effects  of  conventional  protection 
schemes  and  their  EMP  responses.  In  addition,  a  summary  of  some  typi¬ 
cal  stress  values  Induced  on  boundary  1  and  boundary  2  by  diffused 
fields  (zone  1)  Is  given. 


4-2 


OjlV'. 


.V 


V 


EMP  It  i  phenomenon  created  by  i  nucltir  txploslon.  It  Is  a 
transient  dliturbanca  produced  by  exoatmospherlc,  atmospheric,  and  sur- 
fact  bursts  and  Is  charactsrlzsd  outside  the  sourca  region  chiefly  by 
Its  short  duration,  high-intensity  radiated  electromagnetic  field. 

This  radiated  field  can  cause  severe  disruption  and  possible  damage  to 
communlcatldns  equipment.  The  most  serious  EMP  threat  Is  from  an  exoat* 
mospherle  or  hlgh-al tl tude  burst  of  a  large  yield  weapon  that  can  Illum¬ 
inate  a  large  portion  of  a  communications  network  and  simultaneously 
disrupt  and  damage  communications  equipment  over  a  wide  geographical 
user  service  area. 

High  altitude  EMP,  or  HEMP,  consists  of  three  separate  phases: 
the  early-time  portion,  commonly  referred  to  as  early-time  HEMP,  ar¬ 
rives  at  the  earth's  surface  very  quickly  and  lasts  about  1  ms.  The 
second  part  of  HEMP,  sometimes  called  Intermediate- time  HEMP,  occurs 
between  times  of  1  ms  to  0.1  s.  The  third  part  of  HEMP,  called  magneto¬ 
hydrodynamic  EMP  or  MHDEMP  concerns  electromagnetic  disturbances  last¬ 
ing  beyond  0.1  s  (Ref.  2).  It  Is  the  unclassified  early-time  HEMP 
(Ref.  1)  from  the  high-altitude  burst  that  Is  emphasized  In  this  docu¬ 
ment  since  the  EMP,  blast,  radiation,  and  thermal  effects  of  air  and 
surface  bursts  are  only  significant  In  negating  geographically  small 
communications  functions. 

Briefly,  the  earlv-tlme  HEMP  arises  when  the  prompt  gamma 
radiation  from  the  high-altitude  nuclear  detonation  Ionizes  the  upper 
atmosphere.  The  Ionized  region  radiates  a  transient  electromagnetic 
pulse.  The  radiated  fields  on  the  earth’s  surface  are  Intense  and 
cover  large  geographic  areas,  making  HEMP  a  general  threat  to  electron¬ 
ic  systems  and  networks.  Three  unique  characteristics  of  HEMP  distin¬ 
guish  It  from  other  electrical/electromagnetic  environments:  the  ampli¬ 
tude  of  the  electric  fields  (on  the  order  of  50  kV/m),  the  rise  time  of 
the  fields  (on  the  order  of  10  ns),  and  the  broadband  frequency  spec¬ 
trum  (0.1-100  MHz).  The  amplitudes  of  the  electric  fields  are  much 
larger  than  other  EM  radiation  sources  such  as  radar  and  radio  frequen¬ 
cy  Interference.  The  rise  time  Is  faster  than  most  lightning  strikes. 
Trie  broadband  frequency  spectrum  Implies  that  facility  elements  not 
usually  considered  as  ''antennas"  can  collect  significant  energy. 

Exhibit  4-3  Is  an  unclassified  representation  of  the  electric  and 
magnetic  field  time  profiles  and  a  frequency  domain  plot  of  the  elec¬ 
tric  field  from  a  high  altitude  nuclear  explosion.  This  simplified 
description  of  the  EMP  threat  Indicates  the  features  needed  to  Identify 
the  basic  facility  EMP  characteristics,  and  provides  for  a  composite  of 
extremes,  or  the  ''worst  case,"  for  all  parameters  of  Importance  (l.e., 
the  shortest  rise  time,  the  longest  fall  time,  and  maximum  amplitudes 
for  both  the  vertical  and  horizontal  polarizations).  Refs.  1  and  4 
provide  additional  descriptive  and  quantitative  data  for  the  EMP  phenom¬ 
enon  the  high-altitude  burst. 
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EXHIBIT  4-3.  The  HEMP  Threat. 


4.2  CABLE  CQUPLINB 

This  section  provides  typical  threat  values  for  aerial,  burled, 
and  shielded  cables  as  well  as  a  description  of  the  significant  phys¬ 
ical  parameters  that  affect  these  values  (e.g.,  polarization,  angular 
Incidence,  soil  conductivity,  and  cable' depth  and  height).  A  more  thor 
ough  analysis  of  long-cable  (transmission  line)  pickup  Is  given  In 
Refs.  1,  5,  6. 


4-5 


A  variety  of  factors  Influence  the  coupling  of  electromagnetic 
energy  to  long-line  penetrating  conductors.  The  EMP  waveform  character¬ 
istics  such  as  magnitude,  rate-of-rlse,  duration,  and  angle  of  arrival 
are  Important  factors.  Characteristics  of  the  conductors  are  also  Im¬ 
portant,  e.g.,  conductor  geometry  (length,  diameter,  path  terminations, 
distance  above  or  below  the  earth's  surface),  conductor  shielding,  and 
conductor  electrical  properties  (e.g.,  resistivity,  Inductance,  capaci¬ 
tance  per  unit  length). 

4.2.1  Aerial  Cables 

The  principal  mode  of  EMP  excitation  using  transmission  line 
theory  Is  the  common  mode  signal  between  the  cable(s)  and  ground. 

Exhibit  4-4  shows  the  coordinates  used  for  this  discussion. 
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EXHIBIT  4-4.  Coordinates  For  Angle  Of  Arrival  Of 
Incident  Wav9. 


To  determine  the  common  mode  line  voltages  and  currents  produced 
on  a  given  system,  the  values  of  the  following  parameters  must  be 
found:  the  common  mode  propagation  constant  (y)  and  the  characteristic 
surge  Impedance  (Zc),  the  common  mode  Impedances  at  the  terminations, 
and  the  dlstrloutea  series  voltage  source  function  (Vj).  The  dis¬ 
tributed  series  voltage  source  function  (In  V/m)  Is  essentially  the 
total  longitudinal  electric  field  (along  the  z  direction  In  Exhibit 
4-4)  that  results  from  electric  and  magnetic  Induction. 
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The  characteristic  Impedance  of  a  multiconductor  line  can  be 
expressed  In  terms  of  the  radius  (ac)  of  an  equivalent  single  conduc¬ 
tor  at  an  average  height  (h)  and  as: 


2tt  a. 


where  Z0  -  377  ohms. 

Losses  In  the  conductor  and  ground  must  be  taken  Into  account  for 
the  propagation  constant  (y).  The  propagation  constant  Is  given  by 


y  ®  V IR  ♦  KoLKQ  +  M*)"1 


where  j  ■VT..  oi  -  angular  frequency  and  R,  L,  G,  C  are  the 
distributed  resistance,  inductance,  conductance,  and  capacitance  per 
unit  lenoth.  For  perfectly  conducting  ground  and  a  lossless  Hne, 
y  ■  A  moru  thorough  comparison  of  the  effects  that  the  lossy 

and  lossless  propagation  constants  have  on  Induced  currents  will  be 
shown  later  In  this  section. 

The  open-circuit  voltage  or  short-circuit  current,  together  with 
the  common  mode  line  Impedance,  can  be  used  to  replace  a  transmission 
line  with  its  Thevenln  or  Norton  equivalent  circuit.  This  can  be  used 
with  the  network  representing  the  system  beyond  the  transmission  line 
terminals.  Worst-case  estimates  can  be  based  on  the  open-  and  short- 
circuit  termination  values.  In  addition,  an  Incident  common  mode  may 
excite  other  modes  (differential)  on  the  line  because  of  multi-cable 
configuration  and  Imbalances  In  the  line-to-ground  Impedances. 

The  peak  values  of  the  induced  transients  are  determined  by 
sections  of  the  line  near  the  load  end  (critical  line  length)  and,  In 
many  cases,  are  not  Influenced  by  the  overall  line  length.  That  Is, 
the  critical  line  length  (lc),  or  the  length  of  the  line  whose 
terminal  response  Is  the  same  as  that  of  the  semi -Infinite  line  up  to 
the  tlme-of-peak,  is  given  by 

**  "  1  -  cos  \l  COS  0 

where  c  Is  the  speed  of  light  and  TD  Is  the  tlme-to-peak.  The  angles 
of  Incidence  are  shown  in  Exhibit  4-4  with  respect  to  the  T  vector  of 
the  plane  wave  EMP  and  the  cable  direction.  It  should  be  noted  that 
the  transmission  line  approach  used  here  Is  valid  when  the  cable  holght 
(h)  Is  small  compared  to  the  wavelength  of  the  radiation,  although  the 
method  gives  surprisingly  good  results  even  when  this  condition  Is  not 
satisfied. 


The  transmission  line  acts  as  an  Integrating  network  for  both  the 
directly  Incident  end  around-reflected  waveforms.  The  polarizations 
are  defined  such  that  the  Incident  electric  field  vector  Is  parallel  to 
the  alr/soll  Interface  for  horizontal  polarization,  and  for  vertical 
polarization  the  electric  field  vector  lies  In  the  plane  containing  TT 
and  a  line  perpendicular  to  the  alr/soll  Interface. 

Exhibit  4-5  shows  the  time  dependence  of  the  current  on  an 
overhead  line  In  a  parametric  fashion  so  that  estimates  of  the  current 
can  be  made^as  a  function  of  the  soil  conductivity  M,  incident  pulse 
shape  (E0e*l'T),  and  characteristic  Impedance  (Zc)  for  both  verti¬ 
cal  and  Horizontal  polarizations.  For  calculations!  convenience,  the 
peak  current  Induced  at  the  end  of  a  lossless  cable  over  an  Infinitely 
conducting  soil  by  the  Incident  pulse  shape  Is  on  the  order  of 


ipk  m  Y  dhv  (V/0) 


where  the  angular  dependence  (directivity)  Is  approximately 


In  ft 
•  Vo 


1  -  coeV  cos  <t> 


for  horizontal  polarization 


and 


_ cos  <t>  qosV 

1  -  co ay  cos  $ 


for  vertical  polarization. 


For  example,  a  response  for  a. typical  pulse  width  (  r  .  ioo  ns)  and 
ground  conductivity  (  o  ■  10**  mhos)  Is  shown  In  the  curve  labeled 
9T  •  10**  at  i Pm  30*  >  <t>  •  0*. 


The  determination  of  Induced  current  In  lossy  transmission  lines 
with  the  Inclusion  of  the  frequency  dependence  of  the  propagation  con¬ 
stant  and  both  the  frequency  and  angular  dependence  of  the  reflection 
and  transmission  coefficients  of  the  electric  field  at  the  alr/soll  In¬ 
terface  requires  a  numerical  Integration  (Ref.  1).  Exhibit  4-6  shows 
the  result  of  a  numerical  evaluation  for  both  polarizations.  In  the 
exhibit,  the  peak  voltage  versus  angle  of  Incidence  for  maximum  direc¬ 
tivity  Is  shown  for  characteristic  soil  conductivities,  and  a  compar¬ 
ison  is  made  with  the  lossless  transmission  cable  at  a  line  height  of 
10  m. 
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EXHIBIT  4-5,  Short-Circuit  Curr#nt  Induced  At  The  End  Of  A 

S«m1 -Infinite  Serial  Wire  By  An  Exponential  Puls*. 

For  vtrtlctl  polarization  it  i  given  ilivatlon  mol*  U)1  maximum 
coupling  to  th*  lln*  occurs  for  Incidence  naar  tha  vertical  plan*  con¬ 
taining  the  X  axis  and  tha  cable  (*■  0*).  Compared  with  tha  loss¬ 
less  response,  there  Is  an  enhancement  of  the  open-circuit  voltage. 

This  Is  due  to  th*  partial  reflection  of  the  electric  field  vector  from 
th*  Imperfect  ground  plan*.  At  broadside  Incidence  (^-  90*),  the 
magnitude  of  th*  reflection  coefficient  Is  nearly  1  and  Its  phase  Is 
near  0,  so  that  the  open-circuit  voltage  response  Is  nearly  equal  to 
that  of  the  lossless  line. 

As  the  angle  of  elevation  decreases,  the  magnitude  of  Voc  In¬ 
creases  due  to  the  rapid  decrease  In  both  the  magnitude  and  phase  of 
the  reflection  coefficient.  This  behavior  continues  until  small  angles 
of  Incidence  are  reached,  where  the  critical  line  length  rapidly  In¬ 
creases  and  line  loss  dominates,  which  suppresses  any  voltage  accumu¬ 
lation. 

The  maximum  response  for  horizontal  polarization  Is  obtained  when 
the  angle  of  Incidence  for  elevation  and  azimuth  are  equal 
For  this  polarization  as  compared  to  the  vertical  polarization,  the  mag 
nltude  and  phase  of  the  reflection  coefficient  do  not  vary  significant¬ 
ly  with  elevation  angle  over  the  frequency  range  In  question.  As  a  re¬ 
sult,  It  Is  similar  to  the  lossless  case  except  where  the  line  loss  dom 
Inates  at  the  smaller  ingles  (<  20*).  Exhibit  4-7  summarizes  the 
peak  voltage,  peak  current,  tlme-to-peak,  and  critical  length  of  line, 
as  well  as  the  angle  of  Incidence  for  which  these  maxima  occur  for  both 
polarizations  for  a  typical  line  10  m  high  with  Zc-500  ohms. 
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EXHIBIT  4-6.  Lossy  Line  Peak  Open-Circuit  Voltage  vs. 
Elevation  Angle. 


§ 


4-10 


1  | 


73 


v;v;v. 


iantx 

coeoucrtvrrr 

CglUM 

MXIMUM  PUK 

omncincuit 

VOITAQI 

vmmv) 

MAXIMUM  MAX 
•HOSTCMCWT 
OUMMNT 
lMIU) 

TIMI  TO 

PUK 

ip  DM) 

CNTICAl 

liNSTN 

OP  UNI 

It  (km) 

ANOtl  Of 
MClOfMCt 

IDIOM  II) 

0.001 

0.00 

1.9 

180 

0,082 

0.01 

0.94 

1.08 

40 

0.087 

28 

0.1 

0.00 

1.8 

20 

0.14 

12 

1.0 

2.0 

10 

•0 

0 

10-0) 

0.001 

8.4 

10.8 

270 

3.7 

12 

0.01 

8.2 

12.4 

140 

7.0 

0 

0.1 

7.28 

14.8 

80 

10 

4 

’  mm 

2.0 

4.0 

80 

mm 

0 

rrr 


EXHIBIT  4-7.  HEMP-Induced  Transients  On  A  Powerline 

(Zc  -  500  n,  h  -  10  m). 


4.2.2  Burled  Cables 

The  earth  Is  generally  charactarizad  as  a  fair  conductor  for 
calculation  of  th®  reflected  field  abov®  th®  air-ground  Interface. 
However,  the  ground  plane  really  has  a  diffuse  thickness  proportional 
to  the  skin  depth  of  the  soil.  For  the  frequencies  of  Interest  In  the 
EMP  spectrum,  the  skin  depths  range  up  to  several  meters  In  ejepth. 

« 

The  Imperfect  reflection  of  an  EM  wave  on  the  alr/soll  Interface 
results  In  partial  transmission  of  the  longitudinal  field  component 
(along  the  cable),  which  acts  as  a  distributed  voltage  source  function. 
The  characteristic  soil  Impedance  Z,  in  this  environment  Is  different 
from  the  aerial  case  due  to  the  difference  In  soil  permittivity  («)  and 
conductivity  (*).  For  most  practical  cases,  the  soil  Impedance  per 
unit  length  or  a  burled  cable  Is  given  by 

.  )w  Mp  .  /  VT  5  \ 


.  /  V  2  6  \ 

k'~  lurr^ 


where  a  Is  the  conductor  radius,  S  Is  the  skin  depth,  and  m0  Is  the 
permeability  of  free  space. 
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»**V. 


m 
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The  propagation  constant  for  the  burled  transmission  line  (with 
the  surrounding  soil  as  a  return  conductor)  for  most  practical  cases 
hat  a  magnitude  that  is  Invtrsaly  proportional  to  the  skin  depth 


„  W  ....  W 


where  a  Is  the  ground  conductivity. 


The  peak  short-cl rcult  current  for  a  surface  cable  Is  given  by  the 
xlmatlon 


The  pe 
approxlmatl 


I*  -  l.t  «  10*  il#.  0*. ,  W,  *1 
•A 


where 


Dh  -  sin  sin 0,  for  horizontal  polarization 


Dy  ■  cos  0  ,  for  vertical  polarization. 


Exhibit  4-8  shows  the  parametric  dependence  of  the  Induced  cable 
current  as  a  function  of  time.  The  parameter  for  the  depth  of  burial 
(d  In  meters)  Is  given  by 


p  ■  ■— 
K  4 1 


where  the  constants  m0  ,  »  ,  r  are  defined  as  In  Section  4.2.1  on  aerial 
cables.  For  example,  for  the  curve  p-0.1,  v 10‘‘  mhos,  and 
r  *250  ns,  the  depth  of  burial  Is  1  m  (d-1 )  and  for  p»0.1,  d»3  m.  The 
tlme-to-peak  for  depths  of  0  to  3  m  Is  about  0.85  r  or  200  ns  for 
r>250  ns.  The  Increase  In  rise  times  with  the  Increase  In  cable 
depths  Is  Indicative  of  the  shielding  effect  that  the  ground  has  on  the 
high-frequency  components  of  the  Incident  spectrum. 

Exhibit  4-9  depicts  the  angular  coupling  Du  y  for  each  polariza¬ 
tion.  Comparing  these  dependencies  with  the  aerial  case  (Exhibit  4-7), 
It  can  be  seen  that  the  peak-induced  signal  strength  for  vertical  polar¬ 
ization  Is  more  sensitive  to  the  elevation  angle  (  *P)  for  an  overhead 
line  as  opposed  to  a  burled  line.  For  horizontal  polarization,  the 
peak  signal  strength  of  the  burled  cable  Is  more  affected  by  <t>  than 
the  aerial  line. 


or  ini  impedance  ana  propagation  variations  on  ski n  dapth  and  frequen¬ 
cy,  as  well  as  the  angular  and  frequency  dependence  of  the  transmission 
coefficients,  resulted  In  maximum  threat  levels  of  2  kA  with  rise  times 
on  the  order  of  200  ns.  The  critical  line  length  for  burled  cables  Is 
expressed  as 


Tv 

Lc  "  l®1  ^Ta  for  bare  cable 

#nd  /  log  bla 

lc  •  B  *  10*  y  for  Insulated  cable 

where  a  Is  the  radius  of  the  conductor,  b  Is  the  thickness  of  the  In¬ 
sulation,  and  «r  Is  the  dielectric  constant  of  the  Insulation.  For 
typical  parameters  given  above,  the  critical  line  length  Is  on  the 
order  of  15  to  30  m. 


EXHIBIT  4-9.  Relative  Amplitude  For  Peak  Induced 
Current  On  Burled  Conductors. 


4.2.3  YtnisiL  Risers 

A  vertically  polarized  EMP  will  Induce  currents  In  vertical 
conducting  components  of  service  entrance  conduits  (e.a.,  downleads 
from  power  and  communication  lines)  or  In  conductive  structures  such  as 
radio  towers,  waveguides,  and  cables  to  overhead  antennas.  For  horizon¬ 
tally  polarized  waves,  the  vertical  elements  behave  as  passive  Impedan¬ 
ces  with  delay  times  associated  with  their  lengths.  The  vertical 
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element  is  treated  as  a  transmission  line  with  Its  upper-end  terminated 
In  Impedances  appropriate  to  the  physical  system. 

The  current  Induced  In  a  downlead  from  an  overhead  power  line  is 
shown  In  Exhibit  4*10.  In  this  example  the  line  Is  short  and  the  angle 
of  Incidence  Is  30*  or  0*.  The  peak  current  Is  limited  by  the 
line  height  In  this  example;  for  taller  structures,  the  leading  edge  of 
the  current  wave  will  continue  to  rise  as  the  Integral  of  the  incident 
wave  (towers  are  discussed  In  Section  4.2.4).  The  Induced  current  will 
Increase  with  structure  height  for  structures  up  to  a  few  hundred  feet 
high.  The  parameters  used  in  Exhibit  4*10  are  the  same  as  described  In 
Sections  4.2.1  and  4.2.2. 


i 


EXHIBIT  4-10.  Induced  Current  At  The  Base  Of  A  Vertical 

Riser  By  A  Vertically  Polarized  Incident  Wave. 


The  current  waveform  shown  Is  that  Induced  In  the  vertical  element 
only;  this  current  must  be  added  to  any  current  induced  in  the  horizon¬ 
tal  line  (by  a  vertically  polarized  Incident  field)  with  proper  regard 
for  time  delays.  The  total  current  Induced  Is  dependent  on  the 


reflection  coefficient  it  the  bate  of  the  vertical  riser,  the  transit 
time  from  the  base  to  the  top,  and  the  anole  of  Incidence  of  the  ver¬ 
tically  polarized  field,  For  grazing  Incidence,  0*  and 

90*,  the  vertical  riser  current  can  be  larger  than  the  horizontal 
line  current.  Further  detailed  evaluation  of  the  current  waveforms 
resulting  from  vertical  risers  and  horizontal  run  can  be  found  In  Ref. 
8. 


Long-haul  transmission  systems  frequently  use  11ne-of-$1ght 
microwave  radio.  A  structural  steel  tower  at  each  junction  In  the  sys¬ 
tem  generally  supports  the  microwave  antennas.  These  towers  usually 
range  In  height  from  30  to  130  m.  Exhibit  4*11 (a)  shows  the  typical 
metnod  for  connecting  the  waveguide  to  the  antenna  tower  and  grounding 
the  tower.  To  protect  the  structure  and  equipment  from  lightning  tran¬ 
sients,  the  entire  tower/waveguide  structure  (tower,  waveguide,  race¬ 
way,  and  ac  conduits)  Is  well -bonded  to  the  station's  ground. 

Both  vertical  and  horizontal  components  of  a  HEMP  transient  can 
effectively  couple  to  this  system.  Most  of  the  Induced  current  follows 
the  low  Impedance  path  formed  by  the  tower  legs  and  external  ring 
ground,  although  some  current  enters  the  building  via  the  waveguides 
and  ac  conduits.  Analytical  models  to  predict  the  Induced  currents  on 
the  tower  and  waveguide  are  extremely  complex  and  the  results  are  uncar 
tain.  Consequently,  estimates  are  based  on  simulation  testing  and 
scale  model  (Refs.  9,  10,  11,  and  12}  tests.  For  purposes  of  Initial 
estimates,  the  system  can  be  modeled  as  a  fat  monopole  above  a  ground 
plane  (see  Exhibit  4-ll(b))  or  a  fat  dipole  with  a  half-height  equal  to 
the  height  of  the  tower. 

The  expected  response  of  the  dipole  to  a  broadband  pulse  Is  a 
damped  sinusoid  with  a  ringing  frequency  around  f.  ■  75/n  MHz  where  h 
Is  the  tower  height  In  meters.  The  amplitude  of  the  Induced  current  Is 
proportional  to  the  tower  height  and  width  (or  fatness).  As  the  width 
Increases,  though,  the  Induced  signal  has  a  broader  bandwidth  and  lower 
Q  (damps  out  more  quickly).  Exhibit  4-12  can  be  used  to  determine  mini 
mum  and  maximum  peak  currents  on  the  tower  as  a  function  of  the  fatness 
factor  ■  2  In  2h/ae  ,  where  h  Is  the  tower  height  and  ae  Is 
the  equivalent  dipole  radius.  The  ordinate  value  Is  In  amperes  per 
foot,  so  multiplying  by  the  tower  height  gives  the  peak  current  In 
amps.  The  lower  limit  of  0*  (maximum  current)  Is  assumed  to  be  the 
radius  of  a  circle  circumscribing  the  tower  base.  The  upper  limit  of 

(minimum  current)  Is  based  on  the  effective  radius  of  a  single 
waveguide  descending  the  tower  from  the  microwave  antenna. 

The  distribution  of  Induced  currents  that  do  not  follow  the  low 
Impedance  path  from  tower  to  ground  results  In  half  of  the  Induced 
current  traveling  over  the  waveguide  and  half  over  the  ac  conduits. 

The  maximum  tower  current  from  the  vertically  polarized  field  Is  about 
11  kA  peak-to-peak  and  the  maximum  peak-to-peak  current  from  a  horizon¬ 
tally  polarized  field  Is  3.5  kA.  This  results  In  about  a  6  kA 
peak-to-peak  current  on  the  waveguide. 
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EXHIBIT  4-12.  Ptik  Tower  Currsnt  vs.  Fatness  Factor. 


Direct  Illumination  thraat  valuss  given  here  refer  to  exposure  to 
an  Incident  EMP  field  without  consideration  of  the  contributions  from 
conducting  penetrators.  This  direct  illumination  exposure  results  from 
the  free  field  Interaction  with  the  ground  as  well  as  the  penetration 
through  walls,  roof,  doors,  windows,  and  other  apertures. 


As  a  result  of  this  mode  of  penetration,  Internal  Induced  signals 
will  be  dependent  on  the  Internal  cable  lengths,  terminations,  and 
building  construction.  No  simple  single  model  exists  for  predicting 
the  Induced  transient  level  for  these  complex  situations.  However, 
site-specific  geometric  and  cable  arrangements  can  be  modeled  for 
analytic  purposes,  or  EMP  simulator  testing  can  be  used  to  determine 
Internal  signal  levels.  The  results  from  previous  analyses  and  tests 
can  then  be  used  to  develop  order-of-magnltude  estimates  of  the  Inter¬ 
nal  Induced  stresses. 


& 


A  data  base  has  been  developed  for  determining  the  signal  levels 
from  direct  Illumination  in  essentially  unshielded  operational  facili¬ 
ties  through  test  programs  (Refs.  11,  12,  and  13)  over  the  last  several 
years.  These  tests  examined  the  effects  of  angular  Incidence  and  build 
Ing  construction  on  signals  Induced  on  Interbay  (Internal)  wiring.  The 
tests  have  shown  that  measured  currents  Induced  on  Interbay  wiring  can 
be  characterized  as  the  sum  of  several  damped' sinusoidal  transients. 
Exhibit  4-13  shows  the  typical  ranges  of  parameters  such  as  ringing  fre 
quencles  (f0),  damping  factor  (ti/s),  and  95  percentile  peak  ampli¬ 
tude  current  In  amps.  The  rangel'ald  not  vary  significantly  from  «1te 
to  site.  Also,  the  e-foldlng  time  (decay  time)  was  not  strongly  depen¬ 
dent  on  the  ringing  frequency. 
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EXHIBIT  4-13. 


Induced  Current  Waveforms 
From  Direct  Illumination. 


Exhibit  4-14  shows  an  example  of  the  waveform  that  represents  an 
Internally  coupled  damped  signal  S(t).  The  damped  signals  are  the 
result  of  reflections,  Interbay  Inductances,  and  capacitances  present 
within  the  wiring  distribution. 


4.4  BOUNDARY  1  PRACTICES  AND  EFFECTS 


This  section  covers  boundary  1  characteristics  and  practices  that 
partially  mitigate  and  alter  the  conducted  and  Illumination  stresses. 
These  Include  cable  and  building  shields,  shield  terminations,  bonds 
and  grounding  paths,  transient  protection,  and  filters.  Each  Is  dis¬ 
cussed  with  respect  to  present  and  potential  applications  in  the  PSN. 
This  section  details  the  basics  of  boundary  1  transient  mitigation  tech 
nlques  and  estimates  expected  stress  levels  radiated  and  conducted 
through  the  boundary  to  zone  1  and  boundary  2  of  generic  network  sites. 
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EXHIBIT  4-14.  Typical  Damped  Sinusoid  Waveform. 


4.4.1  Shielding  Principles 

Shielding  plays  a  principal  part  In  HEMP  mitigation.  In  shielding 
practice,  a  distinction  Is  made  between  cable  and  volume  shielding. 
Cable  shields  provide  a  path  (the  shield)  for  Induced  or  coupled  EMP 
current,  other  than  the  signal  or  power  wire  itself. 

Volume  shielding  Is  electromagnetic  Isolation  of  conductors  or 
volumes  from  one  another.  Shields  are  thought  of  as  Impervious  bar¬ 
riers  with  Imperfections.  In  a  building  In  the  PSN,  the  first  layer, 
or  boundary  1,  is  the  building  structure.  For  exposed  cables,  the 
first  layer  Is  the  sheath  that  surrounds  the  signal  lines. 


Shields  can  mitigate  electric  (E)  and  magnetic  (H)  fields.  For 
E-fleld  shielding,  the  requirement  that  the  shield  be  continuous,  or 
closed,  Is  of  paramount  Importance  (Faraday’s  Law).  For  H*field  shield¬ 
ing,  current  must  flow  over  the  shield;  the  shield  must  provide  a  low- 
impedance  path  (tenz’s  law).  Important  properties  for  attenuation  are 
conductivity,  thickness,  and  permeability. 

Shielding  action  Is  unchanged  when  shields  are  grounded,  since  the 
relation  between  current  on  the  shield  and  field  In  the  shield  depends 
strictly  on  the  shield  transfer  Impedance,  Independent  of  grounding. 
However,  shields  should  be  grounded  for  safety  or  to  minimize  reflec¬ 
tions  when  largo  Induced  sheath  currents  are  expected. 

Some  Important  parameters  In  the  discussion  of  shielding  are 
shielding  effectiveness  and  transfer  Impedance.  The  definition  of 
shielding  effectiveness  (SE),  In  decibel  units,  as  a  relation  between 
the  fields  exterior  and  Interior  to  the  shielded  volume  is  defined  as 
follows: 

,  fnElD  AMPLITUDE  (EXTERIOR)] 

SE(dB)  -  20  log10  [F|ElQ  AMPL|TUD|  (iMTEMoaJ 


This  Is  UkoJ  In  volume  shielding  (e.g.,  the  change  In  field  strength 
after  passing  through  walls  of  a  building). 

Transfer  Impedance,  when  multiplied  by  the  current  that  EMP  has 
Induced  on  a  shield,  provides  the  voltage  developed  Inside  the  shield 
with  respect  to  snleld  ground.  The  smaller  the  transfer  Impedance,  the 
more  effective  the  shield  Is  In  reducing  Induced  voltage  or  current. 

The  current  that  than  flows  on  the  Inner  conductors  Is  a  function  of 
the  characteristic  Impedance  of  the  Inner  conductors  and  of  the  elec¬ 
trical  loads  on  both  ends  of  the  cable.  For  cable  shields,  the  trans¬ 
fer  Impedance  gives  a  more  useful  measure  of  shielding  than  shielding 
effectiveness  based  on  the  ratio  of  shlelded-to-unshlelded  current. 

The  determination  of  transients  Induced  onto  cables  by  EMP 
typically  Involves  two  calculations:  the  calculation  of  coupling  onto 
the  sheath  ( 1 . e . ,  Section  4.2)  and  the  calculation  of  the  voltage  In¬ 
duced  on  the  Internal  wires.  The  calculation  of  coupling  onto  the 
cable  sheath  depends  on  cable  construction  and  location,  and  will  be 
discussed  for  soma  typical  cases  In  Section  4.4.3.  Exhibit  4-15  Illus¬ 
trates  the  calculation  of  voltage  Induced  on  a  wire  within  a  shielded 
cable. 

Also  Important  Is  the  skin  depth,  which  is  a  measure  of  the  depth 
to  which  currents  penetrate  In  a  conductor.  Skin  depth,  5  ,  Is  a  func¬ 
tion  of  frequency,  conductivity,  and  permeability.  An  even  more  signif¬ 
icant  parameter  Is  T/4,  the  ratio  between  shield  thickness  and  skin 
depth.  A  rule  of  thumb  Is  that  good  shielding  will  result  If  T/d  > 1 ; 
the  curve  of  attenuation  as  a  function  of  T/j  shows  significant  reduc¬ 
tion  at  T/4  •  3  and  drops  off  logarithmically  for  lower  values  of  T/<5  . 
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ZT  (W)  =>  Ef(W)  /  lEMp  (W) 


•  FOR  A  CABLE  BRAIOl  ZT  HAS  UNITS  OF  OHMS/M 

•  FOR  A  CONNECTOR,  ZT  HAS  UNITS  OF  OHMS 


av  =  lEMP^T^ 

AV  =  VOLTAGE  DROP  ON  CENTER  CONDUCTOR  OF  CABLE  OF  LENGTH 
lEMP  =  SHEATH  CURRENT 
ZT  -  TRANSFER  IMPEDANCE  PER  UNIT  LENGTH 
/  =  INCREMENTAL  LENGTH 


EXHIBIT  4-15.  Cable  Shield  Transfer  Impedance  Calculation. 


Field  wavelength  is  an  important  variable  in  shielding 
predictions.  When  field  wavelength  is  smaller  than  or  approaches  the 
size  of  apertures,  holes,  or  discontinuities  in  a  shield,  the  SE  is 
reduced  dramatically.  When  the  wavelength  approaches  unshielded  wire 
lengths  or  shield  lengths,  ringing  or  resonance  can  alter  the  SE  by 
orders  of  magnitude.  In  addition,  when  the  wavelength  of  the  H  field 
approaches  the  dimensions  of  the  shield,  grounding  of  the  shield  is 
important,  so  that  induced  current  has  a  circuitous  path  or  so  that 
current  reflections  on  the  shield  are  reduced. 
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4.4.2  Building  Shielding 

Volume  shl tiding  may  axlst  as  a  natural  consaquanca  of  building 
construction,  or  It  may  be  a  design  feature.  EMP  hardening  usually 
Includes  shielding  at  the  building  level,  but  all  buildings  already 
provide  some  protection  depending  on  the  amount  of  structural  metal. 
Generally,  buildings  designed  to  withstand  up  to  0.5  psl  overpressure 
are  made  of  concrete  blocR  or  thin  precast  panels  that  contain  some 
steel  bars  and  some  steel  mesh  between  courses  of  block  to  enhance 
strength.  They  may  provide  up  to  10  dB  of  SE.  Often,  some  ixtra  con¬ 
struction  procedures  can  enhance  the  shielding  effectiveness  of  an  ordi¬ 
nary  building.  Shielding  materials  provide  good  attenuation,  so  SE  Is 
primarily  a  function  of  Imperfections,  penetrations,  and  their  treat¬ 
ment.  Construction  and  Installation  methods  notably  affect  shield 
Integrity. 

Buildings  designed  (Ref.  1}  to  withstand  at  least  2  psl  of 
overpressure  have  reinforced  walls  that  can  be  "poured*ln-place"  or 
"precast  tilt-up."  In  poured-1n-place  walls,  steel  reinforcing  bars 
(rebar)  or  mesh  are  erected  first,  and  concrete  Is  then  poured  Into  tem¬ 
porary  forms  surrounding  the  metal  structure.  Some  buildings  are  built 
with  .full  coverage  bonded  mesh  or  rebar  (integral  shielding),  In  which 
the  metal  overlaps  and  Is  tied  or  (preferably)  welded  with  steel  wire 
providing  a  significant  electrical  Interconnection.  The  shielding  ef¬ 
fectiveness  for  this  design  may  be  from  30  to  SO  dB.  Other  buildings 
have  bonded  metal  sheet  on  all  six  sides  Inside  the  building.  The  lat¬ 
ter  construction  Is  used  when  EMP  protection  Is  a  design  maxim,  and  Is 
also  often  used  for  EMI  or  TEMPEST  protection. 

Some  problems  that  compromise  building  shielding  Integrity  are 
apertures  and  other  discontinuities.  Apertures  can  be  windows,  entran¬ 
ces,  vents,  etc.  Other  discontinuities  Include  seams,  cracks,  corners, 
and  construction  Interfaces.  These  features  pose  two  problems:  direct 
Illumination  may  penetrate  through  open  spaces  or  force  them  to  oscil¬ 
late  like  radiating  antennas,  and  current  flow  on  a  surface  will  radi¬ 
ate  when  It  crosses  a  discontinuity.  External  fields  diffuse  through 
an  aperture  better  with  Increasing  frequency;  experimentally  this  Is 
seen  to  begin  when  the  wavelength  Is  within  one  or  two  orders  of  magni¬ 
tude  of  aperture  dimension.  Protection  techniques  might  Include  wave¬ 
guide  honeycombs  on  vents,  bonded  screens  on  windows,  or  RF  door 
frames.  Additionally,  low-impedance  paths  protect  against  radiation 
from  Induced  currents.  This  radiation  Is  produced  by  changes  In  vector 
current  density;  variations  In  magnitude  (as  in  a  pulse)  or  in 
direction  of  flow  (as  around  an  aperture). 

Some  common  examples  of  these  problems  are  coupling  to  wires  that 
pass  near  windows.  Increases  In  measured  field  levels  near  a  spot- 
welded  seam  or  door  frame,  and  field  enhancement  In  corners.  One  fact 
In  common  with  all  of  these  problems  Is  that  they  are  difficult,  if  not 
Impossible,  to  predict  quantitatively.  Indeed,  a  quantitative  study  of 
aperture  and  seam  diffusion  and  radiation  could  only  be  accomplished  on 
a  site-by-site  basis,  supported  by  testing.  More  detail  about  building 
wall  construction  methods  are  presented  here  with  data  from  experimen¬ 
tal  tests  of  the  SE  of  some  buildings  In  the  PSN. 


In  the  PSN,  few  buildings  have  continuous  metal  volume  shields. 

Some  telephone  central  office  (CO)  buildings  are  brick  and  block,  and 
some  others  In  metropolitan  areas  are  Intentionally  shielded  using  good 
construction  techniques.  A  requirement  (Ref.  14)  exists  to  provide 
building  shielding  where  existing  or  expected  RFI  levels  exceed  2  V/m 
between  600  kHz  and  1  GHz.  However,  these  levels,  generated  by  radio 
stations  and  weather  and  airport  radar,  are  very  low  compared  with  ex¬ 
pected  HEMP  fields. 

Tests  on  an  unshielded  poured-ln-place  concrete  building  with 
telephone  equipment  showed  E  fields  reduced  by  26-35  dB  and  H  fields  re¬ 
duced  by  6-18  dB  up  to  1  MHz.  Tasting  was  done  up  to  100  MHz  and  no 
shielding  was  seen  above  1  MHz  (Ref.  14).  Most  unshielded  buildings 
are  even  less  effective.  Better  levels  can  be  achieved  with  a  small 
amount  of  shielding,  which  Is  more  common. 

Materials  used  for  shielding  commercial  buildings  era  soldered 
bronze  or  copper  screens,  bolted  or  welded  galvanized  steel  rods  or 
sheets,  and  bolted  copper  or  silicon  steel  sheets  (Ref.  IS).  Welded 
galvanized  wire  mesh  Is  the  best  non-sheet  shield  against  RFI;  the 
spectrum  shielded  depends  on  mesh  spacing,  but  100  MHz  Is  about  the 
highest  shielded  frequency  for  12-Inch  spacing  mesh  with  window  and 
door  frames  bonded  to  the  mesh.  For  closer  spacing,  a  one-quarter-inch 
mesh,  for  example,  can  be  efficient  Into  the  500  MHz  range  (Ref.  14). 

At  another  PSN  site  (Ref.  14),  a  building  with  precast  concrete  and  a 
bonded  wire  mesh  was  measured  to  offer  20  to  40  dB  for  E  field  SE  and 
0-20  dB  for  H  field  SE  from  10  kHz  to  100  MHz.  For  comparison,  a 
poured-ln-placa  concrete  PSN  building  with  tied  rebar  was  tested  to 
provide  45  to  55  dB  E-fleld  attenuation  and  20  to  35  dB  H-flald  atten¬ 
uation  up  to  1  MHz.  with  no  attenuation  at  higher  frequencies.  These 
PSN  test  results  Illustrate  an  accepted  tenet:  bonded  rebar  can  pro¬ 
vide  good  shielding,  but  shielding  conductors  must  be  tightly  spaced, 
like  a  mesh,  to  be  effective  at  higher  frequencies. 

Metal  sheet  shields,  of  course,  can  be  expected  to  offer  more 
protection.  Sheets  are  thicker  than  cable  shields  (a  couple  of  milli¬ 
meters)  for  structural  soundness  and  prevention  of  corrosion.  Effec¬ 
tiveness  depends  upon  treatment  of  penetrations.  A  reasonable  expecta¬ 
tion  Is  60  dB  of  shielding;  120  dB  has  been  measured  for  some  shields 
at  some  frequencies  (Refs.  15,  16).  Occasionally,  buildings  are 
burled,  which  adds  to  shielding  effectiveness. 

4.4.3  CAfa.lA,„Skla1d1nq 

Cable  shields  (boundary  1)  are  used  for  long  communication  lines 
and  Internal  wires  Inside  buildings  In  the  PSN.  The  following  dis¬ 
cussion  concerns  the  use  of  shields  and  various  types,  their  termina¬ 
tion  practices,  and  their  transfer  Impedances. 


EMC  or  TEMPEST  requirements  often  dictate  shielding  of  power, 
signal,  and  control  lines.  Attenuation  of  radiated  narrowband  and 
broadband  high-frequency  and  spurious  noise,  and  occasionally,  attenua¬ 
tion  of  radiated  electrostatic  or  lew-frequency  fields,  motivate  shield¬ 
ing  In  these  cases.  Another  motivation  Is  lightning  effects:  shields 
conduct  large  Induced  or  Injected  currents,  and  attenuate  broadband 
high-frequency  radiated  fields  that  result  from  Induced  currents  on 
nearby  conductors.  A  myriad  of  materials  are  used  for  cable  shields. 
Some  examples  are  copper,  aluminum,  steel,  nickel,  and  various  alloys 
and  platings. 

On  the  basis  of  their  shielding  characteristics,  practical  cable 
shields  may  be  separated  Into  two  categories:  tubular  (solid)  shields 
that  contain  no  apertures,  cracks,  or  silts,  and  all  other  shields  that 
contain  such  Imperfections.  Tubular  shields,  such  as  extruded  lead 
sheaths  and  rigid  steel  conduit  (with  tight  couplings),  will  strongly 
attenuate  high  frequencies.  Above  the  frequency  at  which  the  wall 
thickness  Is  one  skin  depth  (typically  greater  than  1  MHz),  the  attenua¬ 
tion  Is  large  and  Increases  almost  exponentially  as  the  frequency  In¬ 
creases.  In  addition,  tubular  shields  minimize  leakage  capacitance  be¬ 
tween  the  Internal  conductors  and  the  external  shield-return  circuit. 

All  other  shields,  such  as  bralded-wlre,  tape-wound,  flexible 
conduit,  etc.,  are  characterized  by  a  leakage  Inductance  that  causes 
the  coupling  to  the  Internal  conductors  to  Increase  with  frequency 
above  about  l.MHz.  Many  of  these  shields  also  display  the  leakage  ca¬ 
pacitance  mentioned  above.  Coupling  through  the  leakage  capacitance 
also  Increases  with  frequency. 

The  transfer  Impendence  can  be  determined  theoretically, 
especially  for  simple  cable  shields  such  as  solid  metallic  conduit, 
for  example,  the  transfer  Impedance  of  a  thin-walled  tubular  shield  Is 
given  by 
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where  a  Is  the  radius  of  the  shield,  <*  is  Its  conductivity,  T  Is  the 
wall  thickness,  J  Is  the  unit  Imaginary  number,  and  <5  Is  the  skin 
depth. 

The  transfer  Impedance  given  above  Is  shown  In  Exhibit  4-16(a), 
normalized  to  the  dc  resistance  per  unit  length  R.  The  frequency  depen- 
dance  Is  contained  In  the  skin  depth  on  the  abscissa  normalized  to  the 
shield  thickness.  The  low-pass  filtering  afforded  by  the  shield  Is 
apparent  when  the  thickness  approaches  the  skin  depth  {1/6  •  1).  Ex¬ 
hibit  4- 16(b)  shows  the  resultant  current  waveform  Induced  In  the  cable 
core,  terminated  In  a  characteristic  Impedance  Zc,  for  a  sheath 
(shield)  current  represented  by  an  exponential  with  a  decay  time  con¬ 
stant  (0  approximately  equal  to  the  shield  diffusion  time  constant. 
{nQar),  This  time  response  Is  valid  for  most  shielding  materials  be¬ 
tween  0.1  mm  and  1  mm  thick,  for  both  aerial  and  burled  cables,  where 
decay  times  are  approximately  1  ms  and  rise  times  are  less  than 
300  ns. 


Some  geometries,  however,  such  as  braided  coaxial  cables,  do  not 
easily  lend  themselves  to  a  theoretical  treatment.  For  this  reason,  It 
Is  often  preferable  to  experimentally  determine  the  transfer  Impedance. 


For  braided  coaxial  cables,  the  transfer  Impedance  Is  typically 
expressed  In  the  form 


It 
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where  R0  Is  the  dc  resistance  per  unit  length,  j  Is  the  unit  Imagi¬ 
nary  number,  d  It  the  strand  wire  diameter,  i  Is  the  skin  depth,  «  Is 
the  angular  frequency,  and  Mi*  Is  the  leakage  Inductance  per  unit 
length. 


A  plot  of  the  magnitude  of  the  transfer  Impedance  Is  shown  In 
Exhibit  4-17  for  various  optical  coverages  (K).  The  parameters  In  the 
exhibit  are  given  for  some  typical  weave  data  (Ref.  5)  for  braided  wire 
shields.  The  optical  coverage  tends  to  Increase  with  the  number  of  car¬ 
riers  (c)  as  would  be  expected.  A  K-100X  would  have  a  Zt  equal  to 
that  of  a  solid  cylindrical  tube  (shown  by  the  dotted  curve).  The  domi¬ 
nance  of  t.he  diffusion  term  well  below  1  MHz  and  the  dominance  of  the 
cvMi2  term  well  above  1  MHz  Is  apparent  In  Exhibit  4-17. 


EXHIBIT  4-17.  Transfer  Impedance  For  Braided  Wire  Shields. 
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For  typical  braided  coaxial  cables,  R0  ranges  from  1  to  24  no/m 
and  Mi «  ranges  from  0.1  to  1  nH/m.  At  low  frequencies,  d/a«a  and 
wMi*«Rb  and  Zf  reduces.to  R0.  For  example,  for  an  RG-58 
coaxial  cable  it  ou  ■  104  Hz,  d/4  -  0.24  <  1  and  Mi*  -  0.01  mn/m. 

R0  -  14.2  mn/rn,  so  that  the  transfer  Impedance  Is  approximately 
equal  to  R0.  A  BOO  A  current  on  a  cable  length  of  100  m  will  Induce 
a  voltage  drop  on  the  center  conductor  of  (500  A) (100  m) (14 .2  mfl/m)  - 
710  V. 

Typical  braldad-wlre  shields  used  for  Interference  control  and  for 
coaxial  transmission  lines  have  leakage  inductances  of  the  order  of 
0.1  to  1  nH/m,  l.e.,  a  10  MHz-currant  of  1  A  flowing  through  the  shield 
will  produce  6  to  60  mV  of  Internal  voltage  per  meter  of  cable.  Single* 
layer  tape-wound  shields  and  flexible  conduits  formed  of  spiraled,  In¬ 
terlocking  turns  may  have  much  larger  leakage  Inductance* -often  several 
MH/m.  However,  longitudinal  tapes  with  overlapping  seams  and  two- 
layer,  counter-wound  tapes  are  comparable  to  good  Bralded-wlre  shields 
In  terms  of  the  leakage  Inductance. 

Double  layers  of  cable  shielding  can  greatly  Improve  the  overall 
cable  shield  transfer  function.  The  Inner  shield  provides  additional 
attenuation,  and  protects  against  fields  generated  by  nonuniform  cur¬ 
rent  flow  over  the  outer  shield.  One  example  configuration  Is  a  collec¬ 
tion  of  20  low-voltage  signal  wires  with  Individual  thin  continuous 
shields,  running  together  and  enclosed  within  a  braided  shield.  In 
this  configuration,  It  Is  Important  to  keep  the  two  shield  layers  In¬ 
sulated  from  One  another  until  they  reference  ground. 

Much  work  has  been  done  In  studying  the  correct  way  to  terminate 
cable  shields;  the  dominant  leakage  through  a  shield  may  well  occur  at 
the  connectors.  Briefly,  the  bast  termination  by  far  Is  a  360°  low- 
impedance  connector  since  It  ensures  closure  and  allows  current  to  flow 
uniformly  over  the  termination.  In  practice,  pigtails  are  often  used 
In  lieu  of  connectors;  this  Is  not  a  good  practice  for  EMP  mitigation, 
as  large  induced  currents  may  radiate  strong  fields  that  couple  dan¬ 
gerous  transients  to  even  a  few  Inches  of  exposed  wire.  If  a  pigtail 
Is  used,  It  should  be  short,  never  run  parallel  to  the  wire,  and  not 
pass  through  a  surface  Into  a  shielded  volume  (see  Exhibit  4-18). 

4.4.4  Bonding.  Grounding.  And  Treatment  Of  Building  Penetrations 

Since  an  entire  central  office  can  act  as  a  large  and  efficient 
antenna  for  picking  up  HEMP,  Intentional  and  unintentional  conductors 
can  carry  surge  current  to  buildings  that  house  protected  equipment. 
Bonding  and  grounding  can  work  hand-in-hand,  or  Independently,  to 
mitigate  a  transient  entering  a  building,  or  piece  of  equipment. 

Bonding  means  providing  a  low-impedance  path  along  a  conductor,  or 
from  one  conductor  to  another;  grounding  means  providing  a  path  to  ref¬ 
erence  ground  (usually  Earth  ground).  A  low-impedance  grounding  path 
must  be  well  bonded,  but  a  well -bonded  path  need  not  be  grounded. 
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EXHIBIT  4-18.  Shield  Bonding  And  Grounding  Techniques. 


There  ire  three  basic  aspects  to  consider  when  making  a  good 
bond.  First,  highly  conductive  materials  are  needed  (this  Includes 
rivets  and  bolts,  If  used).  Second,  good  joining  techniques  are  impor¬ 
tant.  In  order  of  preference,  these  are:  continuous  welds,  spot 
welds,  solder  or  braze,  pressure  joints,  rivets,  and  bolts  (only  If 
accessible  for  periodic  tightening).  Good  common  techniques  Include 
overlapping  and  bending  back  sheet  joints  and  then  welding  specially 
designed  Rf  gaskets,  door  Jambs,  etc.,  and  brazed  screens  bonded  to 
structure.  Paint  or  nonconductlve  coating  such  as  Mylar  or  Teflon  must 
be  removed  to  expose  bare  metal,  and  all  joints  must  make  continuous 
metal -to-metal  contact.  Peripheral  bonds  should  be  used  for  all  pipe 
Joints  and  terminations.  Good  technique  can  produce  joints  or  straps 
with  only  mill lohms  of  resistance. 
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The  third  aspect  to  remember  is  that  low  Impedance  means  low 
Inductance,  which  It  especially  Important  for  HEMP  transients  where 
rite  times  are  on  the  order  of  10  ns.  If  bonding  straps  or  jumpers  are 
used,  they  must  be  short  and  straight,  and  should  never  be  longer  than 
the  space  they  are  meant  to  cross. 

Bonding  and  grounding  paths  protect  both  equipment  and  personnel. 
For  example,  Imagine  an  average  direct  lightning  stroke  to  a  building 
penetration  would  have  a  peak  current  of  about  20  kA  and  could  cause 
extreme  damage.  EMP,  by  comparison,  might  couple  10,000  A  onto  each  of 
a  number  of  long  conductors  that  enter  the  building.  Damage  protection 
Includes  conducting  these  currents  to  earth  and  reduction  of  the  possi¬ 
bility  of  arcing  and  diversion  of  the  surge  currents.  A  plant  engineer 
can  satisfy  both  of  these  requirements  by  provision  of  a  nigh-integrity 
conduction  region  to  ground.  For  example,  wide,  thick  connections 
should  be  chosen  over  narrow  paths  (which  Is  another  virtue  of  th* 

360*  connector),  and  bonds  need  protection  and  Inspection  against 
degradation.  Where  large  currents  are  expected,  a  high-integrity  con¬ 
duction  region  Is  needed. 

Grounding  techniques  vary  since  grounding  Is  often  the 
responsibility  of  a  construction  or  operations  engineer  at  the  site. 

At  the  building  level  there  are  two  grounds:  exterral  for  external 
cable  shields,  conductors,  and  commercial  power:  and  Internal  for  Inter¬ 
nal  equipment  ground.  Neither  of  these  should  cross  the  building  bound¬ 
ary.  Even  though  the  National  Electric  Code  does  not  exclude  the  prac¬ 
tice  of  passing  green  wire  across  the  building  boundary,  there  Is  never 
a  reason  to  practice  this  method.  A  grounding  wire  from  the  outside 
that  does  come  In  might  carry  large  currents  and  radiate  high  fields. 

An  alternate  approach,  If  the  building  has  a  bonded  metal  structure 
that  Is  grounded,  Is  to  tie  the  exterior  ground  to  the  exterior  of  the 
structure,  and  the  Internal  ground  to  the  Interior  of  the  structure  at 
a  nearby  point. 

A  grounding  point  In  Earth  Is  not  an  Infinite  current  sink.  Where 
large  currents  are  anticipated,  a  good  ground  might  be  a  large  plate, 
or  rods  of  varying  lengths  burled  In  a  high  conductivity  ash.  Metal 
structures  of  buildings  In  the  PSN  are  often  grounded  at  multiple 
points  In  a  large,  burled  loop  of  wire.  If  good  grounding  techniques 
are  not  used,  surge  currents  may  reflect  from  the  bad  ground  point 
(this  Is  sometimes  experienced  In  lightning  strikes)  and  conduct  to 
sensitive  circuits  upward  via  their  ground.  It  Is  Important  to  keep 
structure  ground,  and  Internal  equipment  and  signal  grounds  separate. 

Where  conductors  enter  the  building,  the  worst  treatment  would  be 
random  placing  of  penetrations  not  grounded  at  the  building  structure. 
Some  currents  may  have  a  long  way  to  go  to  find  ground,  destroying 
everything  In  their  path.  Better  techniques  are  burying  conductors 
where  they  approach  the  building,  reflecting  currents  back  away  from 
the  building,  or  bonding  all  conductors  to  one  penetration  plate  that 
Is  connected  to  ground  through  a  well -bonded  path  (see  Exhibit  4-19  for 
an  overview  of  penetration  treatments). 
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SHIELDING  INTEGRITY  NEAR  INTERFERENCE  CARRYING  EXTERNAL  CONDUCTORS 


EXHIBIT  4-19.  Treatment  Of  Penetrators. 


Ths  Defense  Communications  Agency  (DCA)  requires  that  all 
Intentional  conductors  be  burled  for  100  feet  before  entering  a  build¬ 
ing  (Ref.  17),  and  that  other  conductors  be  bonded  to  site  housing 
structures.  Cables  In  the  PSN  are  often  burled  as  well;  many  lines 
follow  weatherhead  poles  Into  the  ground  and  enter  the  building  from 
underground.  This  technique  slows  the  rise  time  of  the  surge  on  the 
conductor,  In  addition  to  being  a  good  safety  measure. 
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Isolation  Is  sometimes  used  to  reflect  1 Ightnl ng  or  surge  currents 
back  along  a  Una.  Where  this  Includes  using  open  circuits,  It  Is  prob¬ 
ably  a  baa  practice  for  EMP  mitigation,  as  EMP-Induced  surges  could  eas¬ 
ily  arc  over.  Where  Isolation  consists  of  Inserting  a  length  of  noncon- 
duetlve  pipe  Into  a  conductive  path,  on  the  other  hand,  It  Is  a  very 
good  practice  as  Iona  as  three  conditions  are  met:  the  nonconductlve 
length  Is  long  enough,  a  path  to  ground  exists  for  the  reflected  cur¬ 
rent,  and  the  pipe  does  not  carry  a  conductive  fluid  (such  as  sewer  or 
fuel ) . 

The  best  treatment  of  conductive  building  penetrations  Is  the 
penetration  plate  technique,  where  all  conductors  enter  the  building  In 
one  spot,  and  are  bonded  and  grounded  on  the  outside  (see  Exhibits  4-20 
and  4-21,  for  the  front  and  side  views  of  such  a  plate).  This  tech¬ 
nique  is  Invariably  used  on  military  Installations  that  require  EMP 
protection. 


EXHIBIT  4-20.  Penetration  Plate,  Front  View. 


4.4.5  Transient  Protection  And  Filtering 


As  outlined  In  previous  sections,  conductors  guide  HEMP-Induced 
transient  currents  to  buildings.  Therefore,  power  and  signal  lines 
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EXHIBIT  4-21.  Penetration  Plate,  Side  View 


that  enter  buildings  need  transient  protection.  However,  even  if  di¬ 
verted,  surge  currents  on  penetrating  conductors  radiate  and  conduct 
strong  fields  that  couple  to  and  Inject  on  other  conductors  near  the 
building  walls.  Thus,  nearly  all  wires  and  interface  circuits  are  ex¬ 
posed  to  transients.  In  this  section,  these  EMP  transients  will  be  com¬ 
pared  to  power  surge  transients  and  lightning  transients  in  terms  of 
waveforms  and  energy  content.  Protection  techniques,  Including  surge 
limiting  and  filtering,  are  reviewed,  followed  by  a  discussion  of  hy¬ 
brid  protection  circuits  in  the  PSN. 

Power  surges  are  relatively  common  In  the  PSN.  Most  power  surge 
protection  techniques  guard  against  system-generated  transients,  l.e., 
those  produced  by  switching,  breakdown,  or  Intrasystem  coupling  from 
other  lines.  These  are  nearly  always  damped  sinusoids  lasting  from  5 
to  30  ms.  Peak  voltages  of  up  to  5,600  V  have  been  measured  even 
though  the  dielectric  strength  of  the  cable  Is  normally  tested  only  to 
1,000  V.  Power  surges  have  slow  rise  times,  with  highest  frequency 
near  1.5  MHz;  such  Tow  frequencies  are  relatively  easy  to  protect 
against. 

Lightning  surges,  which  can  be  somewhat  faster  than  power  surges, 
are  fairly  common  In  the  PSN  as  well.  One  lightning  flash  comprises 
thousands  of  small  discharges  and  a  few  massive  return  strokes.  The 
return  strokes  have  beon  measured  in  some  cases  as  having  1  ms  rise 
times.  Some  recent  data  indicate  that  some  strokes  may  nave  shorter 
rise  times  (Ref.  18).  However,  surges  that  inject  onto  long  lines  or 
towers  and  are  observed  at  PSN  buildings  have  rise  times  on  the  order 
of  microseconds  or  longer.  Continuing  currents  can  last  for  a  milli¬ 
second,  but  In  practice  can  be  clamped  and  damped  In  30  ms  like  a  power 
line  transient. 

EMP  Is  expected  to  couple  less  energy  to  a  single  line  than  a 
worstcase  lightning  flash  attachment,  with  about  the  same  energy  as  > 
direct  power  line  fault  transient  (Section  4.2  and  Ref.  19).  Rov:*'.',, 
EMP  surges  are  expected  to  rise  more  quickly.  Therefore,  the  signifi¬ 
cant  difference  between  a  HEMP-Induced  pulse  and  other  transients  Is 
the  rate-of-rlse. 

Surge-limiting  and  filtering  devices  are  major  elements  of  an 
electrical  protection  scheme.  In  surge  limitation,  the  principle  Is  to 
provide  a  stand-by  mechanism  that  appears  as  a  high  Impedance  to  ground 
up  to  dynamic  or  static  potential  level,  and  allow  current  to  pass  to 
ground  through  a  low  Impedance. 

The  following  discussion  concerns  nonlinear  surge  protection  de¬ 
vices  and  their  effects  on  surge  waveforms,  filtering  devices  and  their 
effects  on  waveforms,  and  combinations  of  protection  used  In  the  PSN. 

Assuming  that  surge  limiting  devices  have  been  installed  properly, 
two  major  considerations  apply  to  their  application:  they  have  a  fi¬ 
nite  response  time  to  any  Input  transient  and  the  "clamping"  action 
generates  high-frequency  switching  noise  that  can  pass  Into  the  equip¬ 
ment.  These  features  are  not  uniquely  specified  for  each  device,  but 
depend  on  the  rate  of  rise  of  the  Incoming  pulse  (volts/sec),  manufac¬ 
ture  (technology),  method  of  Installation,  and  lead  Inductance. 
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Several  types  of  nonlinear  devices  exist.  Names  commonly  used  to 
refer  to  these  devices  are  voltage  dividers,  surge-limiting  devices, 
sura#  arrestors,  or  Terminal  Protection  Devices  (TPDs).  The  operation 
of  these  limiters  can  be  through  switching  or  nonswitching  mechanisms. 
Switching  refers  to  the  change  In  conduction  state  (reducing  voltage  or 
current  to  a  low  level)  after  achieving  a  specified  voltage  level.  Ex¬ 
amples  of  switching  devices  are  spark  gaps,  thyristors,  fuses,  and  cir¬ 
cuit  breakers. 

Nonswitching  devices  (e.g.,  varistors,  Zener  diodes)  also  shunt 
but  do  not  undergo  a  change  of  state.  Here  the  voltage  and  current  are 
related  In  a  nonlinear  fashion  such  as  represented  In  the  equation  be¬ 
low,  where  I  Is  the  current,  V  Is  the  voltage,  and  k,«  are  parameters 
that  are  device  dependent.  This  V-I  relationship  exists  when  the  vol¬ 
tage  exceeds  the  breakover  voltage  for  varistors,  or  forward  threshold 
and  reverse  breakdown  voltages  for  diodes.  In  general,  the  larger  the 
a,  the  better  the  clamping. 

I  •  kV* 

Exhibit  4-22  Illustrates  the  effect  that  surge  arrestors  have  on 
transients  In  the  time  domain.  Exhibit  4-22(b)  snows  the  effects  of  a 
carbon-block  spark-gap  device,  widely  used  In  the  PSN.  The  altered 
wave  shape  due  to  clamping  Is  affected  by  several  parameters.  Probably 
the  key  parameter  Is  the  response  time  of  the  device,  which  determines 
the  pulse  breakdown  voltage  (V orj)  (the  voltage  at  which  clamping  be¬ 
gins).  The  response  time  Is  a  function  of  the  Intrinsic  mechanism  of 
the  device  as  well  as  the  Inductance  associated  with  Its  Installation. 
For  switching  devices,  the  finite  time  to  change  conduction  state  may 
take  100  ns  or  longer.  For  nonswitching  devices  the  response  may  occur 
In  less  than  a  nanosecond.  Exhibits  4-23(a),  (b)  show  the  effects  of 
rate-of-rlse  on  firing  time,  and  show  some  typical  firing  time  data. 

The  time  domain  effects  In  Exhibit  4-22  can  be  described,  for 
purposes  of  Illustration,  by  a  damped  sinusoid  plus  a  square  pulse  that 
begins  at  time  Tp  and  ends  at  Tj.  In  actuality,  the  ringing  associ¬ 
ated  with  the  fast  clamping  action  may  be  composed  of  many  damped  sinu¬ 
soids  with  different  frequencies. 

The  difference  between  the  pulse  breakdown  voltage  (VBn)  and  the 
clamping  voltage  (Vq)  Is  also  called  the  overshoot  voltage,  and  Is  a 
function  of  the  rate-of-rlse  of  the  Input  signal  and  the  response 
time.  The  maximum  normal  voltage  (Vmn)  Is  the  voltage  at  which  the 
arrestor  begins  to  conduct  for  a  very  slow  rate-of-rlse  (dc).  The 
clamping  voltage  (V^)  Is  the  voltage  that  appears  across  the  protec¬ 
tor  terminals  after  the  overshoot  has  decayed,  and  Is  dependent  on  the 
current  through  the  device.  Finally,  the  extinguishing  voltage  (Vc) 

Is  a  dc  voltage  that  allows  the  protector  to  self-quench,  or  extin¬ 
guish,  after  surge  firing. 
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(a)  Varistor  or  Zanar  rasponsa  to  doubla  axponantial  pulsa 


la)  TYPICAL  INCHSAIS  IN  BREAKDOWN  VOLTAQI  OP  A  OAP  VS. 
RATI  OP  Rill  OP  TRANIIINT 


TIME  TO  BREAKDOWN 
(b)  TYPICAL  DATA 


EXHIBIT  4-23.  Firing  Characteristics  Of  Carbon 
Block  Surge  Arrestors. 


The  transition  time  from  Vgn  to  Vr  can  be  from  1  to 
mentioned  previously,  this  fast  switching  time  results  In 
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frequency,  broadband  noise.  A  convenient  representation  of  the  wave¬ 
form  In  Exhibit  4-22  can  be  described  by  a  damped  sinusoid  (amplitude 
Von)  that  damps  In  3  ns,  and  a  square  pulse  of  width  (Td  •  To)  ns 
with  amplitude  V^. 

V(t)  *  V|0  •«*  slnflt  +  Vc  lu^tt)  ■  u>(t)l 
V,0  >  Vc,  a  -  3.33  x  10*  SEC*1 
V»Tf(  0-  8.33  x  10» 

The  accompanying  frequency  spectrum  Is  shown  In  Exhibit  4-24  labeled 
"with  limiter"  described  by  the  Fourier  Inversion  of  V(t). 

|vm|  ■  VM  $ />/  03*  +  at  -  wl)  +  4  ' 

Exhibit  4-24  Illustrates  the  effect  that  the  limiter  has  on  a  1  V 
double  exponential  Input.  It  Is  assumed  that  the  limiter  fires  at  1  V 
so  that  all  the  curves  are  normalized  to  1  V.  The  clamping  action  gen¬ 
erates  noise  In  the  gigahertz  region  of  the  spectrum,  yet  the  overall 
energy  In  the  Input  signal  Is  shunted.  Combining  a  low  pass  filter 
with  a  limiter  mitigates  this  adverse  noise  generation.  Further  discus¬ 
sion  of  the  aspects  of  hybrid  combinations  Is  presented  following  the 
discussion  of  filters. 


EXHIBIT  4-24. 


Effect  Of  Limiters  On  HEMP- Induced 
Waveform  In  The  Frequency  Domain. 


Nearly  all  filters  are  on  equipment  Interface  circuits.  However, 
some  filtering  could  occur  at  boundary  1.  The  batteries  on  power  lines 
act  is  large  shunt  capacitors  to  ground,  which  is  very  efficient  at  ab¬ 
sorbing  transients  that  make  It  through  the  transformer  and  spark  gaps. 
Also,  long  lines  (especially  burled  lines)  act  as  Inductors,  slowing 
down  rise  times  of  tne  Induced  surges. 

The  attenuation  characteristics  of  filters  can  be  measured  In 
accordance  with  the  Insertion  loss  requirements  of  MIL-STD-220A.  These 
tests  require  that  the  source  and  load  Impedances  be  matched  at 
50  ohms,  for  the  most  part,  these  load  conditions  cannot  be  met  at  all 
the  frequencies  In  the  threat  spectrum  and  under  all  the  loads  expected 
In  an  operational  facility.  The  filters  shown  In  Exhibit  4-25(a),  (b) 
are  known  as  pi -section  filters.  Three  element  filters  (e.g.,  C,  L, 

C),  such  as  the  pi-section,  are  tolerent  of  Impedance  mismatches;  multi- 
section  filters  (e.g.,  Butterworth  filters)  are  even  more  tolerant,  but 
tend  to  be  more  expensive. 

The  bandpass  filter  design  of  Exhibit  4-25(c)  Is  Indicative  of  a 
filter  applied  to  commercial  (10  kHz)  communication  lines  or  antenna 
Inputs.  The  bandpass  Is  designed  to  receive  signals  In  the  operating 
frequency  of  the  antenna  (which  may  also  receive  significant  energy 
from  the  EMP  spectrum).  In  this  case,  the  filter  has  multiple  sections 
with  lightning  and  EMP  protection  afforded  by  the  ESA  and  Z1  element  of 
the  filter. 

The  frequency  attenuation  characteristics  of  the  various  filters 
discussed  above  are  shown  In  Exhibit  4-25(d).  Multisection  filters 
have  a  steeper  rolloff  In  the  freqency  domain  than  two  element  filters 
(e.g.,  RC,  lC  filters  have  a  20  dB/decade  rolloff  beyond  the  cutoff 
frequency) . 

The  damped  sine  waveform  described  In  Exhibit  4-14  has  a  Fourier 
transform  (frequency  spectrum)  represented  by  Exhibit  4-26(a)  labeled 
"without  filter."  The  spectrum  labeled  "with  filter"  Is  the  effect  a 
low-pass  pi-section  filter  (depicted  In  Exhibit  4-25(bl)  has  after  at¬ 
tenuating  the  damped  sinusoid.  The  attenuation  of  high-frequency  com¬ 
ponents  results  In  the  reduction  of  the  rate  of  rise  of  a  transient. 

As  discussed  in  Section  4.2,  any  transient  coupling  from  free  space  to 
cables  or  cable  sheaths  into  Interior  wiring  has  an  Inherent  low-pass 
filtering  (transfer  Impedance)  due  to  Inductive  reactance  and  ac  resis¬ 
tance  (skin  effect). 

The  time  domain  waveforms  shown  In  Exhibit  4-26(b)  show  the  effect 
a  low-pass  filter  has  as  a  function  of  cutoff  frequency.  The  unalter¬ 
ed  pulse  with  a  25  ns  to  30  ns  rise  time,  is  nearly  unaffected  by  the 
100-MHz  cutoff  filter  since  most  EMP  energy  Is  below  100  MHz  where  at¬ 
tenuation  begins.  In  comparison,  filters  that  have  a  rolloff  above  the 
voice  frequencies  (3  to  5  kHz)  and  twisted  pair  frequency  transmission 
range  Increase  the  tlme-to-peak  of  the  transient  by  an  order  of  magni¬ 
tude  and  decrease  the  amplitude  by  a  factor  of  15  dB. 
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EXHIBIT  4-26.  Low-Pass  Filter  Effects  In  The  Time 
And  Frequency  Domains. 


Of  all  protection  schemes,  the  most  common  and  most  reliable  are 
hybrid  circuits  (combinations  of  more  than  one  protection  element)  that 
can  cancel  the  adverse  effects  of  Individual  devices.  As  common  prac¬ 
tice  at  some  telephone  plants,  hybrid  circuits  are  made  up  of  carbon 
block  spark  gaps  and  circuit  breakers  on  power  lines,  and  carbon  blocks 
with  semiconductor  clamping  devices  on  signal  lines  (see  Exhibit  4-27). 
In  addition,  a  generic  PSN  power  supply  line  has  a  transformer,  another 
spark-gap,  a  rectifier  that  can  normally  carry  on  the  order  of  100  A, 
and  large  capacity  batteries  tied  to  ground. 

4.5  mmuE-msL isms 

Exhibit  4-28  presents  typical  HEMP-Induced  transient  levels,  as 
developed  by  analysis  or  observed  In  site  tests.  The  transient  levels 
are  representative  of  worst-case  values  at  boundary  1.  The  table  also 
shows  that  some  of  the  current  transients  preserve  a  double  exponential 
time  waveform,  whereas  In  other  cases,  a  more  narrowly  tuned  response 
results  (damped  sine). 

The  listed  current  value  for  direct  Illumination  Is  the  observed  95 
percentile  value  for  Intarbay  cables  In  buildings  designed  with  no  In¬ 
tentional  shielding.  This  corresponds  to  current  Induced  by  zone  1 
diffused  fields  on  Internal  cables  at  boundary  2  Interfaces.  The  val¬ 
ues  for  the  other  penetrations  are  representative  of  the  signal 
strengths  external  to  the  building.  The  internal  signal  strengths  may 
be  reduced  depending  on  the  bonding,  grounding,  protection  devices,  and 
distribution  of  the  Interbay  wiring  throughout  the  Interior  of  the 
building  with  relpect  to  the  points  of  entry. 
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(c)  Voice-frequency  equipment 


EXHIBIT  4-27.  Representative  Lightning  Protection  Circuits 
On  Telephone  Plant  Equipment. 
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&JL  -TRANSMISSION  FACILITIES 


This  chapter  prasants  tha  EMP  rasponsas  of  critical  transmission 
facllltlas  Idantlflad  In  Chaptar  3.  These  facllltlas  Include  the  T1 
digital  carrier,  the  FT3C  optical  fiber  system,  tha  L4/L5  coaxial 
cable,  and  tha  TO-2  microwave  radio  systems.  Soma  background  on  func¬ 
tion  and  hardware  Is  presented  for  each  system,  followed  by  a  discus¬ 
sion  of  coupling  to  outside  plant  equipment,  stresses  conducted  to  line 
repeaters  and  central  office  equipment*,  and  exposure  of  all  equipment 
to  direct  Illumination  fields.  Relevant  tests  and  analyses  are  out¬ 
lined,  and  the  responses  of  system  elements  and  overall  transmission 
systems  to  the  50  kV/m  double  exponential  HEMP  threat  are  discussed. 

5.1  Tl- CARRIER  SYSTEM** 

The  Tl  System  was  Introduced  In  the  early  1960s  as  a  digital 
carrier  of  short-haul  Interoffice  traffic.  It  transmits,  over  two 
pairs  of  wires,  24  two-way  voice  channels  multiplexed  as  pulse-code- 
modulated  (PCM)  1.544  Mbits/s  signals.  The  system  has  evolved  to  In¬ 
clude  subscriber  loop  and  customer  premises  applications. 

A  Tl  carrier  system  comprises  cable,  line  repeaters  for  signal 
amplification,  and  central  office  equipment  Including  main  repeaters, 
protection  switching  equipment,  and  channel  banks.  Maintenance,  trou¬ 
ble  Isolation,  and  automatic  switching  are  organized  on  a  span  basis. 

An  average  system  Is  made  up  of  four  span  lines  and  Is  15  miles  long; 
recent  advances  In  engineering  allow  systems  of  up  to  150  miles  In 
length. 

Line  repeater  faul't-locate  filters  are  designed  to  allow  problem 
Isolation  from  tests  conducted  In  a  central  office.  Additionally,  pro¬ 
tection  switching  equipment  Is  used  to  automatically  reroute  multi¬ 
plexed  bit  streams  rrom  failed  pairs  to  spare  pairs  carried  In  each 
cable. 


*  In  this  chapter,  the  term  central  office  (CO,  Office,  Terminal 
Office)  represents  a  repeated  transmission  segment  end  station,  which 
Is  a  PSN  building  that  may  be  staffed. 

**  Significant  portions  of  this  section  are  drawn  from  the  1984 
six-volume  T1..EMP/MHD. Hardness  Assessment/Das  Ion  by  AT&T  Bell  Labora¬ 
tories  (the  Tl  Carrier  Study).  This  study  was  undertaken  to  compare 
the  EMP  survivability  of  a  particular  lightning-protected  route  near 
Omaha,  Nebraska,  with  that  of  a  specially  designed  EMP-protected  ver¬ 
sion  of  the  same  route.  Only  the  lightning-protected  system  Is  con¬ 
sidered  In  this  report. 
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A  typical  T1  carrier  system  might  be  arranged  as  shown  In 
Exhibit  5-1,  At  an  Intermediate  CO  (e.g.,  In  the  lower  box}  the  entire 
dl group  Is  demultiplexed,  this  Is  done  so  that  some  voice ’frequency 
(VF)  channels  may  be  directed  to  a  customer  while  the  remaining  voice- 
frequency  channels  are  multiplexed  onto  the  outgoing  T1  carrier.  The 
third  type  of  office  configuration  shown  In  Exhibit  5-1  (upper  right) 

Is  used  only  for  supplying  power  to  the  T1  carrier  line. 


EXHIBIT  5-1.  Typical  T1  Carrier  System  Configuration. 


5.1.1  EMP  El, facts  Qp„Tha...CibIi 

T1  carrier  was  originally  designed  to  be  used  only  on  twisted 
pair,  voice-frequency  transmission  cables.  Today,  other  types  of  ca¬ 
bles  are  used  for  T1  carrier,  some  specially  designed  for  T1  carrier 
use.  Two  such  cables  are  the  shielded  54-  and  158-pair  lines,  shown  In 
Exhibit  5-2.  However,  expanding  the  channel  capacity  of  existing  voice- 
frequency  cables  Is  still  a  major  application  of  T1  carrier  systems. 

A  number  of  potential  problems  can  arise  from  EMP  energy  Induced 
onto  long  lines  by  direct  1 llumlnatlor .  First,  Induced  sheath  currents 
on  one-mile  segments  between  repeaters  produce  very  high  sheath  cur¬ 
rents  at  COs  and  at  repeaters.  Such  surges  might  cause  direct  damage 
to  trunks  or  to  equipment  when  seeking  ground.  Additionally,  sheath 
currents  diffuse  to  Internal  twisted  pair  conductors  and  Induce  surges 
on  those  signal  leads.  Currents  Induced  on  the  leads  might  cause  dam¬ 
age  to  repeaters  or  to  terminal  equipment  either  as  fast  high-voltage 
transients  or  as  low-frequency  high-voltage  surges.  These  transients 
on  signal  leads  would  be  the  more  serious  threat  (apart  from  direct 
damage  to  cables)  If  good  bonding  practices  were  not  In  use.  If  good 


Transmission  media:  pulp,  air-core  PIC,  or  jelly-filled 
PIC  cables  from  16  to  26  AWG.  (Ref.  20.) 

Sheath  radius: 

158-pair  cable  r  ■  0.017  m 

54-pair  cable  r  -  0.011  m  (Ref.  21.) 

EXHIBIT  5-2.  T1  Carrier  Twisted  Pair  Screened  Cable. 


bonding  practices  are  not  used,  and  signal  leads  are  openly  exposed  to 
Induced  sheath  currents,  a  major  problem  would  be  the  direct  coupling 
of  transients  to  signal  leads  creating  a  serious  threat  to  repeater  and 
terminal  equipment. 

In  a  typical  T1  cable  In  the  field,  good  practices  from  an  EMP 
perspective  for  continuously  bonding  the  cable  sheath  are  not  always 
used.  The  major  violation  occurs  at  cable  splice  points.  In  a  typical 
plastic  splice  case,  a  copper  braid  makes  a  dc  sheath-to-sheath  con¬ 
nection  for  safety  purposes,  running  alongside  unshielded  signal  leads. 
Even  when  a  steel  splice  case  Is  used,  a  bonding  jumper  Is  carried  In¬ 
side  the  case.  Three  types  of  typical  splice  cases  are  shown  In 
Exhibit  5-3(a),  (b),  and  (c).  Such  splices  are  not  designed  to  carry 
surge  currents.  Pigtails  (bonding  straps)  are  not  usually  well -bonded 
to  sheaths,  do  not  provide  enough  surface  for  conduction  of  high 
surges,  and  easily  degrade  ove**  a  period  of  years. 

A  theoretical  prediction  of  currents  Induced  on  a  long  cable 
sheath  with  splice  cases  Inserted  has  never  been  done.  A  continuous 
long  sheath  Is  used  for  predictions,  and  values  from  such  an  analysis 
are  presented  In  Chapter  4  for  Ideal  aerial  and  burled  cables.  Actual 
long  lines  cannot  be  Illuminated  experimentally,  but  It  Is  reasonable 
to  assume  that  actual  amplitudes  would  not  be  higher,  and  actual  rise 
times  would  not  be  faster,  than  those  calculated  for  Ideal  sheaths. 
However,  a  few  splice  cases  that  allow  enhanced  coupling  to  signal 
leads  could  cause  significantly  higher  EMP  transients  at  terminal  equip¬ 
ment. 
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(a)  Plastic  Spree  Case 


EXHIBIT  5-3.  T1  Carrier  Splice  Cases. 


(b)  Cast  Iron  Spile*  Cast 


ITUL 


(c)  PC-12  Spile*  Case 


EXHIBIT  5-3.  (continued)  T1  Carrier  Splice  Cases. 


Accepted  values  for  HEMP- Induced  sheath  currents  are  on  the  order 
of  2  kA  with  rise  times  of  200  ns  In  burled  cable,  and  on  the  order  of 
10  kA  with  rise  times  of  20  to  2000  ns  In  aerial  cable,  depending  on 
the  polarization,  angle  of  Incidence,  and  azimuth  of  the  incident 
field,  The  measured  values  presented  In  the  T1  Carrier  Study  are  con¬ 
sistent  with  these  expected  values. 

In  one  test  listed  In  the  T1  Carrier  Study,  a  1,200-foot  158-pair 
cable  was  exposed  to  the  Repetitive  EMP  Simulator  (REPS)  at  Harry 
Diamond  Labs  (HDL)  In  a  simulation  of  double  exponential  pulse  plane- 
wave  Illumination. 

Induced  currents  measured  on  different  parts  of  the  cable  are 
shown  graphically  In. Exhibit  5-4.  For  760  mA  measured  on  the  sheath, 

39  mA  was  measured  on  the  entire  core  (158  wire  pairs),  Assuming  the 
relation  between  the  two  levels  Is  linear,  determined  by  the  transfer 
Impedance,  and  extrapolating  to  the  worst-case  theoretical  induced 
current  levels  for  tne  full  threat  (2  kA  on  burled  cable  and  4  kA  on 
aerial  cable),  about  100  A  and  200  A  respectively  could  be  Induced  on 
the  core.  Tne  test  report  goes  further  to  equate  this  to  about  0.5  A 
on  each  signal  lead,  and  adjusting  for  the  worst  case,  concludes  that 
not  more  than  2  A  common-mode  would  be  Induced  on  any  signal  lead  for 
burled  cable.  Aerial  cable  would  have  currents  higher  by  a  factor  of 
2.  For  a  100  ft  source  Impedance  on  burled  and  aerial  signal  leads, 
this  corresponds  to  50  V  and  100  V  open-circuit  voltage  respectively 
(for  0.5  A  and  1  A),  or  for  the  worst-case,  200  V  and  400  V  (for  2  A 
and  4  A). 

Rise  times  were  measured  as  500  ns  on  the  sheath  and  20 ^as  on  a 
single  wire,  with  double-exponential  shaped  pulse  durations  of  50  to 
100  /as .  These  are  within  the  range  of  accepted  values,  and  are  not  ex¬ 
pected  to  change  for  the  full  50  kV  double-exponential  pulse  threat. 

Note  that  on  the  test  setup,  the  signal  leads  were  shielded  for 
their  entire  length;  this  Is  not  a  good  assumption  for  typical  T1  sys¬ 
tems,  as  leads  break  out  and  are  exposed  to  a  copper  braid  (that  may  be 
carrying  4  kA)  In  splice  cases.  Therefore,  although  currents  and  volt¬ 
ages  calculated  above  give  a  good  quantitative  description  of  diffusion 
currents,  they  may  not  be  the  most  Important  coupling  contributions  In 
typical  systems;  actual  levels  may  be  significantly  higher, 

5.1.2  EMP  Effects  Qn  Repeaters 

Regenerative  repeaters  on  the  central  office  and  on  the  line 
retime  and  regenerate  transmitted  bipolar  signals.  Repeaters  are  solid- 
state  plug-in  units  suitable  for  pole  mounting  or  manhole  placement. 

The  transmitted  digital  signal  travels  on  twisted  pairs,  balanced  to 
ground,  which  have  a  nominal  source  Impedance  of  100  ohms.  Spacing  of 
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EXHIBIT  5-4.  EMP-Induced  Currents  On  T1  Cables. 


T1  repeaters  ranges  from  one  mile  to  6,000  feet.  Typical  pole-mounted 
and  manhole  repeater  Installations  are  shown  In  Exhibit  5-5(a)  and  (b). 
The  dc  power  for  repeater  equipment  Is  supplied  over  the  digital  trans¬ 
mission  line.  Line  repeaters  are  powered  In  a  series  loop  containing 
up  to  17  repeaters. 


The  repeater  cases  Installed  on  T1  carrier  systems  are  the 
818-/819-  type.  These  are  designed  to  house  25  T1  carrier  repeaters,  a 
fault-locate  filter,  a  pressure  contactor,  and  other  apparatus.  These 
repeater  cases  are  molded  from  a  fiberglass  reinforced  plastic.  Numer¬ 
ous  types  of  splice  cases  are  In  use  In  T1  systems.  Typically,  each 
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(a).  Pole-Mounted  Repeater 

SPUCE  CASE 


(b).  Manhole-Installed  Repeater 


EXHIBIT  5-5.  Typical  TI  Repeater  Installations, 
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has  a  copper  braid  bridging  the  gap  from  sheath  to  sheath  where  signal 
lints  break  out  to  the  splice  connector. 

From  an  EMP  perspective,  Ti  repeaters  can  be  grouped  according  to 
their  hardness  against  transients.  There  are  unprotected  repeaters, 
lightning  protected  repeaters,  and  60  Hz  hardened  repeaters  (on  lines 
where  power  line  fault  transients  can  be  expected).  Technologies  vary, 
and  a  myriad  of  repeater  types  are  used;  the'v  may  contain  discrete  com¬ 
ponents,  standard  or  low-power  ICs.  More  robust  components  are  used 
for  protected  repeaters,  and  gas  tube  protection  devices  may  be  In¬ 
stalled  In  the  equipment  case  outside  the  repeaters. 

Since  Tl  signals  ire  digital,  and  repeaters  detect  and  regenerate 
rather  than  amplify  them,  neither  high-  nor  low-frequency  pulse  compo¬ 
nents  on  signal  leads  will  be  amplified  and  passed  along  the  cable. 
Therefore,  the  major  concorn  In  repeater  susceptibility  Is  whether  the 
circuits  will  survive  when  exposed  to  transients  coupled  onto  signal 
leads  over  the  one-mile  Interrepeater  lengths. 

Lightning-protected  repeaters  are  designed  and  tested  to  withstand 
600  V,  10  /is  x  1,000  ix%  (rise  time,  fall  time)  double  exponential 
pulses.  Diffusion  currents  (Section  5.1.1)  from  a  50  kV  double  exponen¬ 
tial  pulse  should  produce  only  a  200  V  20  fit  x  40  ^s  pulse  at  the  re¬ 
peaters,  well  within  the  lightning  waveform. 

The  Tl  Carrier  Study  describes  two  series  of  tests  that  addressed 
repeater  susceptibility  to  the  effects  of  these  transients:  EMP  field- 
tests  and  current-injection  tests.  The  first  test,  at  HDL,  used  the 
Army  EMP  Simulator  Operation  (AESOP)  and  Office  Sinusoidal  Simulator 
(OSSI)  combination  to  pulse  fields  onto  a  2,000-foot  Tl  trunk  with  a 
splice  case  and  pole-mounted  repeater  at  Its  center.  In  this  test, 
high-level  fields  and  Induced  lead  currents  were  simultaneously  di¬ 
rected  onto  the  repeater.  Tests  were  done  on  a  llghtnlngprotected 
repeater  and  a  special  EMP-hardened  repeater;  only  the  lightning- 
protected  repeater  tests  are  discussed  here. 

The  typical  repeater  unit  tested  was  an  800-type  plastic  case 
housing  two  239  E/F  60  Hz  protected  repeaters  with  standard  lightning 
protection  devices,  208A  gas  tubes,  Installed.  The  splice  case  was  a 
typical  PC-12  mounted  above  ground.  During  testing,  outages  In  equip¬ 
ment  operation  of  2  (is  to  256  ms  were  experienced,  but  no  failures  were 
seen. 

In  addition  to  subjecting  equipment  to  high-level  fields,  the 
tests  at  HDL  provide  experimental  justification  for  prediction  of  cou¬ 
pling  of  energy  from  sheaths  and  sheath  termination  straps  to  exposed 
signal  leads.  Extrapolation  of  test  observations  to  worst-case  levels 
Indicates  three  components  of  Induced  current  depending  on  the  time 
domain.  The  first  Is  high-frequency  ringing  or  a  double  exponential 
surge,  depending  on  the  sheath  length,  and  Is  quickly  damped  (In  about 
a  microsecond).  This  high  frequency  signal  Is  due  to  the  equipment 
response  of  the  Incident  EMP  field  and  includes  signals  due  to  direct 
field  penetration  and  pickup  In  the  critical  Mne  length.  This  compo¬ 
nent  might  couple  more  than  100  A  peak  onto  any  Individual  signal  lead. 


Second  Is  a  slower  pulse  attributed  In  the  test  report  to  coupling  to 
tha  exposed  stub  cable  in  the  splice  case,  but  could  rise  from  any 
discontinuity  In  the  sheath  that  is  near  exposed  wires.  This  was  pre- 
dlcted^to  be  as  high  as  20  A  at  ringing  frequencies  in  the  MHz  range. 
Third  Is  the  diffusion  current  described  In  Section  5.1.1.  Conclusions 
from  the  T1  Carrier  Study  regarding  these  three  stress  levels  are  shown 
in  Exhibit  5*6. 
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EXHIBIT  5-6.  HEMP  Threat  To  T1  Carrier  Facilities, 

As  Recorded  In  T1  Carrier  Study  Tests. 

The  second  series  of  tests  Involved  current-injection  on  signal 
leads,  performed  at  Bell  Labs.  Double  exponential  (DE  [50  ns  rise- 
time])  and  damped  sinusoid  (OS  [10  ns  rise-time])  pulses  were  injected. 

Pulses  ranging  from  100  to  440  A  were  Injected  onto  gas  tube 
protected  repeater  and  CO  equipment  leads;  between  2  and  84  A  were 
passed  through  the  protector  as  a  result.  The  only  failures  seen  oc¬ 
curred  at  300  A  or  more,  levels  above  expected  HEMP-Induced  stress 
levels.  Exhibit  5-7  shows  a  table  of  equipment  failure  and  nonfailure 
versus  stress  levels. 
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EXHIBIT  5-7. 


T1  Carrier  Repeater  Current-Injection 
Tests  At  Bell  Laboratories. 


In  related  experiments,  Sealed  Gas  Surge  Limiters  (SGSLs,  or  gas 
tube  protectors),  were  tested  separately  to  determine  mean  firing  times 
and  voltages.  Results  of  tests  conducted  at  HDL  and  at  Boeing  Aero¬ 
space  Co.  are  shown  in  Exhibit  5-8(a)  and  (b).  Typical  PSN  applica¬ 
tions  of  the  types  tested  are  listed  In  Exhibit  5-9. 


The  worst^case  HEMP  stress  coupled  onto  a  signal  line  might  rise 


igr 

as  quickly  as  10  V/ns  at  early  times;  test  results  show  that  if  limit¬ 
ers  fire,  they  do  so  within  about  60  ns  at  about  600  to  700  V.  An  ex¬ 
ception  Is  the  208  A  (the  most  commonly  used  In  T1  repeaters),  which 
fires  at  about  900  V. 


Standard  AT&T  practices  Include  lightning  protection  on 
above-ground  T1  repeaters.  From  the  TPD  test  data,  repeater  system 
test  data,  and  current-coup! Ing  tests  and  analyses,  It  Is  reasonable  to 
conclude  that  protected  repeaters  are  not  vulnerable  to  the  50  M/m 
double-exponential  pulse  threat.  The  EMP  survivability  of  repeaters 
without  lightning  protection  Is  Inconclusive.  In  current-injection 
tests,  line  repeaters  failed  whan  38  to  50  A  were  passed  through  gas 
tube  protectors.  Testing  and  analysis  Indicate  that  surges  of  20  A  on 
burled  lines  and  40  A  on  aerial  lines  (damped  sinusoids  with  ringing 
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EXHIBIT  5-8.  Gas  Discharge  Tube  Test  Results 
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type 

200* 

Existing  T1  Cartier 

201A 

Outside  Plant,  Central  Of floe 

205* 

SBSS  Switch 

206* 

New  f 1  Carrier  Installation* 

EXHIBIT  5*9.  Typical  Applications  Of  Gas  Dlscharga 
Tubas  In  The  PSN, 

fraquanclas  In  tha  MHz  range)  can  be  nominally  expected  on  signal  1 ines 
at  llna  repeaters;  hlghar  'avals  could  eoupla  In  spllca  casas  that 
happan  to  ba  poorly  bondad  or  groundad. 

5.1.3  EMP  Ef facts  Qn  Central  Of flea  Equipment 

For  all  T1  cantral  offlca  aqulpmant,  conventional  mounting  Is  In 
opan  bays  (aqulpmant  racks).  An  Important  place  of  offlca  aqulpmant  Is 
tha  channal  bank  (most  commonly  04),  which  provides  tha  voice-frequency 
Interface  to  tha  digital  line.  Tha  channal  bank  samples  the  analog 
voice- frequency  signal,  converts  It  to  a  PCM  bit  stream,  and  assembles 
tha  digitally  encoded  voice  frequency  signals  from  24  voice  channels 
and  framing  Information  Into  tha  1.544  Mbits/s  line  signal.  In  tha 
other  transmission  direction  tha  channal  bank  provides  tha  inverse  func¬ 
tions. 


A  channal  bank  physically  consists  of  shelves  In  an  equipment 
frame  filled  with  printed  circuit  boards.  There  are  two  basic  types  of 
circuit  boards  In  the  bank:  channel  units,  devoted  to  functions  Involv¬ 
ing  Individual  voice  channels;  and  common  units,  devoted  to  functions 
involvlhg  the  digital  line  or  entire  bank.  The  volce-froquency  pairs 
terminated  at  a  channel  unit  are  balanced  to  ground  and  may  serve  as 
either  two-wire  or  four-wire  circuits.  Signaling  Is  accomplished  by 
various  dc  arrangements  over  the  voice-frequency  leads,  or  by  separate 
signaling  pairs.  As  a  result,  a  single  two-way  voice- frequency  circuit 
may  have  as  many  as  eight  pairs  of  leads  at  the  channel  bank  Interface. 
The  common  equipment  boards  supply  maintenance  and  alarm  functions,  mul¬ 
tiplexing  functions,  line  and  office  Interface  functions,  and  certain 
other  functions  such  as  trunk  processing  and  timing.  Common  equipment 
also  Includes  high-frequency  circuits,  which  provide  the  digital  line 
Interface. 

In  the  T1  System,  there  Is  essentially  no  difference  between 
office  level  stress  and  stress  on  line  repeaters;  as  mentioned  above, 
transients  will  not  ba  propagated  by  repeaters.  As  with  line  repeat¬ 
ers,  terminal  equipment  Is  either  unprotected  or  protected  against 
lightning  and  60  Hz  power  faults.  In  a  CO,  protection  may  be  gas-tube 
or  3  mil  carbon  block  TPOs.  Signal  lines  entering  a  building  break  out 
of  the  sheath  and  run  to  a  Main  Distribution  Frame  (MDF)  where  the 
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lightning  protection  Is  located,  then  to  equipment  racks,  which  contain 
the  of flea  repeaters  and  channel  banka. 

Disregarding  other  office  transients  and  direct  coupling  to  the 
exposed  leads,  tne  currents  Induced  on  signal  leads  at  the  office  would 
be  the  same  as  those  at  line  repeaters,  consequently,  tests  similar  to 
the  line  repeater  tests  were  conducted  at  HDL  on  CO  terminal  equipment 
and  on  04  channel  banks.  The  AESOP  and  OSSI  combination  tests  on  pro¬ 
tected  line  systems  showed  no  failures,  leading  to  the  conclusion  that 
the  office  repeaters  can  sustain  up  to  130  A  simulated  HEMP*1nducod 
transients  without  damage. 

Under  the  T1  Carrier  Study,  an  EMP-hardened  04  channel  bank, 
enclosed  In  a  shielded  cabinet  and  protected  by  special  TPDs  at  line 
Interfaces,  was  subjected  to  simulated  EMP  fields  and  proved  to  be 
survlvable.  However,  when  the  backpl ate  and  door  of  the  shielded 
cabinet  were  left  open,  or  when  either  the  power  or  voice  frequency 
(VF)  TPOs  were  removed,  hardware  within  the  D4  channel  bank  suffered 
permanent  failure.  Because  the  equipment  failed  at  the  lowest  field 
level  (35  kV/m)  attainable  under  the  simulator  at  HOL,  It  was  not 
possible  to  determine  the  actual  failure  threshold  or  to  evaluate  the 
success  of  alternative  methods  of  .protecting  the  channel  bank. 

A  second  test*,  therefore,  was  undertaken  to: 

•  Identify  the  failure  threshold  for  a  D4  channel  bank. 

•  Identify  and  verify  methods  to  protect  a  04  channel  bank. 

The  tests  were  conducted  at  the  Air  Force  Weapons  Laboratory 
(AFWL)  using  the  ALECS  facility,  which  produces  a  vertically-polarized 
electric  field,  adjustable  In  strength  from  5  kV/m  to  100  kV/m.  The 
simulated  EMP  had  a  rise-time  of  between  3  and  15  ns  and  a  decay-time 
of  about  200  ns,  comparable  to  the  waveform  expected  from  an  actual 
EMP.  To  assess  the  channel  bank's  response  to  the  simulator  fields, 
tests  of  tone  transmission,  signal  transmission,  and  Idle  circuit  noise 
were  made  following  each  simulator  pulse. 

This  study  demonstrated  that  EMP  affects  a  U4  channel  bank 
primarily  through  the  Injection  of  large  current  transients  at  the 
Interfaces  to  long  connecting  cables:  fields  of  only  12  kV/m  are 
sufficient  to  cause  service-affecting  hardware  failures  of  unprotected 
D4  channel  banks.  EM  fields  are  also  coupled  directly  to  wires  on  the 
backplane,  but  these  transients  are  of  a  much  lower  amplitude  than 
those  at  line  Interfaces.  These  transients  will  only  cause  damage  If 
the  field  In  the  vicinity  of  the  bank  exceeds  40  kV/m,  and  only  then  If 
maximum  coupling  occurs  to  the  backplane  wires  (l.e.  the  Incident  field 
must  be  planar  and  roughly  parallel  to  the  backplane  wires). 


*  The" 11 EM^  Assessment  of  04  Channel  Bank,"  a  study  funded  by  the  OMNCS 
and  administered  by  ONA  under  Contract  Number  DNA001-85-C-0409. 
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The  cables  used  during  the  testing  of  the  D4  were  typical  of 
those  found  In  many  COs,  The  cables  used  were: 

Two  power  cables,  each  of  6-gauge  wire. 

One  alarm  cable  with  four  pairs  of  26-gauge  wire. 

Two  A8AM  6068  shielded  T-carrler  cables,  each  with  12 
pairs  of  22-gauge  wire. 

•  Two  VF  cables,  each  with  100  pairs  of  26-gauge  wire. 

The  power,  T-carrler,  and  alarm  cables  were  bundled  together  and 
were  separated  horizontally  by  approximately  six  feet  from  the 
VF  cable  bundle. 

It  was  assumed  that  the  currents  induced  by  EMP  on  cables 
connected  to  the  04  channel  bank  are  comparable  to  those  Induced 
on  similar  cables  connected  to  the  SESS™  switch  (see 
Section  6.2).  The  maximum  current  Induced  on  the  128  twisted¬ 
pair  cables  connected  to  the  5ESS  switch  was  150  A,  so  a 
conservative  estlmete  of  300  A  was  assumed  as  the  maximum 
EMP- Induced  current  on  the  cables  connected  to  the  04  channel 
bank.  At  50  kV/m,  the  vertical  cables  connected  to  the  channel 
bank  were  adjusted  until  the  current  on  all  but  the  VF  cables 
reached  300  A.  Although  300  A  could  not  be  generated  on  the  VF 
cables,  the  peak  current  of  15  A  per  pair  going  Into  the  bank 
was  comparable  to  the  12  A  per  pair  expected  In  a  CO 
environment. 

A  standard  04  channel  bank  without  any  EMP  protection  was 
pulsed  25  times  at  5  kV/m  without  recording  a  single  hardware 
failure.  All  channel  units  were  tested  at  this  level.  An  alarm 
control  unit  (ACU)  was  permanently  damaged  during  the  one  test 
pulse  at  the  12  kV/m  level,  probably  resulting  from  an  over¬ 
current  at  the  power  Interface.  Based  entirely  on  this  one 
failure,  It  was  concluded  that  the  failure  threshold  of  an 
unprotected  04  channel  bank  Is  between  5  kV/m  and  12  kV/m 
vertical . 

Exhibit  5-10  summarizes  the  failure  thresholds  of  a 
standard,  unhardened  04  channel  bank  In  terms  of  the  peak 
transient  current  Induced  at  each  line  Interface.  For  the 
Alarm,  VF,  and  T-carrler  Interfaces,  the  Induced  currents  are 
for  each  twisted  pair. 

Interface  Id  (A) _ Risetime  (ns) 


Alarm 

90 

-  70 

VF 

3 

-  70 

T-carrler 

13-27 

75-85 

Power 

37 

-  55 

Exhibit  5-10.  Failure  Thresholds  of  Unhardened  04  Channel  Bank. 


It  was  shown  that  the  04  channel  bank  could  be  protected 
against  threat-level  transients  by  Installing  TPOs  at  Interfaces 
to  external  cables.  The  minimum  protection  needed  at  line 
Interfaces  to  ensure  survivability  Includes: 


Alarm  Interface: 

VF  Interface: 
T-carrler  Interface: 
Power  Interface: 


845A  diodes. 

0.01  itF  capacitor. 

848A  diodes. 

a  2  fi\\  inductor  and  a  60  V 
voltage  clamping  diode. 


With  these  TPDs  In  place,  the  bank  survived  96  simulator  pulses 
between  60  kV/m  and  100  kV/m  vertical. 


Exhibit  5-11  summarizes  the  maximum  Induced  transient 
currents  at  each  of  the  line  Interfaces  to  the  hardened  04 
channel  bank  (using  the  EMP  TPDs  outlined  above).  For  the 
Alarm,  VF,  ana  T-carrler  Interfaces,  the  Induced  currents  are 
for  each  twisted  pair.  While  these  current  transients  did  not 
cause  the  04  to  fall,  they  can  be  used  as  a  conservative  lower 
limit  for  the  failure  thresholds  of  each  Interface. 


IfttirflSl 

Alarm 

VF 

T-carrler 

Power 


Exhibit  5-11.  Lower  Limit  Failure  Thresholds  for 
an  EMP-Hardened  04  Channel  Bank. 

Further  tests  measured  transient  coupling  to  the  backplane 
wires  of  the  channel  bank.  The  D4  was  not  connected  to  any 
cables  other  than  to  a  short  power  cable,  protected  at  the  bank 
Interface  by  a  power  TPO.  To  produce  maximum  coupling,  the  04 
was  configured  with  no  shielding  cabinet  and  was  oriented  with 
the  backplane  wires  parallel  to  the  Incident  field.  The  04  was 
subjected  to  3  pulses  at  40  kV/m  vertical  without  failure.  The 
same  bank  (protected  on  the  shelves  by  EMP  plug-in  boards)  was 
subjected  to  one  pulse  at  80  kV/m,  and  one  channel  unit  lost  Its 
signaling  capability.  However,  when  the  circuit  packs  of  the 
channel  unit  were  hardened,  no  failures  were  recorded  In  3 
pulses  at  the  80  kV/m  level.  It  was  concluded  that  the  failure 
threshold  due  to  direct  radiation  Is  between  40  kV/m  and  80  kV/m 
vertical . 


In  the  final  test  configuration,  signal  errors  or 
Interruptions  occurred  only  twice  In  33  tests,  with  durations  of 
0.1  ms  and  10  ms.  A  synchronization  signal  was  briefly  lost  In 
the  remaining  94X  of  the  tests,  but  Its  duration  was  not  long 
enough  to  Introduce  errors  Into  the  data.  The  effect  of  these 
signal  Interruptions  on  voice  communications  was  nearly  imper¬ 
ceptible,  although  for  data  communications  at  96C0  baud,  as  many 
as  100  bits  may  be  lost. 
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As  stated  above,  typical  T1  cables  and  repeaters  with  standard 
(gas  tube)  protection  aaalnst  lightning  and  60  Hz  power  faults  are  sur- 
vlvable  against  the  SO  kV/m  double  exponential  HEMP  threat.  The  avail¬ 
able  test  data  on  repeaters  with  no  lightning  protection  Indicates  that 
the  expected  peak  stress  level  (20A  to  40A)  and  the  measured  suscepti¬ 
bility  level  (40A  to  50A)  are  separated  by  less  than  the  ma'-Hn  of  er¬ 
ror  for  this  analysis;  therefore,  no  conclusion  can  ba  drawi.  unpro¬ 
tected  repeaters. 

04  channel  banks  suffered  significant  damage  and  complete  failure 
at  transient  stress  levels  that  could  occur  In  the  central  office  en¬ 
vironment.  Fields  of  only  12  kV/m  were  sufficient  to  cause  service- 
affecting  failures  of  unprotected  04  channel  banks.  The  failures  were 
caused  by  the  Injection  of  large  current  transients  (3  A  •  90  A, 

-  70  ns  rise-time)  at  the  Interfaces  to  long  cables.  By  Installing 
TPDs  at  these  Interfaces,  the  bank  was  able  to  withstand  Induced 
current  transients  at  the  various  Interfaces  of  between  28  A  and  247  A 
(with  rise-times  of  about  90  ns). 

Based  on  these  results,  the  unhardened  T1  carrier  sustem  Is 
vulnerable  to  the  effects  of  HEMP.  A  hardened  T1  carrier  system, 
Including  EMP-protected  04  channel  banks  and  repeaters,  was  subjected 
to  threat-level  fields,  and  Is  concluded  to  be  robust  to  the  effects  of 
HEMP.  A  summary  of  experimental  and  predicted  stress  levels  Is  present¬ 
ed  In  Exhibit  5-12. 

5.2  f  iaiMTl-HQQi  QRHCAL-.E1BER  COMMUNICATIONS.. SYSTEM* 


The  FT3C  system  Is  a  medium  to  high  capacity  trunk  transmission 
system  that  transmits  digitally-encoded  voice  and  data  Information  at 
90  Mb/sec  through  multi -mode  light  pulses.  The  system  contains  three 
basic  elements:  the  optical  waveguide  cable,  the  line  repeater  sta¬ 
tions  (LRSs)  that  regenerate  the  attenuated  optical  pulses,  and  the 
central  office  (CO)  equipment  that  terminate  and  process  the  signal. 

A  typical  FT3C  lightwave  system  might  be  arranged  as  shown  In 
Exhibit  5-13.  The  elements  ot  an  FT3C  system  cover  a  large  geographic 
area;  cable  splices  occur  every  1  to  2  km,  LRSs  may  be  as  far  as  44  km 
apart,  and  the  maintenance  span  between  COs  may  reach  800  km.  The  1m 
pact  of  EMP  on  any  part  of  the  FT3C  system  must,  therefore,  take  ac¬ 
count  of  the  total  electromagnetic  energy  collected  by  long  cable  runs. 


* Significant  portions  of  this  section  are  drawn  from  NCS  TIB  85-12 
entitled,  "FT3C  Multimode  Optical -Fiber  Communications  System:  EMP 
Test  and  Assessment,"  one  of  two  studies  In  a  program  funded  by  the 
OMNCS  and  administered  by  DNA  under  contract  DAEA-18-75-A-0059-8Z01AC. 
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EXHIBIT  5-12.  Comparison  of  Test  Levels  and  Results  with  Stress 
Levels  for  T1  Carrier  Equipment. 


EXHIBIT  5-13.  Typical  FT3C  System  Configuration. 


5.2.1  EMP  Effacts  on  the  Cable 

The  glass  fibers  used  In  the  FT3C  system  are  very  thin,  each 
measuring  only  0.125  mm  (0.005  Inch)  In  diameter.  Individual  fibers 
are  grouped  Into  ribbons  of  12  fibers  each,  with  up  to  12  ribbons 
stacked  together  for  a  maximum  of  144  fibers  per  cable.  Up  to  1344 
voice  circuits  can  be  transmitted  over  a  pair  of  llghtgulde  fibers. 

The  ribbons  are  Intertwined  to  reduce  the  strain  on  the  fibers  due  to 
cable  bends,  with  steel  wires  incorporated  to  further  distribute  the 
load.  The  outer  sheath  contains  two  layers  of  high-density  poly¬ 
ethylene,  with  14  steel  wires  measuring  17  mils  In  diameter  (approx¬ 
imately  26  gauge)  Imbedded  In  each  layer.  The  two  sets  of  wires  are 
helically  wrapped  In  the  opposite  sense  from  each  other.  Exhibit  5-14 
shows  a  cross  section  of  tne  LGAl-type  llghtgulde  cable  used  In  the 
testing. 

Because  the  complex  configuration  of  the  cable  Is  difficult  to 
model  analytically,  the  only  reliable,  cost-effective  way  to  quantify 
Its  response  to  HEMP  Is  to  physically  test  It.  The  optical  fibers 
should  not  collect  electromagnetic  energy,  so  the  analysis  must  focus 
on  the  sheath  strength  members.  If  the  steel  wires  are  modelled  as  a 
solid  steel  sheath,  It  Is  possible  that  current  transients  of  1-2  kA 
may  be  Induced  on  the  cable  (see  Section  4-5).  Three  different  tests 
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EXHIBIT  5*14.  Cross-section  of  IGAl-type  Llghtgulds  Cibls. 


wsr#  conducted  on  vht  FT3C  csbls  under  the  EHP  simulator  (AESOP)  at 
HDL.  While  the  FT3C  Is  a  burled  system,  the  cable  was  tested  on  or 
above  the  ground  to  facilitate  testing.  Coupling  to  aerial  cables  Is 
much  more  efficient  than  coupling  to  burled  cables,  so  the  transients 
that  the  aerial  cable  were  exposed  to  had  faster  rise  times,  higher 
peak  amplitudes,  and  more  high-frequency  components  than  the  transients 
that  an  Identical  burled  cable  would  have  been  exposed  to.  The  Inci¬ 
dent  field,  therefore,  Induced  worst-case  transients  on  the  cable. 


The  electromagnetic  coupling  test  was  designed  to  assist  In  the  . 
quantification  of  the  relation  between  the  Incident  electromagnetic 
field  and  the  measured  bulk  cable  current  at  low  Incident  field  levels. 
A  308-meter  length  of  cable  was  laid  parallel  to  the  longitudinal  axis 
of  AESOP  at  a  distance  of  100  meters  and  was  pulsed  by  tho  simulator. 
The  peak  Incident  electric  field  was  about  2  kv/m  at  the  cable  center. 
The  sheath  termination  hardware  (STH)  was  alternately  left  open- 
circuited  or  grounded  to  a  copper-clad  Iron  rod,  and  In  each  case,  the 
peak  current  generated  at  the  cable’s  midpoint  was  about  27  A.  Extrap¬ 
olation  of  this  low-level  coupling  predicts  a  peak  Induced  current  of 
about  700  A  at  the  threat  level  of  50  kV/m  horizontal. 
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The  current-induction  test  was  designed  to  produce  the  largest 
current  AESOP  could  couple  to  the  wire.  With  the  cable  carrying  an 
optical  signal  In  the  near  field  of  the  simulator  (8.5  m),  a  maximum 
currant  transient  of  475  A  was  Induced  with  the  centerline  grounded, 
below  the  predicted  threat  of  700  A.  The  test  transient  caused  small 
"punch-through"  holes  on  the  outer  sheath  of  the  cable,  possibly  re¬ 
sulting  from  arcing  from  the  steel  wires  Inside  the  cable  to  earth 
ground.  No  parity  errors  or  transmission  path  loss  were  measured.  It 
is  likely  that  this  problem  will  worsen  as  currents  reach  threat 
levels,  possibly  causing  signal  disruption  and  permanent  damage. 

The  third  test  measured  the  distribution  of  current  within  the 
cable.  Results  show  that  the  outer  steel  wires  carried  about  one-third 
of  the  cable  current,  with  the  Inner  steel  wires  and  vapor  barrier  car¬ 
rying  the  remaining  two-thirds. 

The  AESOP  simulator  produces  an  electromagnetic  field  whose 
waveform  and  amplitude  approximate  those  expected  from  a  high-altitude 
nuclear  burst.  However,  since  the  special  extent  over  which  these 
fields  are  produced  are  relatively  limited,  current  Injection  must  be 
used  to  reproduce  current  waveforms  of  the  same  magnitude  as  those  In¬ 
duced  by  EMP  on  long  cable  runs. 

If  good  bonding  practices  are  not  used,  Induced  sheath  currents 
may  disrupt  the  optical  signal  or  damage  hardware  components;  one  of 
the  areas  most  likely  to  have  poor  bonding  Is  cable  splice  points. 
Current  Injection  was  employed  to  assess  the  potential  vulnerability  of 
cable  splice  points  to  signal  disruption.  Exhibit  5-15  shows  a  typical 
optical  splice  organizer. 

For  testing  purposes,  the  optical  signal  was  looped  through  the 
cable  splice  and  was  monitored  for  parity  errors.  With  the  Marx  gener¬ 
ator  charged  to  90  kV,  peak  currents  of  900  A  were  Injected  through 
cable  stubs  into  the  splice  case,  and  no  parity  errors  were  detected. 
Although  not  explicitly  stated,  It  Is  assumed  that  the  stubs  were  con¬ 
figured  with  FT3C  cable.  It  Is  also  assumed  that  the  rise  and  fall 
times  of  the  Injected  current  waveforms  accurately  represented  EMP- 
Induced  transients. 

The  splice  and  optical  cable  were  subjected  to  Injected  currents 
above  the  predicted  threat  level  of  700  A,  with  no  parity  errors  detec¬ 
ted.  It  Is  likely  that  the  900  A  Injected  current  waveform  caused  some 
physical  damage  to  the  cable,  because  Induced  current  transients  of 
only  475  A  were  shown  to  cause  minor  damage  to  the  outer  sheath  of  the 
cable.  Despite  this,  It  appears  that  the  cable  and  splice  case  are  sur- 
vlvable  to  the  effects  of  HEMP,  because  the  optical  signal  was  not  dis¬ 
rupted  due  to  the  Injected  current. 

5.2.2  EMP  Effects  on  Line  Repeater  Stations 

The  IRS  Is  designed  to  amplify  and  retransmit  attenuated  optical 
signals  between  CO  facilities.  Each  LRS  contains  one  or  more  Line  Re¬ 
peater  Bays  (LRBs),  each  of  which  can  accommodate  up  to  48  FT3C  regen¬ 
erators,  with  one  regenerator  required  for  each  direction  of 
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transmission.  The  bays  are  powered  by  131-type  power  converters,  which 
require  208/240  V  single-phase  AC  power  Input  and  produce  -48  V  DC 
power  output  for  three  fully-loaded  LRBs.  The  power  converters  have  a 
battery  backup  which  can  power  three  fully-loaded  LRBs  for  about  eight 
hours.  Long  lengths  of  cable  are  terminated  at  the  LRS  by  llghtgulde 
cable  Interconnection  equipment  (LCIE).  Exhibit  5-16  shows  tvplcal 
cable  terminations  on  LCIE. 

The  large  current  transients  that  are  generated  on  the  steel 
strength-members  of  the  FT3C  cable  may  enter  the  LRS  through  the  ground 
system  (which  Incorporates  both  the  LRS  and  the  LCIE),  because  the  cur¬ 
rent  Is  terminated  to  ground  through  the  LCIE.  The  FT3C  power  system 
may  be  susceptible  to  spurious  shutdown  or  hardware  damage  when  exposed 
to  these  transient  ground-system  currents. 

During  testing,  the  131C  power  converters  provided  the  -48  V  DC 
power  using  one  of  its  two  rectifier  circuits.  While  the  equipment  was 
exposed  to  the  E-fleld  produced  by  the  Marx  generators,  an  optical  test 
signal  was  generated  In  the  EMP  shielded  test  hut,  sent  via  a  100-foot 
long  cable  to  the  equipment  being  tested  (where  It  was  processed),  and 
sent  back  to  the  test  hut  (where  It  was  checked  for  parity  errors).  A 
maximum  charge  level  of  78  kV  produced  average  E-field  components  at 
the  equipment  of  55  kV/m  horizontal  and  25  kV/m  vertical. 
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EXHIBIT  5-16.  Oetall  Vliwi  of  Cable  Terminations  on 

llghtgulde  Cable  Interconnection  Equipment. 

The  two  mejor  non-recoverable  itrvlce-iffectlng  fellures  that 
occurred  during  this  phase  of  testing  were: 

.  All  three  types  of  power  units  (131L1A,  ' 31T1,  and  131AB1) 
were  subject  to  deactivation  under  EMP  exposure,  with  the 
likelihood  of  disabling  Increasing  with  field  Intensity. 

.  One  hardware  failure  occurred  In  a  131L1A  power  unit  In  the 
LRS  at  medium  field-strength  (55  kV  charge  level). 

The  deactivation  of  the  power  units  constitutes  a  serious 
problem.  When  the  power  units  deactivate,  power  Is  automatically  sup¬ 
plied  from  the  reserve  batteries,  which  will  continue  to  supply  power 
until  the  deactivated  power  units  are  manually  restarted.  If  the  power 
units  are  not  restarted  within  eight  hours,  the  batteries  will  be 
drained,  and  all  service  will  stop.  It  Is  evident  that  this  power  sys¬ 
tem  Is  not  survlvable  to  EMP. 

The  failure  of  the  13 1  LI A  power  unit  potentially  constitutes  a 
more  serious  problem,  because  tne  failed  unit  needs  to  be  repaired  or 
replaced  (not  just  restarted)  within  eight  hours  If  uninterrupted 
service  Is  to  continue.  Because  only  one  power  unit  failed  during  the 
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testing,  and  the  failure  occurred  at  medium  field  strength  while  no 
failures  occurred  at  threat-level  fields,  the  one  recorded  failure  can 
be  considered  an  anomaly  and  Is  not  expected  to  occur  during  exposure 
to  EMP-Induced  transients. 

The  power  converter  shutdowns  during  the  testing  of  the  IRS  showed 
that  the  overvoltage  protection  circuitry  of  all  three  types  of  power 
converters  were  sensitive  to  RF  noise.  The  problem  was  solved  by  plac¬ 
ing  a  0.1  (if  capacitor  between  the  gate  and  cathode  of  the  SCR  In  the 
overvoltage  protection  circuitry  and  placing  a  0.01  jiF  capacitor  at 
the  Input  lead  of  the  overvoltage  comparator.  The  maximum  differential 
current  across  the  supply  and  return  leads  of  the  power  converters  was 
shown  to  be  about  40  A,  leading  to  a  peak  voltage  across  the  output  ter¬ 
minals  of  about  4  kV.  With  the  protective  capacitors  In  place,  the  mod¬ 
ified  power  converters  withstood  Injected  current  waveforms  with  volt¬ 
ages  exceeding  4  kV.  Several  further  circuit  modifications  (similar  to 
those  mentioned  above)  enabled  the  power  converters  to  withstand  repeat¬ 
ed  peak  Incident  fields  of  70  kV/m  horizontal  and  20  kV/m  vertical. 

Although  the  modified  power  converters  of  this  test  configuration 
survived  simulated  EMP  transients,  they  can  not  be  considered  survlv- 
able  to  HEMP.  The  shutdowns  were  traced  to  sensitivity  of  overvoltage 
protection  circuitry  to  RF  noise,  y«t  this  sensitivity  was  quite  likely 
affected  by  the  configuration  of  the  test  setup,  which  was  different 
from  typical  IRSs  and  COs.  A  more  thorough  analysis  using  typical  LRS 
and  CO  configurations  Is  needed  to  verify  that  the  modified  power  con¬ 
verters  are  survlvable  to  HEMP. 

Large  EMP-Induced  current  transients  may  be  generated  on  the 
cable,  leaving  the  llghtgulde  cable  Interconnection  equipment  (LCIE), 
LRS,  and  CO  equipment  particularly  vulnerable,  because  the  LCIE  termi¬ 
nates  long  lenoths  of  cable  at  both  the  LRS  and  CO  equipment  bays.  Be¬ 
cause  free-fleld  simulation  could  not  generate  threat-level  currents, 
current  Injection  was  chosen  to  assess  the  potential  vulnerability  of 
the  LCIE  to  current  transients. 

With  the  Marx  generator  charged  to  90  kV ,  a  peak  current  of  600  A 
was  generated  In  the  LCIE  (slightly  below  the  predicted  threat  of 
700  A),  and  no  parity  errors  or  hardware  damage  were  detected.  This 
current  Is  lower  than  the  current  Injected  Into  the  splice  case  at  the 
same  charging  value,  because  the  LCIE  has  a  higher  terminating  Imped¬ 
ance  than  the  splice  case.  Since  no  signal  disruptions  or  hardware 
damage  occurred  with  600  A  of  Injected  current,  It  Is  likely  that  the 
LCIE  will  survive  Injected  threat-level  currents,  but  this  has  yet  to 
be  verified. 

Except  for  the  damage  and  shutdown  of  the  power  converters,  the 
LCIE  and  LRS  suffered  no  service-affecting  damage  or  upsets.  However, 

It  Is  possible  for  threat-level  currents  to  enter  the  LRS  through  the 
ground  system,  which  Incorporates  both  the  LCIE  and  the  LRS.  Since  the 
survivability  of  this  equipment  against  threat-level  currents  on  the 
ground  system  has  not  been  adequately  addressed  during  testing,  no 
assessment  of  the  modified  LRS’  vulnerability  to  HEMP  can  be  made. 
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The  power  converter  shutdown  problems  Incurred  during  simulator 
testing  of  the  LRS  are  quite  serious.  After  a  power  converter  shut¬ 
down,  power  Is  always  supplied  by  batteries,  which  last  for  only  eight 
hours.  If  the  power  converters  are  not  manually  reactivated  within 
eight  hours,  then  the  entire  LRS  which  Is  powered  by  the  affected  power 
converter  will  be  left  without  power,  and  no  further  calls  can  be  pro¬ 
cessed.  The  power  converters  must  therefore  be  considered  vulnerable 
to  HEMP.  The  survivability  of  LRS  equipment  Is  Inconclusive,  since 
threat-level  currents  were  not  Injected  Into  all  subsystems. 

5.2.3  EMP  Effects  on  Central  Office  Equipment 

The  FT3C  uses  MX3  and  MX3C  equipment  at  all  terminal  locations 
(see  Exhibit  5*13).  The  MX3C  LTF  consists  of  a  single  MX3C  lightwave 
monitor  and  control  bay,  a  lightwave  terminating  growth  bay  (as  re¬ 
quired),  and  from  one  to  five  MX3  function  bays.  Various  modules  may 
be  Installed  In  the  MX3  function  bay  to  allow  the  MX3C  lightwave  termi¬ 
nating  frame  (LTF)  to  operate  In  one  or  more  of  three  modes.  Each  con¬ 
figuration  of  the  MX3C  LTF  can  terminate  up  to  ten  two-way  FT3C  light¬ 
wave  service  lines  and  up  to  two  two-way  FT3C  lightwave  protection 
lines.  The  monitor  and  control  bay  lightwave  terminating  module  (LTM) 
provides  an  Interface  between  the  function  bay  modules  and  the  optical 
cable.  The  regenerators  within  the  LTM  multiplex  the  two  45  Mb/sec  In¬ 
put  signals  and  output  a  90  Mb/sec  electrical  signal.  This  signal 
drives  the  regenerator  transmitter,  which  converts  the  signal  to  an 
FT3C  lightwave  line  signal  for  transmission  on  the  fibers.  As  with  the 
LRS,  long  lengths  of  cable  are  terminated  at  the  CO  by  1 ightgulde  cable 
Interconnection  equipment  (LCIE). 

In  the  FT3C  system,  there  Is  essentially  no  difference  between 
stress  on  central  office  equipment  and  stress  on  line  repeaters.  Con¬ 
sequently,  tests  similar  to  the  line  repeater  tests  were  conducted  at 
HOL  on  CO  equipment. 

During  testing,  CO  equipment  consisting  of  a  monitor  and  control 
bay  and  a  MX3  function  bay  were  subjected  to  simulated  EMP  while  pow¬ 
ered  by  batteries.  Ore  of  the  two  major  non-recoverable  service- 
affecting  failures  that  occurred  during  the  LRS  testing  affected  the  CO 
equipment  as  well:  all  131-type  power  converters  were  again  subject  to 
deactivation  (causing  total  service  Interruptions)  when  exposed  to  even 
low-level  simulator  pulses. 

Threat-level  currents  can  enter  the  CO  equipment  ground  system 
from  the  cable  through  the  LCIE.  Because  such  currents  were  not  In¬ 
jected  Into  CO  equipment,  the  same  conclusion  can  be  drawn  here  as  was 
drawn  for  the  LRSs:  CO  equipment  with  unmodified  power  converters  Is 
vulnerable  to  HEMP-Induced  transients,  while  no  assessment  of  the  vul¬ 
nerability  of  the  modified  CO  equipment  can  be  made. 


AESOP  Induced  fields  end  Injected  threat-level  currents  did  not 
produce  any  signal  disruptions  or  service-affecting  hardware  damage 
during  testing  of  the  optical  cable  and  splice  case,  so  both  elements 
appear  survlvable  to  the  effects  of  HEMP. 

Near  threat-level  currents  were  Injected  Into  the  LCIE  with  no 
signal  disruption  or  hardware  damage  detected,  so  It  Is  likely  that  the 
LCIE  will  survive  threat-level  transients,  but  this  has  yet  to  be  veri¬ 
fied. 


Unmodified  power  converters  were  shown  to  be  vulnerable  to 
simulated  HEMP  transients.  Because  both  the  LRS  and  CO  rely  on  the 
power  converters  to  power  them,  each  must  also  be  considered  vulnerable 
to  HEMP. 

Although  modified  power  converters  were  shown  able  to  survive 
simulated  HEMP  fields,  testing  of  the  modified  power  converters  did  not 
use  a  LRS  or  CO  configuration  typical  of  those  In  the  field;  It  Is  pos¬ 
sible,  therefore,  that  the  modified  power  converters  would  not  survive 
exposure  to  actual  EMP.  While  current  was  Injected  directly  Into  the 
LCIE  and  power  converters,  It  was  never  Injected  Into  the  LRS  or  CO 
equipment  through  an  LCIE.  These  two  problems  cause  the  survivability 
of  LRS  and  CO  equipment  to  be  Inconclusive. 

Because  of  the  demonstrated  vulnerability  of  the  power  system,  the 
entire  FT3C  multi -mode  system  must  be  considered  vulnerable  to  HEMP. 

5.3  THE  L4  AND  L5  CARRIER  SYSTEMS 

The  L4  System  was  Introduced  In  the  late  1960s  for  reliable 
high-capacity  long-haul  transmission.  L4  Is  a  solid-state  system  de¬ 
signed  to  survive  In  a  nuclear  environment  (Ref.  22).  All  cable  Is 
burled,  and  hardened  routes  have  burled  main  stations  and  repeaters. 

The  L4  System  comprises  cable,  terminal  office  equipment,  and 
three  types  of  line  repeaters:  basic,  regulating,  and  equalizing. 

Basic  repeaters  are  nominally  spaced  2  miles  apart,  regulating  repeat¬ 
ers  12  miles,  and  equalizing  repeaters  50  miles  apart.  Terminal  sta¬ 
tions  (main  stations,  central  offices)  perform  formatting  and  switching 
functions,  allow  remote  control,  and  supply  power  to  repeaters;  they 
may  be  attended  or  unattended,  and  can  be  spaced  up  to  150  miles  apart. 

The  L4  System  was  retrofitted  over  L3,  Introduced  In  1953  with  12 
coaxial  tubes  and  9,300  two-way  voice  channels,  which,  In  turn,  had 
been  retrofitted  over  L2.  In  addition  to  carrying  more  tubes  per 
sheath,  each  successive  retrofit  multiplexed  higher  frequencies  and  cut 
the  previous  nominal  repeater  spacing  In  half,  for  example,  from  4 
miles  In  L3,  to  2  miles  In  L4. 

The  first  commercial  use  of  L5  was  In  1974.  L5  was  planned  for 
the  relief  of  coaxial  and  radio  systems  along  major  north-south  and 
east-west  corridors  In  Intercity  networks  (Ref.  20).  The  L5  system  is 
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retrofitted  on  L4,  and  has  basic  repeaters  every  mile.  Main  stations 
perform  the  same  functions  as  L4  main  stations,  but  must  be  spaced  75 
riles  apart  or  less. 


A  high-level  block  diagram  of  system  terminal  equipment  Is  shown 
In  Exhibit  5-17.  Main  station  equipment  Includes  transmitting  and  re¬ 
ceiving  equalizing  repeaters  and  multiplexing  equipment  for  customer 
message  formatting  and  amplification.  Additionally,  main  station  L4 
and  15  equipment  performs  automatic  protection  switching,  remote  mon¬ 
itoring  and  control,  fault  location,  and  power  supply. 

5.3.1  EUR  Effasts 

L4  trunks  generally  are  3-1nch  shielded  cable  carrying  20  coaxial 
tubes  and  52  Interstitial  service  pairs.  Each  coaxial  tube  carries  six 
frequency-multiplexed  master  groups,  l.e.,  3,600  one-way  voice  chan¬ 
nels;  each  pair  carries  3,600  two-way  (full-duplex)  voice  channels.  Of 
the  20  tubes,  one  pair  Is  spare  and  nine  pairs  are  used,  supplying 
32,400  two-way  message  channels  per  sheath.  Exhibit  5-18  snows  a  typi¬ 
cal  L4  cable. 
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EXHIBIT  5-17.  Simplified  Block  Diagram  Of  14  Terminal  Equipment. 

L5  multiplexes  three  full-duplex  jumbogroups  (each  comprising  six 
mastergroups)  per  coaxial  pair.  When  new  cable  Is  laid,  It.  contains  22 
tubes  (two  are  still  spare)  supplying  a  total  108,000  two-way  voice 
channels  per  sheath. 
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Trunk  cable:  WECo  "COAX-20",  burled,  pressurized  with  dry  air. 

Standard  coaxial  line:  0.1"  copper  conductor  Insulated  from  0.375" 
cylindrical  conductor  of  0.012"  copper  tape  seamed  lengthwise. 
Outer  conductor  wrapped  In  one  or  two  0.006"  steel  tapes  for  added 
strength  and  H  field  shielding. 

Completed  trunk  cable  core  (Including  core  pairs,  Inner  eight  coaxials, 
Interstice  pairs,  outer  12  coaxials,  two  units  of  wire  pairs, 
Interstice  single  wires,  paper  wrapping):  2.13"  diameter. 

Inner  polyethylene  jacket:  0.075"  thick. 

Outer  paper  wrap  (heat  barrier):  spirally  wound,  thickness  0*005". 

Lead  (Pbj  sheath:  Thickness  0.112",  conductivity  Is  4.5  x  10B  mho/m. 

Outer  polyethylene  jacket:  0.079"  thick  black  polyethylene,  dielectric 
constant  Is  2.3. 

Total  cable  outer  diameter:  2.972." 


EXHIBIT  5-18.  Typical  L4  Cable  Characteristics. 


In  addition  to  the  6  and  18  mastergroups  that  L4  and  L5  trunks 
respectively  carry,  they  carry  line  pilot  signals,  equalizer  test  and 
remote  control  adjustment  signals,  line-switching  signals,  command  car¬ 
rier  signals,  and  monitoring  oscillator  signals.  Diagrams  of  14,  15 
system  frequency  allocation  are  shown  In  Exhibit  5- 19(a)  and  (b). 

If  L  cables  were  exposed  to  EMP,  major  concerns  would  be  similar 
to  those  for  T1  cable:  direct  damage  from  large  currents,  diffusion 
currents  on  signal  conductors,  and  high-frequency  coupling  to  exposed 
cable.  However,  there  are  a  few  differences.  Since  L  systems  are  ana¬ 
log  and  repeaters  actually  amplify  signals,  the  potential  amplification 
of  high-frequency  HEMP-Induced  suraes  Is  a  concern.  Additionally, 
lower- frequency  surges  could  sum  alona  entire  150-mile  lengths,  since 
repeater  ac  power  Is  sent  along  signal  lines  and  power  separation  fil¬ 
ters  are  designed  to  pass  low  frequencies  along  the  line. 

In  general,  L4  cables  are  well -protected  against  direct  coupling 
and  Its  effects.  There  are  no  splice  cases  at  repeaters;  signal  lines 
In  14  are  much  less  apt  to  be  exposed  to  sheath  currents  than  signal 
lines  In  twisted  pair  cables  or  In  Tl,  for  example.  All  lines  are 
burled. 

On  some  routes,  guard  wires  are  curled  with  the  cables;  guard 
wires  are  two  0. 165-Inch  diameter  wires,  10  inches  apart  and  24  Inches 
above  the  cable.  The  purpose  of  these  wires  Is  to  protect  cables  from 
direct  lightning  strikes.  The  cables  are  better  conductors  and  carry 
90  percent  of  Induced  currents  at  frequencies  above  10  kHz  (rise  times 
less  than  25  /is),  where  most  HEMP  energy  Is  radiated. 

5.3.2  EUP  Effects  Qn  Repeaters 

Over  a  4,000-mile  route,  signal  loss  is  120,000  dB  In  L4  cable  at 
nominal  L4  frequencies.  The  14  system  is  designed  to  deliver  signals 
to  within  +  3  dB  amplitude  for  all  circuits.  Amplification  of  the  sig¬ 
nal  is  a  complex  task  and  must  be  well  controlled.  Control  of  the  sig¬ 
nal  levels  Is  accomplished  by  three  types  of  repeaters.  The  basic  re¬ 
peater  Is  a  plug-in  unit  with  a  shaped  gain-frequency  characteristic 
that  compensates  for  two  miles  of  0. 375-Inch  coaxial  cable  loss  at 
55  F.  A  regulating  repeater  performs  the  basic  repeater  function  and 
provides  gain  regulation  to  compensate  for  changes  In  cable  loss  due  to 
variations  In  soil  ambient  temperature.  An  equalizing  (mid-span)  re¬ 
peater  performs  the  regulating  repeater  functions  and  provides  equaliza¬ 
tion  across  the  L4  band  using  six  networks  whose  characteristics  can  be 
varied  remotely  by  commands  from  a  main  station  control  center. 

Each  repeater  has  power  separation  filters  ^PSFs),  a  Zener  diode 
for  constant  voltage  drop,  and  an  amplifier  circuit.  The  PSFs  supply 
dc  power  to  the  amplifiers  and  divert  frequencies  below  70  kHz  from 
amplification.  A  preamplifier,  which  accepts  frequencies  over  100  kHz, 
and  a  power  amplifier  amplify  the  analog  signal,  and  are  separated  by 
Line  Build-Out  units  (LBOs).  LBOs  are  passive  lossy  networks  that 
mimic  cable  losses;  they  are  Inserted  (In  0. 1-mile  Increments)  when 
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EXHIBIT  5-19.  L  System  Frequency  Allocation. 


5-30 


I 

I 

I 

I 

B 


g 

8 

B 


cables  are  shorter  than  nominal,  A  block  diagram  of  a  basic  repeater, 
showing  the  power  separation  filters,  is  shown  In  Exhibit  5-20.  Typ¬ 
ical  repeater  layout  according  to  function  is  shown  for  14  and  L5  In 
Exhibit  5-21. 
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EXHIBIT  5-20.  Simplified  Schematic  Of  14  Basic  Repeater. 


In  general,  L4  repeaters  (In  and  out  of  main  stations)  are  well 
protected.  Transient  protection  and  transformers  exist  on  all  Inter¬ 
face  circuitry.  Repeaters  have  heavy  aluminum  cases,  and  are  Installed 
In  manholes.  Protective  grounding  circuits  may  also  exist  at  repeater 
sites. 

Because  of  the  configuration  of  the  150-mile  repeater  power  supply 
loop,  repeaters  near  the  ends  of  the  loop  operate  at  high  potentials 
with  respect  to  ground.  This  makes  high  potential  surges  an  even  great¬ 
er  concern.  L  systems  do  not  use  TPOs  on  signal  lines  (which  also 
carry  repeater  power);  lines  terminate  In  the  repeater  power  separation 
filter,  which  Is  exposed  directly  to  diffusion  currents.  Nonetheless, 

14  repeaters  are  designed  to  withstand  Induced  EMP  surges,  especially 
along  hardened  routes--a  requirement  that  may  have  had  the  greatest  In¬ 
fluence  on  repeater  physical  design  and  circuit  design. 
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EXHIBIT  5-21  L  System  Repeater  Spacing, 


The  low-pass  PSF  has  Its  break  point  at  70  kHz  In  line  repeaters 
and  40  kHz  in  main  office  repeaters.  High-frequency  signals  are  sent 
to  the  preamplifier  Input  filter,  a  high-pass  filter  with  Its  break 
point  at  100  kHz  In  line  repeaters  and  45  kHz  In  office  repeaters.  Low- 
frequency  signals  are  passed  to  the  power  supply  circuit  and  directly 
to  the  repeater  Zener  diode.  Thus,  pulse  components  below  100  kHz 
could  stress  the  diode  and  the  preamplifier  filter,  but  they  will  not 
be  amplified. 

Pulses  entering  through  the  output  terminals  are  similarly 
filtered  and  passed  to  the  power  amplifier  output.  The  preamplifier 
Input  and  power  amplifier  output  are  well -protected;  the  preamplifier 
input  has  a  transformer  and  surge  protection  diodes,  and  the  power  am¬ 
plifier  output  has  a  transformer  and  an  RLC  filter  (Ref.  23).  At 
20  MHz  the  pre-amplifier  has  a  gain  of  6  to  17  dB,  the  power  amplifier 
a  gain  of  18  to  20  dB  (Ref.  23). 


Protective  silicon  diodes  are  Installed  across  both  the  primary 
and  secondary  windings  of  the  preamplifier  Input  transformer.  The  pre 
amplifier  first  stags  transistor  would  ba  damaged  If  exposed  to  too 
much  voltage  drop;  the  protection  diodes  are  designed  to  limit  voltage 
spikes  to  a  swing  of  2  V  peak-to-peak  for  any  type  of  transient,  In¬ 
cluding  EMP. 


This  combination  of  repeater  protection  has  proved  effective 
against  short  circuits,  lightning,  and  800  V,  60  Hz  power  fault  tran- 
slants.  Before  deployment  In  L4  systems,  repeaters  are  tested  with 
transients  peaking  at  2  kV  In  10  jx s  with  up  to  a  millisecond  duration 
Injected  onto  Input  and  output  terminals. 

Repeater  cases  are  thick  aluminum,  which  Is  an  effective  shield. 
Cases  and  cables  are  grounded  on  a  ground  bus,  which  runs  to  a  periph¬ 
eral  ground  of  0. 75-Inch  bonded  copper-weld  rods  burled  around  the  man¬ 
hole.  At  the  repeaters  and  all  along  the  cable,  signal  conductors  see 
an  estimated  6,000  fl  Impedance  to  their  return  (the  coaxial  tubes),  es¬ 
sentially  an  open  circuit  compared  with  their  75  Q  source  Impedance. 
Thus,  they  are  essentially  150-mlle  conductors  with  a  continual  open 
circuit  to  ground.  The  outer  coaxial  tubes,  on  the  other  hand,  are 
bonded  to  tne  lead  (Pb)  sheath  at  each  repeater,  effectively  grounding 
them  every  two  miles.  Additionally,  cables  are  laid  inside  steel  pipe 
for  30  feet  as  they  approach  a  repeater  on  each  end. 

These  are  good  bonding  practices,  as  outlined  In  Chapter  4. 
Extremely  high  surge  currents  might  reflect  somewhat  from  the  ground 
bus  onto  coaxial  tubes,  but  would  not  be  significantly  propagated  down 
the  line.  Ringing  that  couples  onto  signal  lines  would  either  be 
damped  by  amplifier  transformers  (if  high-frequency)  or  attenuated  by 
the  150-mlle  Isolated  signal  lead  Itself  (If  low-frequency). 

Bulk  current  Injected  onto  the  trunk  sheath  was  1,460  A,  somewhat 
less  than  the  2  kA  that  might  couple  to  burled  cable.  Free-fleld  Illum¬ 
ination  levels  of  all  equipment  were  up  to  80  kV/m,  much  higher  than 
the  50  kV/m  threat.  In  addition,  equipment  was  exposed  to  repetitive 
pulses  of  free-fleld  Illumination  and  current  Injection,  spaced  0.5  /is 
apart,  to  simulate  multiple  HEMP  events. 

Thus  far,  the  coupling  of  transient  fields  to  trunk  sheaths  and 
the  Integration  of  diffused  currents  over  long  lines  have  been  dis¬ 
cussed,  Including  attenuation  by  repeater  transformers,  but  Ignoring 
repeater  action.  In  the  L4  System,  there  Is  also  concern  about  the 
propagation  and  amplification  of  high-frequency  (above  100  kHz)  surges 
down  the  line. 

Such  limiting  action  causes  a  burst  of  noise  to  be  propagated 
through  the  system.  In  tests,  this  noise  was  enough  to  cause  temporary 
loss  of  signal  to  the  next  repeater  In  line,  but  did  not  cause  any 
damage.  Since  any  amplification  of  this  noise  would  be  attenuated  by 
the  next  Interrepeater  cable  length,  PSF,  and  preamplifier  Input  fil¬ 
ter,  It  Is  concluded  that  high-frequency  noise  may  be  spread  over  time, 
but  It  will  not  be  amplified  above  the  level  seen  at  a  single  repeater. 
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5.3.3  EMP  Effects  On  Central  Off lea  Equipment 

Central  offices  perform  remote  control  of  line  systems,  protection 
switching  on  ill  transmission  trunks,  and  protective  grounding  and  shut¬ 
down  of  the  repeater  power  supply  loop. 

A  control  center,  located  only  at  certain  main  stations,  Is 
attended  and  allows  performance  of  remote  temperature  and  oaln  sensing, 
adjustment  of  equal  Iters,  problem  location,  and  Interrogation  and  con¬ 
trol  of  other  (slave)  main  stations,  which  need  not  be  attended.  As  an 
example,  problem  location  might  be  conducted  by  remotely  turning  on 
test  oscillators  present  In  each  equalizer  and  monitoring  oscillators 
present  In  each  repeater.  Signal  levels  would  be  displayed  In  a  spec¬ 
trum  analyzer  at  the  control  eenter,  and  amplifier  gain  deviations 
would  be  pinpointed. 

Automatic  protection  switching  occurs  at  each  main  station, 
staffed  or  unstaffed.  When  a  line  pilot  used  for  primary  frequency 
synchronization  or  repeater  gain  regulation  deviates  from  preset 
levels,  all  circuits  on  that  coaxial  tube  are  switched  onto  the  standby 
pair  at  the  receiving  end,  and  a  line  protection  switching  tone  Is  sent 
to  the  transmitting  end.  Any  upset  In  the  line  pilot  tone  causes  the 
Line  Protection  Switching  System  (LPSS)  to  switch  the  standby  pair  of 
coaxial  tubes  Into  the  transmission  path. 

Main  stations  contain  high-voltage  dc  converters  that  furnish 
power  to  line  repeaters  over  the  center  conductor  of  the  coaxial  lines 
and  to  other  remote  equipment  over  the  Interstitial  lines.  A  line  re¬ 
peater  loop  (two  main  terminals  and  all  of  the  line  repeaters  between 
them)  Is  powered  from  both  ends,  with  one  end  grounded  and  one  end 
floating.  The  potential  drop  along  each  long  line  Is  symmetric  with 
respect  to  ground,  one  end  positive  and  one  negative.  In  L4  the  long- 
line  drop  over  180  miles  Is  3,600  V,  maintaining  520  mA  dc;  In  L5  the 
drop  over  75  miles  Is  1,150  V,  maintaining  910  mA. 

Induced  sheath  currents  or  earth  potential  gradients  can  cause 
dangerously  high  voltages  at  the  floating  and  of  the  loop,  so  a  protec¬ 
tive  earth  grounding  circuit  Is  tied  to  floating  ground.  A  block  dia¬ 
gram  of  the  L4  repeater  power  supply  loop  Is  shown  In  Exhibit  5-22,  and 
simpler  block  diagrams  of  the  grounding  protection  are  shown  for  L4  and 
L5  In  Exhibit  5-23(a)  and  (b). 

As  mentioned  In  the  previous  section,  surge  transients  at  COs 
would  be  equivalent  to  those  expected  at  repeaters  at  the  ends  of  a 
150-mile  segment. 

On  each  L4  signal  line  entering  a  main  station  building,  surge 
protection  or  regulator  diodes  and  a  spark  gap  are  provided.  Typical 
spark  gaps  used  are  Western  Electric  (WECo)  type  98,  111,  or  123  carbon 
blocks.  As  part  numbers  ascend,  these  carbon  blocks  are  built  to  carry 
more  current;  plant  engineers  choose  a  part  based  on  experience  with 
transient  problems  In  their  areas.  Special  high-current  protectors, 
such  as  WECo  1J8,  may  be  Installed  where  severe  power-fault  transients 
could  couple  to  signal  lines. 
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EXHIBIT  5-22.  L4  Repeater  Power  Supply  Loop  Block  Diagram. 


Firing  tests  of  the  typical  spark  gaps  In  use  on  L4  lines  were 
conducted  at  Bell  Labs.  (Data  are  from  Reference  22.)  Two  pulse  types 
were  tested.  The  first  rose  to  peak  In  4  /as ;  In  two  series  of  tests, 
the  mean  and  standard  deviation  firing  voltages  were  610  t  70  V  and  780 
±  140  V.  The  second  pulse  was  the  10  fit  x  1,000  fit  pulse  that  repeat 
ers  are  tested  with;  the  observed  firing  voltage  was  700  ±  75  V.  For 
all  tests  combined,  the  average  delay  (charging  of  the  carbon  blocks) 
was  7  ns  to  40  ns  at  voltages  near  the  threshold  (representing  the 
worst  case),  and  5  to  7  ns  at  high  voltages  up  to  2,000  V.  From  these 
tests,  It  Is  apparent  that  all  current  In  the  pulse  for  at  least  the 
first  few  nanoseconds'  vlll  be  passed  on  the  lines  directly  Into  equip¬ 
ment  leads. 


As  mentioned,  there  Is  a  protective  circuit  on  the  repeater  power 
loop  floating  ground  point  to  protect  against  Induced  surges  and  earth 
potentials.  A  schematic  and  listing  of  the  operational  limits  of  this 
circuit  are  shown  In  Exhibit  5-24.  Central  offices  have  additional 
threats  to  this  power  supply  loop,  particularly  from  magnetohydrody¬ 
namic  EMP  (MHD  EMP).* 

Shutdown  of  the  power  loops  through  the  protective  grounding 
circuit  or  the  power  converters  Is  not  a  failure;  It  Is  a  protective 
loss  of  power  that  requires  manual  Intervention.  Personnel  at  the  two 
central  offices  would  have  to  be  In  communication  to  raise  the  four 
power  converters  to  operational  level  In  tandem.  This  communication 
normally  takes  place  over  order  wires,  the  two  groups  of  wires  that  run 
In  L4  cables  near  the  outer  sheath  In  place  of  coaxial  tubes  (see  the 
14  cross-section,  Exhibit  S-18). 

Communication  between  PSN  personnel  Is  voice  frequency  analog 
repeated  at  the  equalizing  repeaters  only  (In  separate  amplification 
circuits  from  signal  amplifiers  at  the  repeaters). 
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EXHIBIT  5*24,  Schematic  And  Limits  Of  Power 

Loop  Protective  Grounding  Circuit. 


*  MHO  EMP  results  In  an  Induced  potential  over  the  surface  of  the 
Earth  and  is  a  natural  corollary  to  HEMP. 


The  second  potential  problem  Is  firing  of  spark  gaps  on  the 
separate  amplifier  power  supply  lines,  latch-up.  and  blowing  of  the 
fusts.  This  would  mean  that  power  to  the  150-mlle  loop  of  14  signal  re 
pesters  could  not  be  restored  unless  personnel  could  communicate  over 
other  routes,  or  replace  the  fuses  In  the  field. 
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In  addition  to  the  cable  current,  direct  Illumination  and  earth 
potential  stresses,  current  will  be  carried  to  14  COs  along  other 
building  penetrations  as  described  In  Chapter  4.  Some  analytically 
predicted  levels  (Ref.  24)  are  listed  In  Exhibit  8-25. 

A  typical  L4  system  Is  sometimes  considered  to  be  a  link  In  a 
hardened  route.  Along  such  a  route,  cable  Is  hardened  to  sustain 
180  psl  overpressure  from  blast,  repeaters  to  sustain  80  pel ,  and  COs 
10  psl.  From  Information  available  on  construction  and  Installation 
practices  along  such  routes,  a  typical  system  as  a  whole  appears  to  be 
wall -protected.  Neither  conducted  stresses  on  penetrators  nor  direct 
Illumination  fields  are  expected  to  cause  failures.  This  expectation 
Is  consistent  with  test  resultsi  no  tested  L4  component  has  been  de¬ 
termined  to  fall  at  full  stress  levels.  The  most  serious  problems  ob¬ 
served  have  been  power  or  transmission  outages  for  a  half  second,  and 
power  loop  automatic  protection  shutdown,  requiring  manual 
Intervention. 
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EXHIBIT  5-25.  Analytically  Predicted  Penetrator  Currents. 


Long-haul  transmission  systams  frequently  use  llne-of-slght 
microwave  radio.  It  was  estimated  In  1977  that  60  percent  of  the 
circuit-miles  In  the  AT&T  toll  network  were  microwave  links  (Ref.  20). 

Radio  systems,  like  cable  transmission  systems,  are  made  up  of 
switching  and  signaling  equipment  In  central  offices,  and  repeater 
sites  for  amplification  on  long-haul  lines.  A  microwave  radio  link 
junction  consists  of  a  structural  steel  tower  holding  transmitting  and 
receiving  antennas,  waveguides  that  run  down  the  tower  to  a  building, 
and  Interface,  protection,  modulation,  and  multiplexing  equipment  (or 
the  Inverse)  Inside  the  building. 

The  most  common  radio  systems  In  the  PSN  are  Frequency  Division 
Multiplexed  •  Frequency  Modulation  (FDM-FM)  systems,  which  carry  analog 
signals  In  the  GHz  frequencies.  The  most  Important  of  these  are  the  TO 
Systems,  notably  TD-2.  TD-2  uses  vacuum-tube  technology,  multiplexes 
1,500  circuits  per  radio  channel  on  vertically  and  horizontally- 
polarized  beams  (with  Interstice  channels  of  the  other  polarization), 
and  uses  horn  reflector  antennas.  Frequency  range  Is  3.7  to  4.2  GHz; 
average  repeater  spacing  Is  26  miles  and  Is  decreasing  (as  circuits  per 
channel  Increase).  The  solid-state  version,  TD-3,  Is  replacing  TD-2  on 
an  evolutionary  basis. 

Another  class  of  FDM-FM  analog  systems  are  the  TH  systems,  notably 
TH-1.  It  transmits  over  the  5.923  to  6.425  GHz  range,  but  Is  otherwise 
similar  to  the  TO  systems.  TH-3,  the  solid-state  version,  Is  similarly 
replacing  existing  TH-1  systems.  TH-3  Is  expected  to  carry  up  to  2,400 
circuits  per  radio  channel. 

Other  bands  exist  centered  around  11  and  18  GHz,  but  the  higher 
frequencies  are  more  problematic.  The  11  GHz  band  Is  limited  to  short- 
haul  traffic,  but  links  can  be  used  as  extensions  In  congested  areas  or 
as  stand-by  protection  routes.  New  technology  Is  evolving  here  at  high¬ 
er  frequencies,  In  SSB  (single  side-band)  radio,  and  In  data  transmis¬ 
sion  at  lower  frequencies. 

As  mentioned,  equipment  Is  housed  In  ordinary  buildings  near  the 
microwave  tower.  Radio  transmitters  and  receivers  are  usually  located 
as  close  to  the  tower  as  possible  to  minimize  waveguide  losses,  and, 
consequently,  there  may  be  up  to  another  1,000  feet  of  coaxial  cable 
leading  to  multiplex  equipment  terminals. 

Similar  to  cable  systems,  FM  systems  Include  protection  switching 
In  event  of  equipment  failure.  Protection  (Idle)  channels  can  be 
switched  Into  the  normal  transmission  path.  In  addition,  patch  bays 
are  located  at  end  stations  (main  stations)  for  restoration  and  routing 
flexibility. 


5.4.1 


The  analysis  of  penetration  stream  entering  a  building  from  the 
mlcr  /wave  tower  and  waveguide  run  was  discussed  In  Section  4.3.4.  A 
worst-case  assessment  determined  that  6  kA  peak-to-peak  EMP  currents 
are  expected  at  the  waveguide  point  of  entry  Into  a  building.  Rise 
times  of  100  to  400  ns  for  typical  tower  heights  In  the  Bell  system  are 
expected.  The  rate  of  rise  of  current  for  the  worst  case  Is  thus  deter¬ 
mined  to  be  60  A/ns.  Typical  lightning  transients  expected  by  radio 
station  designers  are  10  kA  tower  currents  with  1  us  rise  times 
(Ref.  28} .  The  rate  of  rise  In  this  case  Is  10  A/ns,  which  Is 
comparable  to  the  EMP  rate  of  rise. 

The  applied  practice  of  bonding  and  grounding  waveguides  and  ac 
power  conduits  at  the  building  entrance  to  external  and  Internal  ring 
grounds  provides  a  significant  reduction  In  transients  on  penetrators. 
Testing  (Ref.  8)  has  shown  that  for  signal  leads  within  10  feet  of  the 
peneti*ator  (near  zone),  Induced  signals  can  be  reduced  by  46  dB  or  more 
using  this  practice.  For  leads  that  are  farther  away  than  10  feet  (far 
zone),  Induced  transients  can  be  reduced  by  more  than  65  dB.  The  tran¬ 
sient  currents  expected  In  this  case  are  3  A  and  34  A  on  leads  In  the 
far  and  near  zones,  respectively.  In  particular,  the  coaxial  communi¬ 
cation  cable  (In  the  near  zone)  connecting  the  waveguide  to  the  radio 
bays  can  carry  over  30  A.  Such  large  currents  require  waveguides  and 
coaxial  cables  extending  10  feet  or  more  Inside  a  large  station  have 
multiple  grounds  Inside  the  building.  They  should  also  be  multiply 
grounded  at  all  entrances  to  equipment  rooms. 

Power  line  leads  are  also  expected  to  produce  about  1  A  of  Induced 
current  (see  Section  6.2.2}  at  radio  equipment  leads.  Other  penetra¬ 
tors  such  as  water  pipes,  sewer  pipes,  fuel  lines,  and  conduits  for  ex¬ 
ternal  lighting  are  not  expected  to  contribute  much  current,  since 
these  penetrations  are  usually  not  routed  near  equipment  bays. 

Diffusion  fields  are  also  expected  to  Induce  significant  Interbay 
currents  as  discussed  briefly  In  Section  4.4.  Simulated  HEMP  tests 
have  been  conducted  by  Bell  Labs  on  TD-Z  microwave  relays  at  several 
sites  (Refs.  26,  27,  28).  The  microwave  terminal  equipment  tested 
Includes  TD-2  radio  bays,  protection  switching  circuits,  and  multl- 
plaxer/demultlplexer  subsystems.  Exhibit  5-26  lists  the  test  sites 
used  In  these  studies. 


5.4.2  System  Response  to  HEMP 

The  assessment  of  the  survivability  of  microwave  systems  requires 
a  consideration  of  penetration  currents  coupling  to  radio  equipments, 
multiplexers,  and  protection  switching,  as  well  as  diffusion  coupling 
from  direct  Illumination.  The  present  test  data  base  Indicates  that 
the  TD-2  microwave  equipment  Is  survlvable  to  direct  Illumination  to 
HEMP  fields  of  50  kV/m.  However,  this  testing  did  not  simulate  the 
direct  penetration  current  expected  from  the  tower  and  waveguide.  Al¬ 
though,  the  currents  Induced  by  direct  Illumination  are  less  than  2  A, 
penetration  currents  (due  to  tower  transients)  can  be  30  to  40  A.  This 
suggests  that  the  total  stress  on  microwave  equipment  will  be 
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substantially  greater  than  levels  tested  to  date.  Actual  stress  levels 
at  particular  sites,  of  course,  are  dependent  on  placement  of  equipment 
racks  (near  or  far  zone)  and  intarlor  routing  of  other  conductors 
(l.e.,  power  lines,  telephone  lines,  AM/FM  antennas).  Tests  performed 
aurlng  the  PREMPT  (Ref.  45)  program  provided  some  data  concerning  dam¬ 
age  thresholds  for  some  typical  radio  and  multiplex  equipment  ranging 
from  9  A  to  110  A. 

In  summary,  test  data  Indicate  that  TD-2  microwave  systems  are  not 
vulnerable  to  permanent  damage  from  direct  Illumination  or  diffused 
fields.  The  dominant  conducted  stress  (potentially  damaging)  would 
most  likely  occur  from  tower  transients.  However,  the  abundance  of 
microwave  and  radio  towers  In  the  PSN  and  relatively  frequent  occur¬ 
rence  of  llghtnlno  transients  has  led  to  design  practices  (l.e.,  bond¬ 
ing  and  grounding)  that  mitigate  these  surges  which  have  rates  of  rise 
comparable  to  that  of  HEMP,  It  Is  Inferred  that  TD-2  systems  are  there¬ 
fore  survlvable  to  HEMP  conducted  and  diffuse  transients. 
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6.0  SWITCHING  SYSTEMS 


Two  of  the  switching  systems  Identified  as  critical  assets  In 
Chapter  3.0  are  reviewed  In  this  section:  5ESS  and  4ESS  switches. 

This  chapter  analyzes  the  expected  EMP  response  of  both  of  these 
switches.  In  this  analysis  the  following  EMP  Issues  and  associated 
practices  are  discussed: 

.  EMP  shielding  effectiveness  of  building  construction  and  ex¬ 
pected  field  levels 

.  EMP- Induced  surges  on  power  lines  and  communication  cables  and 
the  effect  of  these  surges  on  Interface  equipment  to  the 
switch 

.  EMP  penetrations  through  ground  systems. 

The  next  section  describes  the  central  office,  with  emphasis  on  the  EMP 
stress  levels  for  these  switching  systems.  The  remaining  sections  de¬ 
scribe  In  detail  the  effects  of  EMP  on  each  switching  system. 

6.1  CENTRAL  OFFICE  STRESS  LEVELS 

Assessment  of  the  survivability  of  switching  equipment  requires  the 
determination  of  the  stresses  due  to  the  diffusion  field  (zone  1)  and 
the  conducted  stresses  on  external  penetrators  (cables,  water  pipes, 
antennas,  towers,  etc.).  The  sum  of  all  of  these  stresses  Is  used  as 
the  composite  stress  for  a  worst-case  assessment. 

6.1.1  Elald  Lmls 

Since  the  advent  of  the  electronic  switch,  plant  designers  have 
recognized  the  need  to  provide  a  quiet  electromagnetic  environment  for 
the  switch  and  associated  equipment.  In  an  urban  environment,  th<s  Is 
typically  provided  by  the  use  of  electromagnetic  shielding  and  filters 
on  power  lines  to  reduce  the  electromagnetic  Interference  from  radio 
frequency  (RF)  sources.  Switching  sites  located  away  from  metropolitan 
area,  however,  may  be  In  quiet  electromagnetic  environments,  and  re¬ 
quire  little  shielding.  Most  central  offices  In  the  PSN  are  of  this 
latter  type,  although  there  Is  a  trend  toward  Increasing  levels  of  RF 
Interference  In  both  urban  and  rural  areas.  AT&T  standards  and  prac¬ 
tices  indicate  that  these  buildings  are  normally  constructed  In  one  of 
three  ways  (as  discussed  In  Sections  4.3,  4.4.3):  (1)  reinforced  con¬ 

crete,  (2)  pre-formed  concrete,  and  (3)  cinder  block  with  brick  veneer 
facing. 

The  high-altitude  EMP  threat  presents  a  peak  electromagnetic  field 
of  about  50  kV/m.  Given  this  external  field,  Exhibit  6-1  presents  the 
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field  environment  Inside  zone  1  «s  •  result  of  shielding  provided  by 
the  three  types  of  construction.  For  example,  a  reinforced  concrete 
building  could  reduce  the  fields  In  zone  1  to  about  ISO  V/m. 


I  m  id  Vim  too  Vim  i  kV/m  to  kVm 


NOMOGRAM  FOR  INTERNAL  ELECTRIC 
FIELO  ENVIRONMENTS 
{ZONE  1) 

ASSUMED  50  kWm  EMP  ENVIRONMENT 


EXHIBIT  6-1.  Building  Shielding  Effectiveness. 


At  some  central  offices,  additional  shielding  Is  required  because 
of  EMI  considerations.  This  added  shielding  may  be  provided  by  Inter¬ 
nal  shields  In  the  form  of  conductive  screens  Inside  the  plant  walls, 
screen  rooms  for  equipment,  or  shielded  cabinets  for  sensitive  elec¬ 
tronics.  These  shielding  practices  are  not  a  standard  procedure,  but 
are  usually  Incorporated  Into  building  design  and  modification  as  op¬ 
tions,  depending  on  site  location  and  circumstances.  For  example,  if  a 
switching  system  Is  to  be  located  near  an  airport  with  radar  and  air 
traffic  control  equipment  that  radiates  high  electric  fields,  equipment 
may  be  placed  Inside  a  screen  room  to  protect  It  from  this  Interfer¬ 
ence. 

Internal  shielding  can  be  very  effective  In  reducing  diffused  field 
EMP.  Some  estimates  of  the  shielding  effectiveness  of  Internal  shield¬ 
ing  are  (Ref.  14) : 
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Screen  room  (60  dB) 

.  Wire  screens  (20  dB) 

.  Inadvertent  shielding  (possibly  6  to  10  dB). 

Inadvertent  shielding  arises  from  the  standard  practice  of  placing 
switches  near  the  building  center  where  other  metallic  equipment  such 
as  cable  trays,  water  pipes,  and  heat  ducts  may  shield  the  switch. 
Another  form  of  Inadvertent  shielding  Is  due  to  the  frames,  cabinets, 
and  equipment  racks  of  the  switch,  resting  of  a  1ESS  at  the  Apache 
Junction  Autovon  Station  (Ref.  26)  with  a  parallel  plate  Illuminator 
showed  that  6  ns  rise  time  fields  of  35  kV/m  were  attenuated  15  to 
20  dB  with  rise  times  slowed  to  greater  than  80  ns.  The  resultant 
effect  Is  similar  to  that  of  a  lossy  low-pass  filter.  Various  polarize 
tlons  were  also  Injected  Into  the  switch  area  and  Indicated  negligible 
variation  In  the  responses.  In  addition,  fields  shielded  by  building 
construction  are  randomly  polarized. 

Tests  at  Apache  Junction  and  Fargo  microwave  stations  measured  the 
building  transfer  functions  (shielding  effectiveness),  where  Apache 
Junction  had  a  2  ps 1  overpressure  construction  and  Fargo  had  a  0.5  psl 
overpressure  construction  (see  Section  4.4.3).  Since  shielding  effec¬ 
tiveness  Is  a  function  of  frequency,  the  measurements  were  made  over  a 
wide  range  of  frequencies  (100  kHz  to  70  MHz).  The  minimum  shielding 
observed  at  each  site  was  25  dB  and  10  dB  respectively  for  electric 
fields,  and  15  dB  and  0  dB  for  magnetic  fields.  These  observations 
support  the  correlation  of  building  construction  and  shielding  effec¬ 
tiveness  (Section  4.4.3)  In  the  EMP  frequency  range. 

The  net  shielding  of  the  facility  Is  also  Influenced  by  apertures, 
which  Include  windows,  doors,  wall  seams  and  joints,  air  conditioning 
ducts,  and  other  openings  In  walls,  floors,  and  ceilings.  Apertures 
allow  additional  penetration  of  electromagnetic  fields  (see  Section 
4.4.3).  The  size  of  apertures  and  their  proximity  to  critical  elec¬ 
tronics  are  usually  reduced  to  minimize  electromagnetic  Interferences. 
Apertures  do  not  significantly  affect  the  shielding  of  switching  faclll 
ties.  Measurements  of  shielding  effectiveness  of  typical  building  con¬ 
structions  Include  the  effects  of  apertures  (Ref.  1),  hence  the  Influ¬ 
ence  of  apertures  Is  already  Incorporated  In  the  present  analysis. 

6.1.2  Pmr  Lins  Transients. IZmJI 

The  previous  sections  of  this  report  (Chapter  4)  have  presented  the 
typical  stress  values  expected  on  external  penetrations  and  the  stress 
levels  brought  Into  the  central  office  from  transmission  facilities 
(cables,  waveguides).  The  power  lines  entering  the  control  office  are 
also  significant  penetrators.  In  fact,  unshielded  aerial  power  lines 
may  result  In  4  kA  transients  at  the  power  entry  to  the  building  (see 
Section  4.2.1). 
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Power  lines  are  unique  since  they  are  often  routed  through  the 
building  In  conduit  and  are  not  exposed  Inside  a  building.  Outside  the 
building,  power  Tines  are  terminated  in  a  transformer,  reducing  the  vol¬ 
tage  to  that  required  by  the  site.  Exhibit  6-2  shows  a  typical  power 
line  termination  it  a  building.  Another  typical  configuration  Is  place¬ 
ment  of  the  line  going  to  the  weatherhead  pole  In  an  underground  con¬ 
duit. 
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TYPICAL  COMMERCIAL  POWER  PEED  AND  DISTRIBUTION 
BOUNDARY  ONE  AT  THE  MAIN  BREAKER  BOX 


EXHIBIT  6-2.  Typical  Power  Line  Termination. 


Inside  the  building,  the  power  first  passes  through  the  main 
circuit  breaker  and  then  branches  to  essential  and  nonessentlal  (l.e., 
lighting)  service  buses.  From  the  essential  service  bus,  the  power 
goos  to  a  transfer  switch  (actuated  when  power  falls),  then  to  a  fuse 
panel  and  power  distribution  board  (the  rectifiers  powering  the  facil¬ 
ity  are  fed  directly  from  this  board).  These  circuits  are  almost  al¬ 
ways  protected  from  lightning  by  the  power  company  serving  the  physical 
plant.  The  power  company  places  lightning  arrestors  (usually  carbon 
block  or  oas  tube)  at  the  transformer  on  the  load  side  of  the  power 
lines.  Also,  In  virtually  all  physical  plants,  the  telephone  company 
places  Its  own  (secondary)  lightning  arrestors  In  the  form  of  cerbon 
block  or  gas  discharge  tubes  at  the  weatherhead  or  at  the  main  breaker 
when  no  weatherhead  Is  used. 

The  coupling  through  the  transformer  does  not  take  place  by  normal 
transformer  action.  Com,r''n  mode  currents  couple  through  the 
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capacitance  between  the  transformer  windings  and  through  the  Inductance 
of  the  bushings  and  tha  leads  (Rtf.  29),  Since  this  coupling  effect  Is 
not  well  understood*  no  reduction  In  current  on  the  power  line  Is  as¬ 
sumed  when  passing  through  the  transformer. 

Lightning  arrestors  may  also  affect  the  Incoming  surge*  though 
Insufficient  data  are  available  about  thfclr  effectiveness  in  limiting 
the  fast-rising  EMP  transients.  This  Is  especially  true  for  carbon 
blocks  where  tne  response  time  for  "clamplno"  may  be  too  slow  to  be 
effective.  Tests  by  Bell  Labs  and  the  Stanford  Research  Institute 
(Refs.  50*  81)  on  secondary  arrestors  show  reductions  In  currents  of  6 
to  15  dB.  In  view  of  the  uncertainties  and  limited  data,  a  6  dB  re¬ 
duction  In  current  Is  assumed  when  arrestors  are  present. 

The  coupling  of  the  4  kA  signals  to  equipment  at  and  beyond  the 
rectifiers  has  been  determined  through  several  tests  (Refs.  27,  32,  and 
33).  Current  Injection  tests  were  used  to  measure  the  coupling-loss 
factor  to  transform  exterior  currents  to  Interior  load  currents.  (The 
coupling-loss  factor  Is  the  ratio  of  measured  peak  equipment  lead  cur¬ 
rent  to  peak  Injected  current.)  The  results  of  the  tests  conclude  that 
at  the  rectifiers,  a  4  kA  signal  Is  reduced  by  40  dB  (or  40  A).  For 
nonrectifier  leads,  the  coupling-loss  factor  Is  70  dB  (or  1.5  A). 

Thus,  power  lines  generally  contribute  little  to  total  Induced  lead  cur¬ 
rents  (with  the  exception  of  rectifier  leads)  In  the  buildings  tested. 

6.1.3  Ground  Shim  Tramltnti 

The  central  office  ground  Is  a  common  point  to  which  all  ground 
connections  are  made  to  avoid  potential  differences.  The  central  of¬ 
fice  ground  Is  typically  obtained  by  connection  to  the  metallic  water 
system.  Driven  ground  rods  may  be  used  In  addition  to,  or  In  lieu  of, 
tne  water  pipe.  Inside  the  central  office,  low  resistance  connections 
to  the  central  office  ground  are  provided  throughout  the  building.  The 
low  resistance  connections  are  attained  through  the  use  of  large  diam¬ 
eter  cables,  copper  or  aluminum  bars,  structural  steel,  etc.  All 
groundable  metallic  penetrators  entering  the  central  office  are  re¬ 
quired  to  be  well  bonded  to  the  central  office  ground.  All  equipment 
racks  and  other  metallic  surfaces  are  bonded  to  the  central  office 
ground.  Emphasis  Is  placed  on  maintaining  potential  equalization  be¬ 
tween  equipment  ground,  power  ground,  cable  shields,  protection  ground, 
and  the  central  office  ground. 

All  ESS  equipment  Is  to  be  bonded  to  the  central  office  ground 
using  a  single  point  ground;  all  equipment  grounds  for  the  switch  are 
electrically  Isolated  from  all  other  grounds  except  through  a  single 
pulnt.  Because  EMP  transients  will  cause  large  potential  differences 
between  points  In  the  grounding  system  due  to  Its  self-inductance, 
large  potentials  may  exist  between  pieces  of  equipment  that  are  ground¬ 
ed  to  different  points  In  the  grounding  system.  Single-point  grounding 
ensures  that  all  of  the  equipment  In  the  switch  Is  referencing  the  same 
ground  potential,  regardless  of  the  potential  between  that  point  and 
remote  earth. 


The  amplitude  of  current  transients  In  the  ground  system  are 
difficult  to  predict.  The  current*  on  ill  will* bonded  penetrators 
(e.g,,  waveguides,  will -bondid  cable  sheaths,  water  pipes,  etc.)  are 
all  Injected  Into  the  ground  system.  Portions  of  the  currents  on 
singly-bonded  penetrations  also  contribute  to  ground  system  transients. 
The  transients  on  power  lines  and  all  of  the  currents  diverted  through 
surge  protection  devices  are  placed  on  the  ground  system.  The  combina¬ 
tion  of  ell  of  these  currents  (possibly  100  kA  or  greater)  may  cause 
large  potential  differences  to  exist  between  subsystems  unless  good 
bonding  and  grounding  practices  are  used. 

6.1.4  Eflulnmant  Laad  Tranalanti 

EMP-Induced  transients  on  the  signal  leads  to  switching  system 
equipment  Include  components  arising  from  two  sources:  conducted  tran¬ 
sients  on  conductors  external  to  the  central  office  (zone  0);  and  cou¬ 
pling  to  long  conductors  Inside  the  central  office  (zone  1).  This  sec¬ 
tion  summarizes  the  procedure  for  estimating  the  transients  on  switch¬ 
ing  system  leads  based  on  these  two  effects. 

External  conductors  (both  signal  lines  and  power  lines)  are 
attached  to  various  pieces  of  Interface  equipment  before  entering  the 
switching  equipment;  The  Interface  equipment  includes  modulators/- 
demodulators,  mul 1 1  pi exers/demul tipi exers »  equalizers,  office  re¬ 
peaters,  lightning  protection  devices,  and  other  terminations.  The 
Interface  equipment  attenuates  the  transient  on  the  line,  providing 
some  amount  of  protection  for  the  switching  equipment.  However,  the 
attenuation  Is  extremely  difficult  to  predict  without  detailed  know¬ 
ledge  of  the  circuit  design  of  the  Interface  equipment,  and  few  test 
data  exist.  A  worst  case  attenuation  of  0  dB  (no  attenuation)  Is  as¬ 
sumed  unless  measured  attenuation  data  exist  for  a  particular  piece  of 
equipment.  The  transient  levels  on  transmission  facilities  are  de¬ 
scribed  In  detail  In  Chapter  5  and  are  summarized  In  Exhibit  6-3. 

These  levels  are  assumed  to  also  exist  at  switching  system  Input  leads 
that  connect  to  these  transmission  facilities. 


Transmission 

Peak 

Facility 

Current 

(App) 

T1 

15 

TD-2 

1 

EXHIBIT  6-3.  Central  Office  Stress  Levels  On  Transmission 
Facilities. 


As  seen  In  previous  sections,  coupling  to  conductors  within  the  cen¬ 
tral  office  has  two  sources:  the  EMP  fields  within  the  building  (di¬ 
rect  Illumination):  and  coupling  due  to  the  currents  Induced  on  exter¬ 
nal  conductors  tht  are  brought  Into  the  building  (penetrations).  Dif¬ 
fused  EMP  field  coupling  to  wires  within  the  central  office  Is  covered 
In  detail  In  Section  4.3  A  summary  of  the  results  Is  presented  In 
Exhibit  6-4. 


Coupling  from  penetrations  depends  on  penetrator  transients, 
ting  of  th 


routing  of  the  ptnitritlom  within  tht  building,  routing  of  tht  tqulp* 
mint  lud  of  Intirtst,  md  bonding  of  conduetori,  Howtvtr,  tht  cur- 
rtnti  Inductd  on  tht  tqulpmtnt  1  tads  n  i  risult  of  tht  ptnttritors  may 
bt  tstlmattd  band  on  txlitlng  data  batti  of  EMP  tast  rtsults  (Rtfs. 

11,  12,  and  13). 


Tht  tstlmatlon  of  currants  on  tqulpmtnt  loads  Is  a  two-stap 
proctss.  Tht  first  stop  Is  tht  tstlmatlon  of  tht  currant  Inductd  on 
tht  panatratbr.  Inductd  currants  on  typical  ptnttritors  for  a  contra! 
offlca  art  dtserlbtd  In  dotal 1  In  Chaptar  4.  Mtasurtd  coupling-loss 
factors  from  EMP  tasting  art  ustd  to  calculata  tht  Inductd  currant  on 
tqulpmtnt  load  as  a  rasult  of  tht  currant  on  tht  ptnttritors.  Tht 
coupling-loss  factor  Is  dtflntd  by  a  •  20  log  (Ip/It),  whtrt  a  Is  tht 
coupling-loss  factor,  Ip  Is  tht  ptak-to-ptak  amplltuda  of  tht  currant 
on  tht  panatrator,  and  It  Is  tht  ptak-to-ptak  amplltuda  of  tht  currant 
on  tht  tqulpmtnt  load. 


Mtasurtd  coupling-loss  factors  art  graatly  affacted  by  bonding  to 
tht  control  offlca  ground  systam  and  proximity  of  tqulpmtnt  loads  to 
tht  ptnttritors.  Panitrators  that  art  wall  bonded  to  tht  building 
ground,  Including  wavtguldts,  coaxial  cabla  shtaths,  some  aerial  cable 
sheaths,  water  pipes,  and  stwtr  pipes,  exhibit  relatively  large 
coupling-loss  factors;  unbonded  or  singly-bonded  penetritors  exhibit 
relatively  small  coupling-loss  factors.  An  example  of  a  singly-bonded 
penetrator  Is  an  unshielded  telephone  line  with  a  surge  arrestor  for 
lightning  protection.  Unbonded  ptnttritors  Include  unbonded  twisted 
pair  cables  and  commercial  radio  antennas. 


For  simplification  of  the  estimation  procedure,  the  proximity  of 
tqulpmtnt  leads  and  penatrators  Is  separated  Into  two  cases:  near  zone 
and  far  zone.  Tht  tqulpmtnt  leads  art  considered  to  be  In  the  near 
zone  If  the  switching  equipment  Is  within  3  m  of  the  penetrator.  If 
there  are  more  than  3  m  of  separation,  It  Is  considered  to  be  In  the 
far  zone. 


The  peak-to-peak  amplitudes  of  penetrator  currents  and  the  measured 
coupling-loss  factors  for  equipment  leads  are  summarized  In  Exhibit 
6-5.  The  coupling-loss  factor  for  power  lines  to  all  equipment  other 
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than  switching  system  equipment  leads  Is  70  dB.  The  coupling-loss  fac¬ 
tor  between  equipment  leads  for  all  well -bonded  penetrators  Is  45  dB 
for  the  near  zone,  and  68  dB  for  tha  fir  zone.  The  coupling-loss  fac¬ 
tor  between  equipment  leads  and  singly  bonded  penetrators  Is  36  dB  for 
the  near  zone  and  65  dB  for  the  far  zone.  The  coupl 1  no-loss  factor  be¬ 
tween  equipment  leads  and  unbonded  penetrators  Is  30  dB  In  the  near 
zone  and  65  dB  In  the  far  zone. 


EXHIBIT  6-5. 


Summary  of  Penetrator  Currents  and 
Coupling-Loss  Factors. 


The  estimated  peak-to-peak  amplitude  of  the  transient  current  on 
the  switching  system  equipment  leads  Is  the  sum  of  all  of  the  contribut¬ 
ing  affects  described  above.  For  example,  consider  a  switching  system 
located  In  a  concrete  block  central  office.  If  the  lead  of  Interest  Is 
connected  to  T1  carrier,  the  direct  contribution  from  the  external 
cable  Is  15  A  (from  Exhibit  6-3).  The  current  from  direct  Illumination 

If  the  system  Is  In  the  near  zone  of  the 
current  contribution  from  the  sheath 


Is  20  A  (from  Exhibit  6-4). 

*,  tne 


well  bonded  T1  carrier, 
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current  of  the  T1  Is  22  A  (from  Exhibit  6-5,  4  kA  decreased  by  45  dB). 
The  contribution  froi.  a  waveguide  (far  zor*e)  Is  3  A  (from  Exhibit  6-5), 
6  kA  Jecreased  by  65  dB) .  The  current  f.om  the  power  lines  Is  1  A 
(from  Exhibit  6-8) ,  4  kA  decreased  by  70  dB),  Final ly,  the  current 
Induced  by  the  water  line  that  enters  the  building  (far  zone)  Is  0,6  A 
(from  Exhibit  8-5) *  1  kA  decreased  by  65  dB).  The  estimated  total 
transient  on  the  signal  leads  Is  the  sum  of  each  of  these  components, 
or  62  A,  peak-to-peak. 


The  5ESS  switch  Is  a  time-division,  digital  switching  system, 
consisting  of  a  complex  combination  of  hardware  and  software.  There 
are  three  major  hardware  components  of  a  BESS  switch:  the  Administra¬ 
tive  Module  (AM),  the  Communications  Module  (CM),  and  the  Switching 
Module  (SM).  A  block  diagram  of  a  5ESS  switch  Is  shown  In  Exhibit  6-6 1 
the  exact  configuration  is  customized  to  meet  tho  requirements  of  each 
particular  office. 

AM 

Centre! 

1  Processor 


manna 


EXHIBIT  6-6.  Functional  Diagram  Of  The  5ESS  Switching  System. 


*  Significant  portions  of  this  section  are  drawn  from  NCS  TIB  86*3 
entitled  "Nuclear  Weapons  Effects  Studies  for  the  5ESS™  Switch, "  which 
summarizes  work  performed  by  AT&T  for  the  NCS  under  Contract  Number 
DCA100-85-C-0094. 


At  ti'.°  heart  of  the  AM  is  the  central  processor,  an  AT&T  3B20D 
fully -duplexed  computer.  It  handles  allocation  of  resources,  overall 
maintenance,  and  interface  with  operation  support  systems.  The  two 
major  components  in  the  CM  are  the  Message  Switch  (MSG)  and  the  Time 
Multiplexed  Switch  ( iMS).  The  MSG  directs  the  routing  of  control,  main¬ 
tenance,  and  administrative  messages  between  the  AM  and  the  SMs.  The 
TMS  performs  time-multiplexed,  space-division  switching  of  digitized 
voice  signals,  internal  system  messages,  and  synchronization  pulses. 

The  SMs  are  microprocessor-based  units  that  provide  the  majority  of 
normal  call -processing  functions.  They  serve  as  the  terminations  of 
all  transmission  facilities  entering  the  switrh,  including  both  lines 
and  trunks.  Such  terminations  include  all  required  equalization,  ampli¬ 
fication,  and  digital -to-analog  and  analog-to-digitc1  conversions. 

Each  SM  also  contains  its  own  time  slot  interchange  unit  (TSIU)  that 
performs  time  division  switching  for  all  connections  required  between 
two  channels  within  the  module.  Connections  involving  two  SMs  uses  the 
TSIUs  of  both  of  the  SMs  and  the  TMS  to  form  a  time-space-time  network. 

The  5ESS  system  supports  the  use  of  remote  switching  modules  (RSMs) 
similar  in  design  to  5ESS  interface  modules.  The  main  difference  is 
that  RSMs  may  be  located  up  to  100  miles  from  the  main  (host)  5ESS  sys¬ 
tem,  usually  connected  by  T1  lines.  The  RSM  terminates  up  to  4,000 
customer  lines  and  performs  all  switching  functions  between  lines  that 
are  terminated  by  the  same  module.  All  other  connections  are  passed 
through  the  TMS  of  the  host  system. 

Stored  programs  run  by  the  distributed  microprocessors  in  the  AM, 

CM,  an  SMs  control  the  5ESS  switch.  The  distributed  memories  in  a 
switch  store  both  office-specific  data  and  program  software 
("generics")  which  is  common  to  a  whole  class  of  switch.  5ESS  switch 
software  controls  the  operating  system,  call  processing,  and  system 
administration  and  maintenance. 

Fiber  optic  cables  are  used  for  all  communication  between  the  con¬ 
trol  processor,  the  MSG,  the  TMS,  and  all  of  the  SMs  within  the  central 
processor.  The  format  of  the  lines  is  a  serial  PCM  digital  signal 
transmitted  at  32.768  Mbits/s.  This  format  contains  256  time  slots  per 
optical  fiber.  Because  fiber  optic  cables  do  not  directly  couple  to 
electric  fields,  the  signals  internal  to  the  switch  itself  are  relative¬ 
ly  isolated  from  EMP  interference. 

6.2.1  System  Response  to  Direct  Illumination 

The  BESS  switch  does  not  require  any  special  electromagnetic  shield¬ 
ing  techniques  in  the  central  office;  therefore,  the  incident  electric 
field  is  as  described  in  Section  6.1.1.  The  EMP  field  tests  of  the 
5ESS  switch  were  conducted  at  the  Air  Force  Weapons  Lab  (AFWL)  test 
facility  in  Albuquerque,  New  Mexico.  The  model  office  was  tested  under 
two  EMP  simulators.  At  the  first  facility,  known  as  the  ALECS  facil¬ 
ity,  the  equipment  was  exposed  to  planar,  vertically-polarized  fields 
of  between  5  kV/m  and  80  kV/m.  At  the  second  facility,  known  as  the 
Horizontally  Polarized  Dipole  (HPD),  the  switch  was  exposed  to  spher¬ 
ical,  horizontally-polarized  fields  of  35  kV/m.  The  fields  produced  by 
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ALECS  exceeded  the  15  kV/m  vertically-polarized  component  of  the  threat 
sped  fled  for  this  assessment.  The  fields  produced  et  the  HPD  did  not 
meet  the  BO  kV/m  horizontally-polarized  component  of  the  threat  wave¬ 
form,  although  the  35  kV/m  field  exceeded  the  field  expected  Inside 
many  buildings.  A  BO  kV/m  pulse  Incident  on  a  building  offering  only 
3  dB  of  shielding  would  result  In  a  3B  kV/m  pulse  Inside  the  building 
Itself.  The  results  of  the  HPO  tests  were  consistent  with  the  results 
of  the  ALECS  tests,  verifying  that  the  results  for  the  vertically- 
polarized  ALECS  fields  he'd  for  horizontal  polarizations  as  well. 


ror  horizontal  polarizations  as  well. 


At  all  levels  of  testing,  some  form  of  system  upset  occurred.  The 
faults  and  upsets  that  occurred  are  separated  Into  three  categories: 
"hardware  failures,"  which  resulted  In  physical  damage  requiring  re¬ 
placement  of  hardware;  "manually  recoverable  hardware  upsets,"  which 
required  human  Intervention  to  restore  switch  functionality;  and  "re¬ 
coverable  logic  upsets,"  which  resulted  In  temporary  switch  disruption, 
with  the  switch  returning  Itself  to  full  operation  without  human  Inter¬ 
vention.  The  main  focus  of  this  test  was  to  determine  whether  exposuro 
to  simulated  EMP  would  result  In  a  loss  of  service;  temporary,  auto¬ 
matically  recoverable  upsets  (requiring  no  human  Intervention)  were  of 
lesser  concern. 

6. 2. 1.1  biEdttICifllLiril 

The  48  V  power  system  for  the  BESS  system  (shown  In  Exhibit  6-7)  Is 
consistent  with  the  discussion  of  power  systems  In  Section  6.1.3.  the 
commercial  AC  power  Is  rectified  by  three  200  A  Lineage  2000  rectifiers 
(model  J87439A)  arranged  In  parallel  with  the  48  V  battery  set  and  a 
battery  plant  controller.  Whenever  a  loss  of  AC  power  occurs,  the  con¬ 
troller  transfers  the  electrical  load  from  the  rectifiers  to  the  bat¬ 
tery  set.  Each  rectifier  alone  was  capable  of  fully  powering  the 
switch,  although  the  three  rectifiers  were  generally  placed  on-line  to¬ 
gether  to  share  the  load,  providing  the  system  with  a  redundant  power- 
supply  capability. 

Several  pulses  above  50  kV/m  caused  the  failure  of  several  power 
diodes  In  the  rectifiers,  leaving  the  affected  rectlfler(s)  Inopera¬ 
tive.  One  test  pulse  caused  the  AC  circuit-breakers  of  all  three  recti¬ 
fiers  to  trip,  resulting  In  a  switch  to  battery  power.  Every  DC-to-DC 
power  converter  In  the  sESS  switch  also  shut  down,  causing  the  opera¬ 
tion  of  the  entire  switch  to  stop.  The  diode  failure  was  probably  In 
response  to  voltage  transients  which  exceeded  the  200  V  peak  reverse 
voltage  (PRV)  rating  of  the  diodes.  Diodes  rated  at  800  V  PRV  were  In¬ 
stalled,  and  the  modified  rectifiers  were  exposed  to  pulses  at  ALECS  up 
to  80  kV/m  vertical  without  a  single  diode  failure  or  power  shutdown, 
although  they  were  never  exposed  to  the  horizontally-polarized  fields 
of  the  HPD.  The  massive  power-down  shows  that  the  unmodified  rectifi¬ 
ers  can  not  be  considered  survlvable  to  the  effects  of  EMP.  Even  a 
switch  to  battery  power  Is  unacceptable,  because  the  batteries  will 
only  provide  power  for  a  limited  amount  of  time.  If  the  failed  recti¬ 
fiers  are  not  repaired  before  battery  power  Is  lost,  operation  of  the 
entire  5ESS  switch  will  cease. 

AT&T  plans  to  use  the  800  V  PRV  diodes  In  all  Lineage  2000  recti¬ 
fiers  produced  as  of  September,  1986.  The  modified  model  087439A 

6  - !  1 


Wiir 

lk 

Ik 


*  k 


EXHIBIT  6-7.  Power  System  Of  The  5ESS  Switching  System. 

rectifiers  survived  the  effects  of  the  vertically-polarized  fields  of 
ALECS,  but  because  they  were  never  subjected  to  the  horizontally- 
polarized  fields  of  the  HPO,  their  survivability  to  EMP  is  undeter¬ 
mined.  Model  J87439A  rectifiers  are  currently  being  replaced  with  a 
new  model.  Other  models  rated  at  100  A  and  400  A  will  soon  be  intro¬ 
duced,  as  will  a  line  of  lower-capacity  rectifiers.  Because  these  new 
rectifiers  vary  considerably  in  design  from  the  model  used  in  this 
test,  further  testing  is  needed  to  assess  their  vulnerability  to  EMP. 

Induced  transients  also  caused  damage  to  battery  plant  controller 
(Microprocessor  and  Conventional  Controller  Systems)  components  and 
shutdown  of  a  single  rectifier.  The  occurrence  of  the  particular  prob¬ 
lems  were  highly  variable,  although  it  was  suspected  that  the  shutdowns 
were  caused  by  a  rectifier  problem.  No  solution  was  suggested  for 
these  problems,  so  it  is  likely  that  they  will  occur  again  during  expo¬ 
sure  to  actual  EMP.  While  these  problems  did  not  cause  the  switch  to 
stop  operating  or  to  lose  its  call  processing  capability,  further  test¬ 
ing  is  needed  to  determine  their  cause  and  to  verify  that  the  battery 
plant  controller  is  survivable  to  EMP. 

The  Master  Control  Center  (MCC)  terminal  or  printer  communicates 
with  the  5ESS  switch  AM  through  an  RS-232C  copper-braid  shielded 
cable.  Current  injection  testing  of  the  TTY  interface  showed  that  tran¬ 
sients  as  small  as  175  V  and  4  A  were  sufficient  to  damage  the  RS-232C 


6-12 


receive  circuit.  Therefore  during  testing,  the  cables  were  replaced 
with  RS-232C  optical  fiber  links,  which  do  not  conduct  large  tran¬ 
sients.  On  the  final  day  of  testing,  the  optical  fiber  links  were  re¬ 
placed  with  the  shielded  cables,  ana  permanent  hardware  failure  oc¬ 
curred  after  Just  three  pulses,  verifying  the  predicted  vulnerability. 
The  susceptibility  of  the  MCC  and  HTTYC  Interface  to  EMP-Induced  damage 
when  using  hard-wira  cable  connections  makes  It  essential  to  provide 
protection  If  equipment  Is  to  survive.  While  optical  links  and  modems 
are  available  as  a  well -tested  option,  they  are  not  normally  used  In 
most  8ESS  switches  because  they  are  more  expensive  than  conventional 
copper-braid  shielded  cable. 

6.2. 1.2  Manually  Recoverable  Hardware.  Upsets 

Unless  an  EMP-hardened  link  connects  the  switch  to  a  central 
office,  certain  types  of  faults  will  require  manual  Intervention  to  re¬ 
store  full  service.  This  Is  a  very  serious  problem,  because  switches 
In  remote  or  Isolated  locations  may  not  manually  be  returned  to  service 
for  many  days  . 

Pulses  as  low  as  S  kV/m  vertical  caused  several  units  within  the  AM 
to  hang-up  due  to  logic  upsets  within  the  Power  Control  and  Display  Cir¬ 
cuits.  Tne  problem  was  solved  by  reducing  the  value  of  a  pul  1  up  resis¬ 
tor.  Slightly  higher  field  levels  caused  power  converter  and  Interface 
circuits  In  tne  switching  module  to  deactivate.  The  power  converter 
problem  was  solved  by  replacing  power  control  circuitry  with  a  newer, 
less  noise-sensitive  version.  Tne  Interface  circuit  problem  was  solved 
by  placing  a  single  filter  capacitor  across  a  latch  Input.  A  similar 
correction  prevented  shutdown  of  the  power  supplies  to  the  AM  moving 
head  disks  (MHDs).  Additional  testing  at  fields  as  high  as  80  kV/m  ver¬ 
tical  and  35  kV/m  horizontal  verified  that  all  the  modifications  suc¬ 
cessfully  eliminated  the  faults  (only  one  upset  was  observed  during  the 
2550  tests  of  the  modified  circuitry),  AT&T  has  adopted  these  circuit 
modifications  for  use  In  production  models  of  the  5ESS  switch;  the  modi¬ 
fications  appear  to  solve  the  sensitivity  problems,  but  assuring  surviv¬ 
ability  of  a  particular  system  requires  ensuring  that  these  circuit  mod¬ 
ifications  are  used  In  that  system. 

6.2. 1.3  Recoverable  Logic  Upsets 


The  operation  of  many  different  electronic  circuits  In  the  AM,  CM, 
and  SM  was  disrupted  by  exposure  to  fields  of  all  levels,  causing 
stable  calls  to  be  dropped  and  the  call  processing  capability  of  the 
switch  to  be  reduced  temporarily.  The  mean  fraction  of  stable  calls 
dropped  after  a  single  exposure  (as  shown  In  Exhibit  6-8)  1$  between 
16%  and  46%.  The  vertical  bars  represent  a  one-standard  deviation 
variation  In  the  fraction  of  stable  calls  dropped.  Following  several 
repeated  exposures,  a  mean  fraction  of  93%  ±  8%  of  the  stable  calls 
ware  dropped,  while  at  field  levels  over  45  kV/m,  virtually  no  calls 
could  be  completed  for  several  minutes. 

Immediately  following  exposure  to  simulated  EMP  fields,  the  switch 
began  automatic  fault  recovery  to  Isolate  the  fault  and  to  restore  the 
call  processing  ability  of  the  switch.  As  shown  In  Exhibit  6-8,  the 
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efficiency  of  the  switch  In  completing  calls  gradually  Increased  as  the 
time  from  exposure  Increased,  but  the  switch  never  achieved  full  recov¬ 
ery,  with  the  efficiency  lowest  following  repeated  exposures.  With  the 
efficiency  less  than  100%,  service  was  not  restored  to  some  loops  or 
trunks,  and  the  likelihood  of  call  blocking  occurring  Increased. 

With  assistance  from  an  operator  at  the  MCC,  the  call  completion 
efficiency  reached  greater  than  99%  after  about  30  minutes,  provided  an 
optical  link  connected  the  MCC  and  SESS  switch.  It  must  be  stressed 
that  because  many  central  offices  with  SESS  switches  are  not  staffed, 
prompt  restoration  of  service  could  not  be  guaranteed  unless  remote 
switching  control  centers  (SCCs),  with  survlvable  links  to  the  CO, 
exist. 


6.3  4sss  amcttiM ,  .system 

The  4ESS  Is  a  time-division,  digital  switching  system  designed  for 
use  In  toll  applications.  Similar  to  the  BESS,  the  switching  network 
of  the  4ESS  switch  Is  comprised  of  Time  Slot  Interchange  (TSI)  and  Time 
Multiplexed  Switch  (TMS)  frames  Interconnected  to  form  a  time-space- 
time  network.  The  4ESS  Is  of  fundamental  Importance  In  the  PSN  because 
of  Its  prevalence  and  Its  significance  In  the  hierarchical  switching 
structure. 

The  4ESS  switch  (see  Exhibit  6-9)  contains  several  frames  that 
terminate  trunks  and  convert  signals  to  suitable  format  for  Input  to 
the  TSI.  The  Digital  Interface  Frame  (DIF)  terminates  up  to  160  OS- 1 
format  signals  and  multiplexes  them  onto  32  lines.  DS-1  format  signals 
Include  T1  carrier  and  the  output  of  other  frames  used  for  trunk  termi¬ 
nations.  In  contrast  to  the  electromechanical  switches,  the  4ESS  sys¬ 
tem  Is  designed  to  use  the  digital  carrier  signals  directly,  without 
conversion  to  analog  signals. 

The  LT-1  connector  terminates  two  12-channel  analog  group  signals 
and  transmultiplexes  them  onto  one  24-channel  DS-1  signal.  This  connec¬ 
tor  Is  used  to  terminate  analog  carrier  systems  In  the  60  to  108  kHz 
frequency  band.  The  output  of  the  LT-1  connector  Is  suitable  for  con¬ 
nection  to  the  DIF. 

Metallic  trunks,  International  format  analog  carrier  trunks,  and 
other  miscellaneous  voice  frequency  circuits  are  terminated  In  a  04 
channel  bank.  A  04  channel  bank  terminates  the  lines,  performs  analog 
to  digital  conversion,  and  multiplexes  the  digital  signals  onto  a  DS-1 
format  line,  which  Is  connected  directly  to  the  DIF. 

The  entire  4ESS  system  Is  controlled  by  the  1A  processor.  The 
processor  monitors  and  controls  the  operation  of  all  of  the  other  sub¬ 
systems,  establishes  and  maintains  trunk  Interconnections,  and  performs 
self-checking  to  locate  faulty  circuits.  As  a  stored  program  control 
system,  the  4ESS  system  maintains  all  of  the  Instruction  for  the  pro¬ 
cessor  In  semipermanent  memory  to  maximize  flexibility  and  to  facili¬ 
tate  rapid  Implementation  of  new  Instruction  sets. 
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EXHIBIT  6-8  Transient-Induced  Effects  on  Telecommunications  Network. 
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EXHIBIT  €-9.  Functional  Diagram  Of  The  4ESS 
Switching  System. 


All  of  the  frames  communicate  with  the  processor  via  the  peripheral 
unit  bus  (PUB).  The  processor  uses  the  PUB  to  send  commands  to  the 
other  subsystems,  to  receive  responses  from  them,  and  to  collect  main¬ 
tenance  Information.  The  DIF  and  04  channel  bank  both  use  the  PUB  to 
transmit  signaling  Information  that  Is  extracted  from  the  trunk  lines. 

6.3.1  System  Response  To  Direct  Illumination 

The  4ESS  system  does  not  require  any  special  electromagnetic 
shielding  techniques  In  the  central  office;  therefore,  the  Incident 
electric  field  Is  as  described  In  Section  6.1.1.  The  4ESS  switch  Is 
designed  to  the  requirements  of  the  Local  Switching  System  General  Re¬ 
quirements  (LSSGR)  (Ref.  61)  to  operate  without  degradation  while  sub¬ 
jected  to  an  electric  field  with  a  peak  amplitude  of  10  V/m  for  any  fre¬ 
quency  between  10  kHz  and  1  GHz.  This  electric  field  specification  Is 
consistent  with  the  Bell  System  Practice  (BSP)  dealing  with  the  radio 
frequency  Interference  of  switching  systems  (Ref.  14).  This  electric 
field  specification  Is  the  guaranteed  minimum  operational  upset  thres¬ 
hold;  for  this  assessment,  the  damage  threshold  Is  of  Interest.  As 
stated  previously  In  this  report,  a  margin  of  30  dB  to  40  dB  can  be  ex¬ 
acted  between  the  upset  threshold  specification  and  the  damage  thres¬ 
hold.  Therefore,  the  damage  threshold  of  the  4ESS  can  be  estimated  to 
be  at  least  3P0  V/m. 
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The  4ESS  system  has  not  been  subjected  to  EMP  testing  to  determine 
actual  susceptibility  to  electric  fields.  The  equipment  Is  contained 
In  open  equipment  racks,  which  offer  minimal  electromagnetic  shielding 
for  the  equipment.  Several  Internal  conductors  may  be  long  enough  to 
couple  sufficient  energy  to  cause  equipment  damage.  The  signal  lines 
between  the  DIF  and  the  TSI,  and  those  between  the  TSI  and  the  TMS  are 
coaxial  cables;  the  shielding  of  these  lines  should  prevent  appreciable 
transients  from  being  Induced  on  the  center  conductor  and  causing 
damage.  The  PUB  consists  of  unshielded  twisted  pair  cables  that  must 
connect  to  each  frame  within  the  switch,  possibly  reaching  a  length  In 
excess  of  100  m.  The  PUB  Is  never  In  the  near  field  of  any  of  the 
penetrators  described  In  Section  6.1.4;  however,  the  current  due  to  the 
diffused  electric  field  may  be  as  high  as  20  A,  peak-to-peak.  The  PUB 
Is  connected  to  line  driver/receiver  circuit  pacs,  which  are  designed 
to  withstand  transient  overvoltages  associated  with  transmission  lines. 
However,  detailed  analysis  and/or  testing  Is  required  to  accurately 
assess  the  survivability  of  a  4ESS  system  subjected  to  EMP  fields. 


6.3.2  System  Response  To  Power  Lead  Transients 


Power  for  the  4ESS  subsystems  Is  passed  through  the  AC  distribution 
equipment,  transfer  switch,  and  rectifier  described  In  Section  6.1.2; 
the  output  of  the  rectifier  charges  a  140-V  battery  plant  that  supplies 
power  to  the  4ESS  system.  The  output  of  the  battery  plant  Is  connected 
to  bulk  dc-to-dc  converters  In  the  switch.  The  24-  or  48-V  output  of 
these  converters  Is  distributed  to  In-frame  dc-to-dc  converters  located 
In  each  rack  of  4ESS  equipment.  The  output  voltage  of  the  In-frame  con¬ 
verters  ranges  from  -28  to  +28  V,  depending  on  the  requirements  of  the 
equipment  In  the  racks. 


As  described  In  6.1.2,  little  of  the  1  kA  transient  on  commercial 
power  lines  Is  expected  to  pass  through  the  rectifier  to  the  battery 
plant.  Any  transient  passing  through  the  battery  plant  Is  then  atten¬ 
uated  by  the  large  capacitances  of  the  two  dc-to-dc  converters  before 
entering  any  circuit  pacs  In  the  equipment.  For  these  reasons,  tran¬ 
sients  on  the  power  leads  of  the  4ESS  system  are  not  likely  to  be  large 
enough  to  cause  permanent  damage;  however,  EMP  testing  of  the  power  sys¬ 
tem  Is  required  to  verify  this  conclusion. 


6.3.3  System  Response  To  Signal  Lead  Transients 


Estimation  of  the  signal  lead  transients  for  switching  systems  Is 
discussed  In  Section  6.1.4.  The  4ESS  system  Is  typically  placed  In  the 
center  of  the  central  office;  as  far  away  from  any  penetrators  as  prac¬ 
tical.  Therefore,  the  equipment  attached  to  signal  leads  Is  assumed  to 
be  In  the  far  zone  from  all  penetrators.  Although  the  actual  estima¬ 
tion  depends  on  which  penetrators  are  present  In  the  central  office, 
reasonable  estimates  of  the  transients  on  signal  lines  are  40  A  for  con¬ 
crete  block  construction  and  25  A  for  reinforced  concrete  construction. 


The  vulnerability  of  the  D4  channel  bank  Is  addressed  In  Section 
5.1.4.  Based  on  field  testing,  both  the  digital  Inputs  (receive  units) 
and  the  voice  frequency  Inputs  were  found  to  be  vulnerable  to  damage  as 
a  result  of  EMP  transients.  The  DIF  Is  similar  In  technology, 
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function,  and  application  to  the  04,  and  may  be  presumed  similar  In 
survivability.  The  LT-1  connector  Inputs  are  sufficiently  different 
from  any  04  inputs  that  no  conclusions  can  be  drawn  about  their  surviva¬ 
bility.  Detailed  analysis  and  EMP  testing  are  required  to  conclusively 
assess  the  survivability  of  these  Interfaces  for  the  4ESS  switch. 

6.3.4  System  Response _To  Ground  System  Transients 

Transients  In  the  central  office  ground  system  are  described  In 
Section  6.1.3.  As  with  the  5ESS  system,  the  4ESS  switch  utilizes  a 
single  point  ground,  which  provides  Isolation  from  transients  In  the 
ground  system.  Large  current  transients  In  the  ground  system  may  cause 
differences  In  potential  between  the  ground  connection  of  the  switch 
and  that  of  the  peripheral  equipment.  Such  potentials  may  cause  large 
potential  differences  between  the  leads  on  the  peripheral  equipment  and 
those  on  the  switch;  the  resultant  current  may  damage  the  equipment  at¬ 
tached  to  the  leads.  Much  of  the  equipment  required  to  convert  signals 
to  the  internal  format  of  the  4ESS  switch  Is  Included  In  the  switching 
system  Itself;  this  equipment  shares  the  single  point  ground  with  the 
rest  of  the  system.  As  more  peripheral  equipment  Is  Included  within 
the  switch  Itself,  the  single  point  ground  system  Is  Increasingly  effec¬ 
tive  at  mitigating  the  effects  of  transients  In  the  ground  system. 

6.4  SUMMARY 

With  the  hardware  modifications  discussed  In  Section  6.2  In  place, 
the  5ESS  switch  and  associated  power  system  suffered  no  permanent  hard¬ 
ware  damage.  The  switch  remained  operational  following  exposure  to 
threat-level  fields,  but  a  significant  fraction  of  calls  were  dropped 
and  call  processing  capability  was  reduced.  Automatic  recovery  slowly 
restored  call  processing  efficiency  but  never  to  100%. 

5ESS  power  systems  produced  before  September,  1986,  were  shown  to 
be  susceptible  to  Induced  transients.  Modified  power  system  rectifiers 
were  shown  able  to  survive  threat-level  vertically-polarized  fields, 
but  because  they  were  never  subjected  to  threat-level  horizontally- 
polarized  fields,  their  survivability  remains  undetermined.  Power  Is 
supplied  by  batteries  as  a  result  of  a  complete  shutdown  of  the  recti¬ 
fiers,  but  this  Is  only  a  temporary  solution  to  the  problem;  once 
battery  power  Is  lost,  the  5ESS  Is  rendered  completely  Inoperative. 


For  upsets  not  caused  by  hardware  failures,  the  switch  can  be  re¬ 
stored  to  full  operation  by  an  operator  at  the  MCC,  provided  the  switch¬ 
ing  office  Is  staffed,  or  by  an  operator  at  the  SCC,  provided  the  SCC 
and  Its  link  to  the  CO  are  survlvable.  It  must  be  emphasized,  though, 
that  many  COs  are  not  staffed,  and  projections  call  for  even  less  staff¬ 
ing  In  the  future.  The  links  between  remote  SCCs  and  COs  have  not  been 
shown  to  be  generally  survlvable,  and  there  are  no  plans  to  either  ret¬ 
rofit  existing  links  with  survlvable  ones  or  Install  survlvable  links 
In  new  systems.  Because  It  Is  quite  likely  that  the  CO  Is  not  staffed 
and  the  remote  SCC  links  are  not  survlvable,  realistic  expectations  dic¬ 
tate  that  the  5ESS  switch  Is  not  survlvable  to  EMP  exposure. 


Available  data  are  Insufficient  to  determine  the  efects  of  EMP  on 
the  4ESS  switching  system.  Conclusions  about  the  survivability  of  the 
5ESS  switching  system  cannot  be  directly  applied  to  the  4ESS  system, 
because  their  technologies  are  fundamentally  different.  Because  no  EMP 
test  data  exist  for  the  4ESS  system,  conclusions  about  the  survivabil¬ 
ity  of  4ESS  switching  system  must  be  based  on  Implications  of  related 
EM  test  data  and  the  use  of  elecromaanetlc  protection  practices.  How¬ 
ever,  available  data  are  sufficient  to  make  observations  concerning  po¬ 
tential  strengths  and  weaknesses  of  the  systems. 

The  survl vabl 1 1  tv  of  the  <sS  switching  system  against  EMP  fields 
Is  greatly  affected  by  the  use  of  open  equipment  racks  and  the  use  of 
long,  unshielded  wires  for  the  PUB.  The  use  of  extensive  filtering  In 
the  power  distribution  system  and  the  use  of  a  single  point  ground  svs- 
tem  should  provide  significant  protection  for  the  4ESS  equipment.  The 
04  was  shown  to  be  vulnerable  to  typical  EMP  conducted  transients*,  In 
the  absence  of  test  data  the  OIF  must  be  presumed  similar  In  vulnera¬ 
bility  to  the  04. 

The  observations  presented  here  are  only  Indications  of  potential 
strengths  and  weaknesses  of  the  4ESS  system  In  a  EMP  environment.  Con¬ 
clusions  about  Its  response  to  EMP  require  more  detailed  analysis  and 
the  results  of  EMP  simulation  testing  of  typical  configurations  of  this 
system. 


Section  7.1  summarizes  conclusions  drawn  In  othar  chaptars  about 
tha  performance  of  tha  assassad  systems  aftar  axposura  to  HEMP  fields; 
Section  7.2  makes  recommendations  concerning  future  activities  for  tha 
NCS  EMP  Mitigation  Program. 

7.1  CONCLUSIONS 

Conclusions  concerning  tha  affects  of  EMP  on  selected  network 
elements  are  as  follows: 

Iha.il  carrier  system  Is  vulnerable  to  the  effects  of  HEMP. 

T1  system  elements  have  been  exposed  to  simulated  HEMP 
fields;  the  results  were  then  analytically  extrapolated  to 
full  threat  values.  Lightning  protected  repeaters  were  not 
damaged;  however,  04  channel  Banks  suffered  service-affecting 
damaaa  during  both  direct  Illumination  and  current- Injection 
testing  that  simulated  the  expected  central  office 
environment. 

& EiaC--nmrti.-mQ.de .system  Is  vulnerable  to  the  effects  of 
.  Threat-level  fields  and  Injected  currents  did  not 
produce  any  signal  disruptions  or  service-affecting  hardware 
damage  during  testing  of  the  optical  cable  and  splice  case; 
both  elements  appear  to  be  survlvable  to  the  effects  of 
HEMP.  Available  test  data  on  the  survivability  of  CO  and  LRS 
equipment  are  Inconclusive,  since  threat-level  currents  were 
not  Injected  Into  all  subsystems.  Unmodified  power 
converters  were  shown  to  be  vulnerable  to  threat-level 
transients.  Power  converters  Incorporating  several  hardware 
modifications  proved  robust,  although  the  test 
configurations  using  modified  power  converters  were  not 
tvplcal  of  most  LRSs  and  COs.  The  modified  power  converters, 
therefore,  can  not  be  considered  survlvable  to  EMP  based  on 
available  test  data.  Because  both  line  repeater  station 
(LRS)  and  central  office  (CO)  equipment  rely  upon  the  power 
converters  to  power  them,  the  entire  FT3C  system  must  be 
considered  vulnerable. 


Ih*.L4.  and  L5  systems  are  robust  to  HEMP  effects.  These 
systems  are  designed  for  survival  In  a  nuclear  environment; 
all  cable  Is  burled  and  repeaters  are  well  bonded  and  well 
grounded.  Detailed  computer  analyses  and  HEMP  simulation 
tests  Indicate  that  some  temporary  system  outages  will  occur, 
but  that  no  equipment  will  be  damaged  as  a  result  of  HEMP. 


effects. Threat  level,  free-fleld  HEMP  simulation  tilting 
nil  produced  uputi  such  is  the  Activation  of  protection 
•witching  and  frequency  shifting,  but  hts  produced  no  fall- 
urn.  Low-livil  current-injection  tuti  cautod  no  failures. 
Hlgh-livol  tilting  has  not  bur  dom  but  comparison  of  pre- 
dlctid  HEMP- Induced  currents  to  expected  lightning- Induced 
transients  on  microwave  towers  Indicates  that  TD-2  systems 
are  also  survlvable  against  conducted  transients. 


S. Several  s<»>’v1ce-affeet1ng  hardware  failures  oecured 
r  exposure  t?  threat-level  fields.  With  several  hardware 
modifications  in  place*  the  hardened  SESS  switch  suffered  no 
permanent  hardware  damage,  although  a  significant  number  of 
calls  were  dropped  and  call  processing  capability  was  re¬ 
duced.  Manual  recovery  was  required  to  restore  call  process¬ 
ing  efficiency  to  greater  than  99%;  however,  most  central 
offices  housing  SESS  switches  are  not  staffed  and  the  surviva¬ 
bility  of  remote  links  has  not  been  demonstrated.  To  ensure 
the  survivability  of  a  particular  SESS  system  requires  verlfl  • 
cation  that  the  Identified  hardware  modifications  have  been 
Installed  and  verification  that  either  the  site  will' be 
staffed  or  that  a  survlvable  remote  link  has  been  estab¬ 
lished. 


Inuifflfcltnl  la.  umj  1ti.yu1nirti.llUy  to  HEMP.  No  tests 
or  theoretical  analysis  of  the  HEMP  response  of  the  4ESS  sys¬ 
tem  exist;  the  results  of  the  SESS  system  assessment  cannot 
be  applied  to  the  4ESS  system.  In  tne  absence  of  test  data, 
no  definite  conclusions  can  be  drawn. 


Recommendations  concerning  future  efforts  In  this  program  are  as 
follows: 


determined  through  test  and  analysis. The  configuration 
assessed  should  Include  typical  line  termination  equipment, 
Including  Dig  tal  Interface  Frames  (DIFs),  LT-1  connectors, 
and  04  channel  banks.  Typical  lengths  of  the  Peripheral  Unit 
Bus  (PUB)  should  also  be  Included.  The  configuration  should 
also  Include  appropriately  placed  lightning  protection  de¬ 
vices. 


The  NCS  has  developed  a  moael  to  predict  the  effects  of  HEMP- 
Induced  equipment  failures  on  telecommunications  networks. 
Current  efforts  include  a  study  to  determine  the  sensitivity 
of  predicted  network  performance  to  Input  data.  The 
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telecommunications  equipment  critical  to  the  NSEP  capabili¬ 
ties  of  the  NCS  should  be  Identified  and  prioritized  based  on 
the  results  of  the  sensitivity  study.  This  prioritization 
should  be  used  as  a  basis  for  allocating  resources  for  future 
tests  and  analysis  of  telecommunications  equipment  In  support 
of  this  program. 


id  bv  testing  and  analysis. The  survivability  of  re¬ 
inks  to  BESS  sites  should  be  determined.  Further  test* 


Ing  of  existing  5ESS  power  system  rectifiers  Is  needed  to  ver- 
Ify  their  survivability.  Several  new  models  of  rectifiers 
are  planned  for  use  In  future  5ESS  power  systems \  these  recti¬ 
fiers  must  be  thoroughly  tested  before  any  system  In  which 
these  ere  used  can  be  considered  survlvable  to  EMP. 


M  ~ved  by  testing  and  analysis! Threat-level  currents 
d  be  Injected  Into  all  CO  and  LRS  equipment  subsystems , 
so  that  their  survivability  can  be  determined.  Further 
testing  of  EMP-hardened  power  converters  using  test  config¬ 
urations  typical  of  most  LRSs  and  COs  Is  needed  to  verify 
their  survivability  to  EMP.  Slnole-mode  fiber  optic  systems 
should  be  tested  to  assess  their  survivability  to  EMP,  and  a 
comparison  should  be  made  to  the  results  of  the  FT3C 
multi -mode  system  assessment. 


evaluated  through  tast  and  analysTT The  TD-2  microwave  sys¬ 
tem  Is  based  on  vacuum  tube  technology!  the  TD-3  system  Is  a 
solid  state  replacement  for  the  TD-2  system.  Solid  state  com¬ 
ponents  tend  to  be  less  survlvable  than  their  vacuum  tube 
equivalents.  This  evaluation  Is  required  to  determine  If  the 
TD-3  system  Is  as  robust  as  the  TD-2  system. 


testing  and  analysis" Not  all  T1  line  repeaters  In  the  PSN 
are  lightning  protected.  Therefore,  T1  repeaters  without 
llghtnlna  protection  should  be  tested  In  typical  configura¬ 
tions.  In  addition,  typical  splice  case  configurations  need 
to  be  tested  with  current  Injection  on  the  sheath,  as  cou¬ 
pling  to  signal  wires  from  bond  straps  can  be  a  significant 
part  of  the  threat  to  T1  line  and  office  equipment. 


one  system  to  the  survivability  of  another^  Various  vendors 
manufacture  similar  equipment  for  the  telecommunications  In¬ 
dustry,  e.g.,  T1  line  termination  equipment,  channel  banks, 
and  local,  digital  switching  systems.  The  ability  to  relate 
the  survivability  of  similar  pieces  of  equipment  would  mini¬ 
mize  the  amount  of  testing  required  to  assess  the  effects  of 
HEMP  on  telecommunications  networks. 


nCTTJ»n/i;rT»im.wT.wfi[»nrnw:nwi 


anal  y  sis  should  include  tha  •ariytlm*  mid- time,  and  late 
time  (MHD  EMP)  affacti.  The  faster  rise  time  of  the  new 
threat  can  create  higher  peak  level  transients  on  cables  and 
antenna  leads.  The  MHD  EMP  can  create  large  transients  on 
very  long  cables.  Analysis  Including  these  effects  may  Iden¬ 
tify  additional  EMP  vulnerabilities  In  telecommunications  as¬ 


sets. 
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